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CONSTITUTION
OF THE
STATE OF FLORIDA

AS REVISED IN 1968 AND SUBSEQUENTLY AMENDED

ARTICLE IX

EDUCATION

SECTION 7. State University System.--

(a) PURPOSES. In order to achieve excellence through teaching students, advancing research and
providing public service for the benefit of Florida’s citizens, their communities and economies, the people
hereby establish a system of governance for the state university system of Florida.

(b) STATE UNIVERSITY SYSTEM. There shall be a single state university system comprised of all public
universities. A board of trustees shall administer each public university and a board of governors shall govern
the state university system.

(c) LOCAL BOARDS OF TRUSTEES. Each local constituent university shall be administered by a board of
trustees consisting of thirteen members dedicated to the purposes of the state university system. The board of
governors shall establish the powers and duties of the boards of trustees. Each board of trustees shall consist
of six citizen members appointed by the governor and five citizen members appointed by the board of
governors. The appointed members shall be confirmed by the senate and serve staggered terms of five years
as provided by law. The chair of the faculty senate, or the equivalent, and the president of the student body of
the university shall also be members.

(d) STATEWIDE BOARD OF GOVERNORS. The board of governors shall be a body corporate consisting of
seventeen members. The board shall operate, regulate, control, and be fully responsible for the management
of the whole university system. These responsibilities shall include, but not be limited to, defining the
distinctive mission of each constituent university and its articulation with free public schools and community
colleges, ensuring the well-planned coordination and operation of the system, and avoiding wasteful
duplication of facilities or programs. The board’s management shall be subject to the powers of the legislature
to appropriate for the expenditure of funds, and the board shall account for such expenditures as provided by
law. The governor shall appoint to the board fourteen citizens dedicated to the purposes of the state
university system. The appointed members shall be confirmed by the senate and serve staggered terms of
seven years as provided by law. The commissioner of education, the chair of the advisory council of faculty
senates, or the equivalent, and the president of the Florida student association, or the equivalent, shall also
be members of the board.

(e) FEES. Any proposal or action of a constituent university to raise, impose, or authorize any fee, as
authorized by law, must be approved by at least nine affirmative votes of the members of the board of
trustees of the constituent university, if approval by the board of trustees is required by general law, and at
least twelve affirmative votes of the members of the board of governors, if approval by the board of governors
is required by general law, in order to take effect. A fee under this subsection shall not include tuition.

History.--Proposed by Initiative Petition filed with the Secretary of State August 6, 2002; adopted 2002; Am.
proposed by Constitution Revision Commission, Revision No. 2, 2018, filed with the Secretary of State May 9,
2018; adopted 2018.
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AGENDA
Innovation and Online Committee
Room 208
Turnbull Conference Center
Florida State University
555 West Pensacola Street
Tallahassee, FL 32301
January 29, 2020

11:00 a.m. to 11:30 a.m.
or
Upon Adjournment of Previous Meetings

Chair: Kent Stermon; Vice Chair: Tim Cerio
Members: Corcoran, Felton, Huizenga, Jr., Johnson, Lydecker, Tripp

. Call to Order and Opening Remarks Governor Stermon

. Minutes of October 30, 2019, Committee Meeting Governor Stermon

. SUS Textbook Affordability Action Plan

A. Update Dr. Lynn Nelson
Director, Student Affairs

B. Faculty Perspective Governor Shawn Felton

. UF Online Ms. Evie Cummings
Assistant Provost and

A. 2018-19 Annual Report Director of UF Online

B. Revisions to Enroliment Projections in 2019-2024
Comprehensive Business Plan

. Concluding Remarks and Adjournment Governor Stermon
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Innovation and Online Committee
January 29, 2020

SUBJECT: Minutes of Committee Meeting held October 30, 2019

PROPOSED COMMITTEE ACTION

Approval of minutes of the committee meeting held on October 30, 2019.

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

Board members will review and approve the minutes of the committee meeting held on
October 30, 2019.

Supporting Documentation Included: Minutes: October 30, 2019

Facilitators/Presenters: Governor Kent Stermon
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MINUTES
STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
INNOVATION AND ONLINE COMMITTEE
UNIVERSITY OF FLORIDA
GAINESVILLE, FLORIDA
OCTOBER 30, 2019

1. Call to Order and Opening Remarks

Chair Ed Morton convened the meeting at 10:56 a.m. on October 30, 2019, with the
following members present: Vice Chair Darlene Jordan (joined 11:04 a.m.); Tim Cerio;
Dr. Shawn Felton; H. Wayne Huizenga, Jr.; Zenani D. Johnson; Syd Kitson; Eric Silagy
(joined 10:59 a.m.); Kent Stermon (joined 11:00 a.m.), and Norm Tripp. A quorum was
established.

2. Approval of Committee Meeting Minutes

Governor Tripp moved that the committee approve the minutes of the August 28, 2019,
meeting, as presented. Governor Kitson seconded the motion, and the members
concurred.

3. Consideration of Online Courses in Medical Schools Admissions Process

Chair Morton said that in previous meetings, he had heard comments that implied
certain of our admissions processes in medical schools may not be embracing of credits
that students earn online. He said that he felt the Committee should have a discussion
with medical school representatives to better understand how online courses are taken
into consideration in the admissions process, and to make sure the online courses and
programs in the SUS are designed in a way that could help address their concerns.

Dr. John Fogarty, Dean of the Florida State University Medical School and Chair of the
Council of Medical School Deans, said that admissions criteria are set by each medical
school. Schools look at more than grades and academic performance in the admissions
process; they also look at human factors, including communication and relationship
skills, life experiences, the ability to work together in teams, and leadership roles. The
admissions team also must weigh the quality of the institution from which the student is
applying. He said these admissions criteria have served the medical schools well.

Dr. Fogarty said that FSU does not treat online courses any differently than face-to-face
courses, other than lab courses. Some medical schools require a secondary application
to obtain more information before accepting applicants for interviews, and many of the
SUS medical schools will ask about online education during that time. It is a highly
competitive process.

Dr. Fogarty said that the Association of American Medical Colleges (AAMC) leaves
admissions policies up to individual medical schools, but does acknowledge that
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acceptance of online coursework has increased in recent years, although the type of
courses that can be taken online vary widely. He said that the Liaison Committee on
Medical Education (LCME) essentially leaves these issues to medical schools. He
referred to an article in Inside Higher Education which reflected that attitudes toward
online education are changing. He said the SUS medical schools do not take the hard
line on online education that some schools mentioned in the article take.

He said that several of the SUS medical school deans recently met with the Steering
Committee, a group of provosts guiding the implementation of the Strategic Plan for
Online Education. He said the deans in attendance all agreed that some courses
aligned well with online formats, but questioned whether others, such as writing
courses, would align well.

Chair Morton said that at the faculty breakfast that morning, the question came up as to
why online education was not as acceptable as it should be at the SUS medical
schools. This is an issue that is beginning to be amplified throughout the system. He
asked the medical school deans if they would consider meeting with the distance
learning leaders to inform them as to what is needed to make the deans more
comfortable with online education and to make the deans more knowledgeable and
comfortable with the progress that is being made in the system. The deans may want to
talk to some of the faculty who teach these courses online and gain their perspective on
student performance. He said there were questions not just on chemistry and the
sciences, but also on why other courses, such as English and mathematics, were
looked upon ambiguously by medical schools.

Chair Morton also asked the deans if they would consider gathering some data on the
performance of students who had taken online courses versus those who had taken
those courses in the classroom.

Dr. Fogarty responded that the Council would look at that, and stated that he had no
problem with students learning the content online, but medical schools look beyond that
to teach students how to be physicians, to have the professional behaviors, attitudes,
knowledge, and skills they need, and he does not think that those things are necessarily
identified online. The outside experiences they have might tell the schools more about
them beyond the courses they take online.

Dr. Fogarty also indicated that the second request would be tough to ferret out, because
most medical schools do not like to look back and compare students; they expect all
students, once they are admitted, to succeed. He said he would ask the question of
some of the medical schools’ admissions people.

Dr. Fogarty said he would be glad to meet with representatives of those providing online
courses so they can better understand each other.

10
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4. Meeting Workforce Needs: Certificates

Chair Morton indicated that the Committee had asked in the past about how the system
is preparing students to meet workforce needs of the region, the state, and the country,
and that staff had been asked to present the first step of that analysis.

Dr. Nancy McKee provided the Committee with the definitions of college credit
certificate programs and non-college credit certificates found in Board regulations,
saying both definitions included an organized curriculum of study; both led to specific
educational or occupational goals; both resulted in the award of a certificate or diploma;
and the university set the number of credit hours or length of the program.

Dr. McKee said the SUS has 908 for-credit certificate programs, with 581 of those
(64%) being at the graduate level. The University of Florida had the most graduate
certificate programs (159), followed closely by the University of South Florida with 145.
UF also had 50 certificate programs at the professional level. The SUS had 277
undergraduate certificate programs, with Florida international University having the most
(58), followed closely by the University of Florida with 53 and the University of Central
Florida with 49. She stated that neither Polytechnic nor New College offered for-credit
certificate programs at this point.

Dr. McKee said that over 5,000 for-credit certificates were awarded in the system in
2018-19. The University of Central Florida awarded the most with 1,276, followed by the
University of Florida with 1,015.

She indicated that 355 of the for-credit certificate programs were offered online. UCF
and the University of West Florida were the only two institutions that offered more
certificate programs online than they offered face-to-face. She said that, system-wide,
30% of the undergraduate for-credit certificate programs were offered online and 46% of
the graduate ones were.

Dr. McKee indicated that 542 (60%) of the for-credit certificate programs were in Areas
of Strategic Emphasis, with most of those being in STEM or Health programs. University
of Florida had the most certificate programs in those two areas, by far; the University of
Central Florida had the most in Education and FIU the most in Global Competitiveness.
Several universities were close in the number of certificate programs they offered in
areas identified by the Gap Analysis.

She indicated that she would be meeting with university representatives to draft a
taxonomy for use with non-credit certificates. The taxonomy would be approved by the
Steering Committee, which is guiding the implementation of the Strategic Plan for
Online Education. Upon that group’s approval, the Board Office will distribute a survey
to capture non-credit certificate information in a way to better articulate the activities in
that area.

11
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She said that some institutions have started offering badges, and others are starting to
have conversations about doing so. The term “badges” does not have a system-wide
definition, and one needs to be developed before information can be collected in a
consistent manner. Other credentialing terms that are frequently seen in the literature,
such as micro-credentials, nano-degrees, micro-Masters, and stackable credentials,
need to be discussed in the system to see how they fit with efforts to meet workforce
needs.

Governor Felton cautioned that the Board not overregulate these new approaches so
universities will continue to have flexibility to be responsive in meeting regional
workforce needs. Chancellor Criser said the discussion is not about regulation as much
as it is about organizing the inventory in the system in a way that allows universities and
the system to share information with each other, the Florida College System, the
Department of Economic Opportunity, technical schools, and employers themselves. He
said he is excited about the online aspect that allows universities to go beyond a region.

Governor Scott indicated that a library of these online programs and courses would be
useful so the system would not have unnecessary duplication of programs and so that
students could have easy access to those programs and courses. Governor Lautenbach
said that with the implementation of the Strategic Plan for Online Education, all the
universities are involved and the system is well on its way to accomplish that effort.

5. Mid-course Correction of the Performance Indicators and Goals

Governor Morton reminded the Committee that Quality and Affordability performance
metrics and goals were presented during the June and October meetings as part of the
mid-course correction of those listed in the 2025 Strategic Plan for Online Education. He
said today’s focus would be on the Access performance indicators and goals.

Dr. McKee stated that the 2025 Strategic Plan for Online Education had two Access
performance indicators that are recommended for consolidation into one: “Number of
undergraduate student credit hours in online education” and “Number of undergraduate
FTE enrolled in Online courses.” The new performance indicator would be “Percent of
undergraduate FTE in online courses,” with a corresponding goal of 40%. She said the
system is on track to meet the 40% goal by 2025.

She said there are parallel performance indicators for graduate students and the
recommendation is to consolidate them into one, as well. The new performance
indicator would be, “Percent of graduate FTE in online courses,” with the goal being
35%. She said the system is on track to meet this performance indicator by 2025.
She recommended no change to the next two performance indicators and goals:

“Percentage of SUS undergraduate students enrolling in one or more online
courses each year,” with a goal of 75%

12
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“Percentage of SUS graduate students enrolling in one or more online courses
each year,” with a goal of 50%

She said the system is at 72% now for undergraduate students and is on track to meet
the 75% goal. The system has already exceeded the 50% goal with 51% of graduate
student online enrollment. However, the provosts on the Steering Committee felt
strongly that the current goal of 50% reflected the optimal mix for graduate students.

Dr. McKee indicated that the last Access performance indicator was “Percentage of
academic degree programs in the Board of Governors Academic Program Inventory
that have at least one major offered fully online,” with a goal of 60%. She said that the
inventory of online programs will be updated in December and she will be presenting
the data to the Steering Committee in January for review and consideration of whether
the indicator and goal should be revised. Her recommendation was to reflect “To Be
Developed” for this performance indicator and goal and bring it back to the Committee
at a later date.

Governor Silagy questioned whether the goals for undergraduate and graduate students
taking online courses were optimal goals. Dr. McKee said the provosts had discussed
that issue during a Steering Committee meeting and felt that both percentages reflected
the optimal goals. Governor Silagy stated that graduate enroliment had already
exceeded the goal and said he is trying to get a sense of whether the goals were truly
optimal. Chair Morton asked her to talk to the appropriate people and respond to
Governor Silagy’s question at a future meeting. Governor Lamb requested data to
support the 50% and 75% goals for undergraduate and graduate enrollments to explain
why they are optimal.

Governor Levine noted that the performance indicator that addresses academic
programs does not provide any guidance as to the type majors that should be offered
online to meet workforce needs. Dr. McKee indicated that when the Steering Committee
reviews the updated inventory, those provosts will make a recommendation as to the re-
wording of that performance indicator, possibly focusing on Areas of Strategic
Emphasis.

Governor Tripp moved that the updated performance indicators and goals be approved

for the 2025 Strategic Plan for Online Education, and Governor Huizenga seconded the
motion. The motion passed unanimously.

13
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6. Concluding Remarks and Adjournment

Chair Morton adjourned the meeting at 11:52 a.m.

Edward Morton, Chair

Nancy C. McKee, Ph.D.
Associate Vice Chancellor

14
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Innovation and Online Committee
January 29, 2020

SUBJECT: SUS Textbook Affordability Action Plan

PROPOSED COMMITTEE ACTION

For Information

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

During the August 2019 meeting, the Innovation and Online Committee — and
subsequently the full Board — approved the State University System Action Plan for the
Pricing of Textbooks and Other Instructional Materials. The goal of the initiative was to
provide students with access to quality and affordable textbooks and other instructional
materials, thereby increasing the likelihood of their success in higher education.

The Action Plan described the Board’s intent to pursue Letters of Commitment with
publishers and university bookstore vendors to ensure that students in the State
University System will be paying less for textbooks and other instructional materials
than they currently pay, beginning with the 2020 Fall term, and that students throughout
the System will be paying consistent prices for the same materials.

The Action Plan also specified the components of the initiative that publishers and
vendors would acknowledge and address:

1. Student cost of course materials, including pricing mark-ups by university
bookstore vendors, be provided for (a) $20 or less per credit hour or (b) more
than $20 per credit hour, but at a noticeably lower retail cost than students
would otherwise pay;

2. ldentifying the format of materials that meet the pricing indicated above as

print and/or digital,

Student access to materials on the first day of class;

Student access to digital materials beyond the end of the course;

Students not paying twice for digital access if the course is dropped and taken

at a later time;

The option for print-on-demand for digital materials;

Accessibility for students with disabilities;

il

N o
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8. Bookstore vendors will develop mechanisms for capturing and reporting
faculty use of open education resources, library materials, and other no-cost
resources (e.g. generic ISBNs), which will allow these resources to be
included in the official booklist and the savings can be captured in the
authoritative list;

9. University access to data.

Dr. Lynn Nelson will update the Committee on the receipt of the Letters of Commitment
from publishers and bookstore vendors and on other actions taken to further implement
the Action Plan.

Governor Shawn Felton will provide his perspective on the impact of the Action Plan on
faculty review and consideration of course materials. Governor Felton is Chair of
FGCU’s Department of Health Sciences, Marieb College of Health & Human Services.
He also serves as Chair of the Advisory Council of Faculty Senates.

Supporting Documentation Included: None

Facilitators/Presenters: Dr. Lynn Nelson
Governor Shawn Felton

16
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Innovation and Online Committee
January 29, 2020

SUBJECT: UF Online

PROPOSED COMMITTEE ACTION

For Information

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

UF Online was created by the 2013 Legislature as an institute for online learning at a
preeminent state research university to provide for “high quality, fully online baccalaureate
degree programs at an affordable cost.” An Advisory Board was statutorily established to
support its development and guide the implementation of its business plan.

The initial Comprehensive Business Plan covered years 2013-2019. In October 2018, the
Advisory Board approved the UF Online 2019-2024 Comprehensive Business Plan,
which was presented to the Board of Governors Innovation and Online Committee in
January 2019. Implementation of the plan is reflected in UF Online’s annual reports. The
Advisory Board approved UF Online’'s 2018-19 Annual Report at its meeting on
December 18, 2019; it will be presented to the Innovation and Online Committee at its
meeting on January 29, 2020, by Ms. Evie Cummings, UF’s Assistant Provost and
Director of UF Online.

Also during its December 18, 2019, meeting, the Advisory Board approved revisions to
the enrollment projections included in UF Online’s 2019-2024 Comprehensive Business
Plan. Ms. Cummings will present the revisions to the Committee during its January 29
meeting.

Supporting Documentation Included: 1. UF Online 2018-19 Annual Report
2. UF Online 2019-24 Comprehensive
Business Plan, Revised December 18, 2019

Facilitators/Presenters: Ms. Evie Cummings
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UNIVERSITY OF FLORIDA
MISSION STATEMENT

“The University of Florida is a comprehensive learning
institution built on a land-grant foundation.

We are The Gator Nation, a diverse community dedicated
to excellence in education and research and shaping a
better future for Florida, the nation and the world.

Our mission is to enable our students to lead and influence
the next generation and beyond for economic, cultural
and societal benefit”
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MESSAGE FROM THE DIRECTOR

With this fifth annual
report, we proudly get

to celebrate UF Online’s
fifth birthday as well as

our ascension to the #5
ranking of online bachelor’s
program in the country,
according to U.S. News and
World Report 2019.

This external recognition encourages us to remain
focused on our core mission: expanding access to the
University of Florida, now the nation’s #7

public university.

The University of Florida is a special place. Nestled here in Gainesville, Florida,
this top-ranked, research university serves just over 55,000 students and
proudly celebrates the accomplishments of over 400,000 living alumni. What
you may not realize is that although Gainesville is our hub, our campus is an
expansive one, extending across this country and around the world, thanks to
our digital, hybrid and extension programs. Universities and their impacts are
limitless, especially when they realize that they can achieve their core mission
in new and impactful ways.
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With UF Online’s accomplishments over this past year, the University of Florida is showing the world that the mission of a large,
research university extends far beyond the campus walls, and if done right, a university can realize new dimensions of impact
that were never even thought possible before. Our lessons from the past year include:

e You can widen participation to a Research I university via online pathways while keeping
admissions selectivity intact and focusing on your core values of student success. Now
offering over 20 fully-online bachelor’s degrees, taught completely by UF faculty, UF Online
experienced considerable enrollment growth this past year while also crossing our threshold
of 2,000 graduates. This rapid growth has been possible while maintaining our focus on quality
and admissions selectivity.

e Not only are life science online bachelor’s pathways possible, but summer lab bootcamps will
bring online students to campus for lab-based instruction. Not all labs need to be convened
on campus, but this past summer, we held the inaugural Chemistry Lab bootcamp and it was a
resounding success. UF faculty are reinventing and offering high-demand life science degrees.
Faculty innovators here at UF in chemistry, biology, physics, and microbiology and cell science
are forging new models and our students ultimately benefit.

Major employers - including Disney, Walmart, Discover - are eager to partner to serve their
workforce with top-ranked degrees, tuition free. This new partnership between University
and Employer will only grow in size and impact, benefiting so many future Gators.

O

Finally, you can offer more flexible pathways to a top-ranked university and, in doing so,
boost access and keep costs low. Proving that affordable distinction exists, UF Online has

O

been able to bridge our campus with our students’ lives, homes, and families, saving Florida
residents over $17 million dollars in tuition and fees. By keeping our tuition and fees 40% lower
than our in-state and out-of-state rates, we’ve been able to save our students money and
boost the value of their resumes.

We have certainly learned a lot along the way and there’s so much more to do and more fun times ahead. We're eager to share
our lessons with other top universities that are rethinking how they serve students that simply need or require a more flexible and
engaging learning experience. | am excited for our future impact as we move ahead with full implementation of the University of
Florida Online Business Plan for 2019-2024. Our future is certainly bright!

All the best, and Go Gators!
Evie

Evangeline Tsibris Cummings
Assistant Provost & Director of UF Online

29
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INTRODUCTION

As we continue to expand UF Online under the
guidance of the University of Florida’s vision and
mission, UF is proud to have adopted a campus-wide
commitment model to online learning. Our online
model is unique in the country, designed and taught
by the very same stellar faculty who teach on our main
Gainesville campus. UF admits, enrolls, and evaluates
each online student just as they do residential
students, with the same admission standards,
enrollment protocols, and academic rigor required

of each and every student. UF Online students also
count on the full support of the institution in offering
rigorous academic programs, enriching engagement
opportunities, extensive resources, and an established
network to help each student thrive.

As one unified campus working to implement a shared
mission and vision, we recognize the separate yet
interconnected dimensions that make the realization
of this vision possible. Our work proceeds along

the following seven dimensions, yet that work is
accomplished by countless experts and organizational
units acress the institution.
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SEVEN DIMENSIONS

A MULTI-DIMENSIONAL VIEW OF VALUE FUELING STUDENT ACADEMIC SUCCESS

LEARNING
ENVIRONMENT

AMPLIFIED
LEARNING
PROGRAMS

ACADEMIC

& COMMUNITY ADVISING

ACADEMIC
PROGRAM
PATHWAYS

FACULTY

LEADERS & UL

MENTORS ACADEMICS

VIEW 1: THE UF ONLINE MODEL - SEVEN DISTINCT AREAS FUELING STUDENT SUCCESS

CONTINUALLY IMPROVING THROUGH 2019 & BEYOND

Each dimension represents an area that contributes value to our students. The success
of each area may be supported and fueled by multiple organizational units - faculty
and staff cut across colleges and service lines. However, all rely on core data and
analytics stemming from our data infrastructure for the benefit of many departments
across campus. In addition to this integrated model, we must work extensively to best
serve our students by further defining these dimensions in terms of goals, strategies,
and tactics. As with any approach, this one continues to evolve, improving over
time and remaining flexible and agile to ensure UF Online remains focused on the
greatest value areas for students. Taking this multi-dimensional approach enables
the organization to maintain focus on programs with the greatest benefits for our
students along these seven dimensions instead of working exclusively on fortifying
new organizational units and budgets.

31

EMBEDDED WITHIN A THRIVING
ONLINE LEARNING COMMUNITY WITHIN
THE UNIVERSITY OF FLORIDA

i AMPLIFIED LEARNING S
THROUGH EXPERIENTIAL OFFERINGS
& RESEARCH OPPORTUNITIES

ACADEMIC
ADVISING

P N

RIGOROUS &

ADAPTABLE ACADEMIC
PROGRAMS

N

EXCELLENT,
ENGAGING COURSES
& LABS

FACULTY

STUDENT
ACADEMICS

VIEW 2: NESTED RELATIONSHIPS OF THE SEVEN DIMENSIONS OF UF ONLINE
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SEVEN DIMENSIONS

A MULTI-DIMENSIONAL VIEW OF VALUE FUELING STUDENT ACADEMIC SUCCESS

Student
academics:

Faculty leaders
and mentors:

Coursework
and labs:

Academic
program pathways:

Our core programmatic dimension

is the accomplishment of our online
students. Driven and controlled by

the students themselves, we expect
each and every student to engage
academically and to be present in their
chosen pathway with timely advice
from advisors and faculty. UF Online
also strives to provide individualized
support to each of our students, further
investing in the academic core over the
next five-year chapter.

Over 350 of UF’s top faculty lead the
way in content, course design, and
teaching in UF Online. UF faculty
design, deliver, teach, and evaluate

all academic components of the UF
Online program and experience. Faculty
foster innovation, drive success, and
often serve as mentors to students
outside the digital classroom. UF Online
students can have confidence in their
instructors as leaders in their field.

Fueled with the creativity and acumen
of their discipline, faculty design all
courses and labs for UF Online students,
often with the aid of a teaching support
team comprised of expert instructional
designers, graphic designers, and more.
UF coursework is accessible through
our learning management system and is
not to be underestimated. Courses and
labs are just as challenging as they are
in our residential formats, given that
students earn the very same degree
and are taught by the same faculty as
campus peers. Courses and labs are
also available in varied formats, as
determined by the faculty.

This dimension is comprised of

courses, labs, and experiential learning
requirements, as designed by faculty,
departments and colleges here at UF.
The programs offered in UF Online must
meet the same rigor as campus yet may
be available in more dynamic, versatile,
and often flexible formats.

HAPPY FIFTH BIRTHDAY, UF ONLINE!

In 2019, UF Online was proud to celebrate reaching its fifth official year. And, what
better birthday gift than to reach 2,000 graduates while celebrating five years!
Serving students across the United States and the world, UF Online encompasses 21
majors, students from 50 states, 7 countries, and now crossing over 2,000 awarded
degrees. UF Online has seen tremendous growth within its short time.

Since its inception in January 2014, UF Online has seen many successes. Between
2018 and 2019, our fully-online undergraduate program moved up seven ranks, now
holding a position as fifth in the nation, according to the 2019 U.S. News & World
Report Best Online Programs.

Over the course of five years, UF Online also launched a first-of-its kind virtual
campus for online students. The Plaza has become an open forum for students
to interact with peers in their educational community, whether it’s to discuss

coursework or chat about shared interests. Just as the Plaza of the Americas offers
a meeting space for students on campus to come together, the online Plaza unites
those taking virtual classes, no matter where they are in the world.

Building on five years of momentous milestones, UF Online completed another goal
by graduating 2,000 students and looks forward to next thousand and beyond. The
program will continue striving to provide new ways to welcome the next generation
of students into a place they can call home: The Gator Nation.

With a new five-year chapter on the horizon, the following pages highlight our

achievements over the Academic Year 2018-2019 within the framework that guides
our future work. Each section is connected to one of five overarching goals, cutting
across the seven dimensions and simultaneously fueling and informing our growth.
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Academic
advising:

Amplified learning
programs:

Learning environment
and community:

Looking across each student’s
academic coursework and their
progression along their academic
program pathway is the critical
partnership between the student and
their dedicated academic advisor.

Each student enrolled in UF Online

has their own dedicated academic
advisor who works with them to design
their own custom pathway given their
schedules, life responsibilities, and
other constraints. UF Online academic
advisors are also a professional cadre
of experts who can assist in course
sequencing, locate academic support
services, map career interests to degree
offerings, and overall help ensure each
student has the support they need to
excel academically.

UF Online is also unique in its
promotion of co-curricular activities
and opportunities for online students
to gain experiential learning while they
complete their course of study. From
internships, to capstone courses, to
study abroad, online students have the
ability to take advantage of amplified
learning programs. These opportunities
complement our robust academic
offerings by enabling students to
explore their interests via a hands-on
approach.

Surrounding all online students is
the common student experience as

a valued member of the UF Online
learning environment. As we work to
fortify a thriving and engaging learning
community, we focus on both online
and face-to-face opportunities for
engagement and connection across
our entire student body and alumni
network. This dimension includes our
UF Online Plaza, the country’s first
ever fully-online campus for online
undergraduates, the Optional Fee
Package, and Connections Events.
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GOAL 1: ROBUST STUDENT LEARNING

The foundation of success
for UF Online continues to be
the University’s commitment
to academic excellence

in the online learning
environment. UF faculty,
therefore, lead the way in
creating a robust student
learning environment,
attesting to the power and
value of premier academic
faculty, departments, and
colleges in the design and
delivery of innovative online
offerings and experiences.

MICROBIOLOGY BOOTCAMP

Every May since 2013, UF Online
students majoring in Microbiology
come from all over to participate in two
five-day lab bootcamps to complete
their required in-person lab requisites.
As part of UF Online’s Microbiology and
Cell Science major, the bootcamps are
part of a program that’s one of only two
online microbiology lab programs in
the country.

Each class is comprised of 30 to 35
students, the same as traditional labs,
with a student to teaching assistant
ratio of six to one. From8 a.m.to 5
p.m., students work on a minimum of
two lab modules each day, as compared
to the one module each week that a
traditional student takes. Despite the
intensity of the program, it has proven

effective, as students enrolled in the
lab bootcamps receive the same quality
and structure as with traditional labs.
Not only are the same experiments
being performed as on-campus labs,
but they are career-oriented, intensive,
and have the same final exam on the
last day as their traditional counterpart.

“Intensive? Sure. Lived up to its name -
but by far the best-organized and most
smoothly-run lab class I've ever taken,”
said Shawn Palmer, a student who
recently completed the lab bootcamp.

The bootcamp is the best of both
worlds for online students and non-
traditional undergraduate students,
many of whom balance their
coursework with other obligations.
The bootcamp complements their

top-quality online education with the
benefit of hands-on training of modern
lab skills on state-of-the-art

lab equipment.

This teaching model was acknowledged
and approved in 2011, when the
Microbiology and Cell Science
department was awarded a National
Science Foundation grant called

STEP, to help launch the online

degree program by offering research
experience to students. From there,
another grant called the S-STEM, worth
$4.7 million, was awarded to give
scholarships to students in need taking
2+2 pathways (transfer students).

Not only has this model been proven
successful for teaching students in
online programs, but also at increasing
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the diversity of students through a
2+2 hybrid online STEM program, as
compared to traditional on-campus
students.

With the number of students attending
these bootcamps increasing each year,
UF Online and the Microbiology and Cell
Science department look forward to
welcoming them and guiding them on
their pathway to graduation.
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GOAL 1: ROBUST STUDENT LEARNING

CHEMISTRY BOOTCAMP

In 2018-2019, UF Online launched a
brand-new chemistry lab bootcamp
for the first time across the State
University System of Florida. The lab
pairs with CHM 2045 General Chemistry
lin a hybrid format, a traditional
semester-long course compressed into
an intensive face-to-face experience
with critical online instruction and
content. Students complete their
coursework entirely online before
convening at the University of Florida
campus in Gainesville for an in-person
lab bootcamp.

UF Online’s flexibility gives students the
opportunity to participate in a face-
to-face General Chemistry | lab, where
they can perform the exact same lab
activities as students perform each
spring, summer, and fall term, over a
much shorter period of time, in the
new lab space. Additionally, the small
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size of the class allows the teaching
assistants to have more interaction with
the students.

Prior to launching the lab bootcamp,
UF’s Chemistry department worked
closely with UF Online for nearly a
year, planning, conceptualizing, and
designing the experience for these
students - both the online/preparation
portion and the face-to-face
experience. Once in the lab, students
use technology, such as a virtual reality
headset, to prepare them for various
lab activities, such as a virtual tutorial
on how to use a micropipette.

Alexys Dew, a student in the bootcamp
who recently completed her freshman
year through UF Online, said she
appreciates the blended format of

the course, and that it works well

for Chemistry. “I like online classes,

especially with harder classes, because
you can do things like stop the video
and kind of gather your thoughts,” Dew
said. “It’s really cool being able to be
here and being able to talk to someone
... as well as being at home and being
able to write your own [notes on
lectures] down,” she said.

Online students don’t want lesser
quality, they want equity of access to
earn their degree. Flexible formats,

like bootcamps, not only ensure

an engaging delivery of lab-based
instructions, but also serve as a great
opportunity for online students to
connect with faculty and one another at
UF’s top lab facilities.
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STEMpowered

In October of 2018, UF Online

hosted its first State University

System Symposium and Showcase,
STEMpowered. The two-day event
focused on exchanging ideas on the
future of online STEM courses and labs
for undergraduate students. The goal
was to foster discussion on how to
wisely integrate educational technology
into the State’s STEM teaching
practices.

Faculty members from across Florida
engaged in lively presentations,
demos, panels, keynotes and more.
Attendees were able to choose
between two tracks for each set

of breakout sessions, featuring 25
presenters in total. Some of the topics
covered included best practices for
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teaching online, incorporating new
technologies, strategies for online lab
development, desighing hands-on
experiences at a distance, and creating
research opportunities for online
students. UF faculty members had the
chance to present on topics including
hands-on physics homework, 2+2
transfer systems, and opportunities
for collections-based courses.
Between sessions, attendees visited
the Exploration Room to watch live
demonstrations of new technologies
that are being used at different
universities, such as a virtual reality
lab setting.

With over 170 attendees spanning
13 institutions of higher education,
STEMpowered helped both to highlight

innovative practices and create synergy
among state universities as they work
to achieve similar goals. Supported

by the State’s investments in higher
education, the University of Florida

and others continue working to expand
access to quality STEM programs.
Developing online curricula is a key

to this mission, with its strategic
implementation promoting the diversity
of learners and scalability of programs.
UF Online looks forward to building
upon the success of its first symposium
by bringing it back for 2020 and
engaging with more state partners

on the cutting edge of online STEM
education technology.

STEMP®\WERED

FLORIDA SUS FACULTY SYMPOSIUM

Every class wdsn’t €ut ffom @ cookie cutter. You could telFhew'involved
[the professors]'were in how they facilitated students working with
edch other. They made it more interactive. T started with psyehology,
and the more'llearned, the more I got excited about it. Beingable to
accomplishithis gave me so.much more confidencesin-my-educational
ability, and that’s a.big mark.

John Chaffin - Psychology
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GOAL 1: ROBUST STUDENT LEARNING
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UNDERGRADUATE RESEARCH

UF Online has begun a partnership with
the Center of Undergraduate Research
to identify opportunities for fully-online

students to engage in research projects.

While this capability has existed over
the past few years, this year we have
placed greater focus on developing
pathways for online students to engage
in the research taking place on campus
through fully-funded projects.

Additionally, students have the
opportunity to conduct research in
individual degree programs. Some,
such as the Interdisciplinary Studies-
Environmental Management in
Agriculture and Natural Resources
degree, require students to complete
three units of applied learning, where
many students elect to perform
research across the state of Florida.

As part of their hands-on research,
students have the opportunity to utilize
UF’s Institute of Food and Agricultural
Sciences’ (IFAS) 67 extension offices
and 12 Research and Education Centers
(RECs). A few of the research projects
completed over the last year include:

e Studying pest and plant
interactions at the Apopka REC

© Habitat restoration in Fort
Lauderdale REC

e Supporting Sea Grant research
on microplastics in coastal areas
through Martin County IFAS
extension

Such networks help students
evaluate environmental issues in their
hometowns, working with top-ranked
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faculty from the University of Florida.
Below are student responses to their
research experiences within the
program:

“Before my academic advisor sent
me this internship application, | didn’t
know that IFAS existed. None of my
family had heard of it before. Even
after | applied, | had to look up what
IFAS was. | think this is a spectacular
program with enormous potential for
solutions for your life”

-Heather Surratt, Student

“Working a full-time job, going

to school full-time and having

an internship was not easy. | am

really thankful the Orange County
Environmental Protection Division tried
to make sure | was not overwhelmed,

GRADUATES

but that | also had an informative and
fun internship. This internship really
helped me figure out what | want

to do after | graduate. | was able to
job shadow when | was not working
on tasks. | was able to shadow the
manager of the entire division as

well as the heads of NPDES, water
quality, pollution prevention, air
monitoring, air inspectors, and air
quality management. | had a close-
up look at everything that goes into
environmental governance and how tax
dollars are spent. This experience has
changed my opinion of environmental
government work and seriously made
me consider it as a future career.”
-Lily Willingham, Student

UF Online continues to expand the
Gator Nation with each passing
semester. In Summer 2019, UF Online
crossed the 2,000 graduate threshold.
This important milestone in just five
short years is a testament to the
campus-wide commitment to UF

Online students. Through innovative
pathways, UF Online students turn into
workforce ready graduates poised for
the next chapter in their lives. UF Online
celebrates with new Gator alumni every
semester.
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UF ONLINE HEADCOUNT
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ENROLLMENT

16

HEADCOUNT

ENROLLMENTS

CREDIT HOURS

OUT OF STATE IN STATE OUT OF STATE IN STATE OUT OF STATE

2014 Summer 493 17 510 949 36 985 3,566 105 3,671
2014 Fall 849 42 891 2,130 130 2,260 7,641 411 8,052
2015 Spring 919 49 967 2,361 140 2,501 8,147 454 8,601
Total 1,172 68 1,236 5,440 306 5,746 19,354 970 20,324
2015 Summer 780 45 825 1,559 20 1,649 5,554 273 5,827
2015 Fall 1,524 120 1,644 4,461 356 4,817 14,644 1,100 15,744
2016 Spring 1,641 128 1,769 4,574 354 4,928 15,058 1,111 16,169
Total Distinct 2,009 191 2,191 10,594 800 11,394 35,256 2,484 37,740
YOY Change 837 123 955 5,154 494 5,648 15,902 1,514 17,416
YOY % 71% 181% 77% 95% 161% 98% 82% 156% 86%
2016 Summer 1,226 82 1,308 2,449 187 2,636 8,243 555 8,798
2016 Fall 2,092 147 2,239 6,316 448 6,764 20,147 1,391 21,538
2017 Spring 2,151 142 2,293 6,254 439 6,693 20,344 1,317 21,661
Total Distinct 2,725 214 2,939 15,019 1,074 16,093 48,734 3,263 51,997
YOY Change 716 23 748 4,425 274 4,699 13,478 779 14,257
YOY % 36% 12% 34% 42% 34% 41% 38% 31% 38%
2017 Summer 1,556 103 1,659 3,176 228 3,404 10,611 696 11,307
2017 Fall 2,647 210 2,857 8,255 679 8,934 25,864 1,986 27,850
2018 Spring 2,582 208 2,790 7,647 675 8,322 24,449 1,925 26,374
Total Distinct 3,383 288 3,671 19,078 1,582 20,660 60,924 4,607 65,531
YOY Change 658 74 732 4,059 508 4,567 12,190 1,344 13,534
YOY % 24% 35% 25% 27% 47% 28% 25% 41% 26%
2018 Ssummer 1,928 174 2,102 4,107 365 4,472 13,556 1,156 14,712
2018 Fall 2,908 277 3,185 8,969 770 9,739 28,456 2,419 30,875
2019 Spring 2,786 286 3,072 8,381 778 9,159 26,949 2,444 29,393
Total Distinct 3,732 405 4,137 21,457 1,913 23,370 68,961 6,019 74,980
YOY Change 349 117 466 2,379 331 2,710 8,037 1,412 9,449
YOY % 10% 41% 13% 12% 21% 13% 13% 31% 14%
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DEMOGRAPHICS

59% 57%

TRANSFER FEMALE
34%

43%
70/0 MALE

POST-BACC

91%

FLORIDA RESIDENT

9%

NON-STATE RESIDENT

41

54%

PART TIME

46%

FULL TIME

26.9 Y/O

AVERAGE

17



Board of Governors Committees and Meeting - January 29-30, 2020 - Innovation and Online Committee

GOAL 2: SMART DESIGN, PRODUCTION, AND
DELIVERY OF ACADEMIC PROGRAMS

With continued growth,

we seek to steadily expand
the number of programs
available through the

UF Online pathway while
also investing in course
production to ensure
high-quality courses and
programs characteristic

of our institution.
Additionally, UF Online
continues to innovate with
its vital Employer Pathways
Program, delivering the
most workforce-relevant
and rigorous academic
programs and pathways
with the support of a
growing network of
committed employers.

UF Oniline Wds the perfect fi
had"my major, 'and'l could

recognition for the hard werk I did and-the
I’m graduating from, and lshope the rg{:og

benefit me in the future.

NEW PROGRAMS

In Academic Year 2018-2019, UF Online
continued its strategic approach to new
academic pathways. We have added
new programs in Education Sciences
and Digital Arts and Sciences. These
programs bring new academic colleges
into UF Online while providing exciting
opportunities for UF Online students.

In addition, we have expanded access
to the Communication Sciences and
Disorders program to now include a
transfer pathway.

Launched in 2018, the Education
Sciences major in the College of
Education at UF is the only major of its
kind in the state of Florida. Through this
program, students become acquainted
with diverse facets of the field of
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education, including core courses
focusing on educational technology,
education psychology, social
foundations of education, and
advocacy for access and inclusion of
people with disabilities.

The Bachelor of Arts degree in Digital
Arts & Sciences was launched in March
2019, with the first students joining
UF Online in Fall 2019. The major is
the first degree offered through UF
Online that is delivered through the
UF College of the Arts. Combining
arts, communication, and technology,
the degree encompasses all facets

of the digital landscape, including
programming, animation, and video
game design.

In 2018-2019, UF Online also expanded
access to the Bachelor of Health
Science degree with a major in
Communication Sciences and Disorders.
Students interested in careers in
speech, language, and hearing sciences
could greatly benefit from this major.
The degree serves as a stepping-stone
to graduate studies in audiology,
speech-language pathology and
doctoral-level education in research in
these areas. This BHS degree provides
the foundation necessary for students
planning to pursue clinical graduate
education and find a rewarding career
in speech-language pathology or
audiology.
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ACADEMIC PROGRAMS & CURRICULUM DELIVERY

UF Online Academic Offerings | 2014-2019

Majors & Tracks

Minors & Certificates

1. B.A., Anthropology
2. B.A., Biology

3. B.A,, Business Administration with 8 specializations
(Anthropology, Computer & Information Science, General
Business, Geography, Educational Studies, Geology, Sport
Management)

B.S., Business Administration

B.S., Communication Sciences and Disorders

4

5

6. B.S., Computer Science

7. B.A., Criminology and Law

8. B.A., Digital Arts and Sciences

9. B.A., Education Sciences

10. B.S., Environmental Management

11. B.S., Fire and Emergency Services with 3 tracks
(Emergency Management, Fire Management, and Emergency
Medical Services Management)

12. B.A., Geography

13. B.A., Geology

14. B.S., Health Education and Behavior
15. B.S., Microbiology and Cell Science
16. B.S.N., Nursing

17. B.A., Psychology

18. B.A., Public Relations

19. B.A., Sociology

20. B.S., Sport Management

21. B.S., Telecommunication: Media and Society

This year, UF Online offered fully-
online majors, minors and certificates
and continued the PaCE program. The
table to the left reflects the academic
programs (majors, minors, and
certificates) currently active in

4. Geography UF Online.

Minors:
1. Accounting
2. Anthropology

3. Business

5. Health Promotion
6. Mass Communication

7. Sociology

Certificates for
Degree-Seeking Students:

1. Environmental Horticulture Management
2. Geomatics

3. Landscape Pest Management
4. Medical Entomology

5. Pest Control Technology

6. Urban Pest Management
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PaCE MAJORS
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In Fall 2015, the University
of Florida launched the
Pathway to Campus
Enroliment (PaCE) program
to welcome First Time in
College (FTIC) students into
a new, hybrid program.
These PaCE students
complete the first part of
their degree online and
later may transition to
campus at the upper division
level without having to
reapply. The University has
seen consistent growth in
PacCE and the 50+ majors
included in the program.
The following table contains
the list of majors included
in the PaCE program as of
September 2019.

This list is maintained online:
www.admissions.ufl.edu/
learn/pace/majors.

College of Agricultural & Life Sciences (18)

Majors & Tracks

Minors & Certificates

1.

2.
3.

4.
5.
6.

8.
9.

Agricultural Education and Communication
Tracks include Communication and Leadership
Development or Agricultural Education
Agricultural Operations Management
Animal Sciences

Tracks include Equine or Food Animal

Botany, General Botany

Dietetics

Entomology and Nematology

Track include Basic Science, Biosecurity, Ecotourism, Plant
Protection or Urban Pest Management

. Environmental Management in Agriculture

and Natural Resources
Environmental Science (B.A.)
Family, Youth and Community Sciences

10. Food and Resource Economics

Tracks include Food and Agribusiness Marketing
and Management or International Food
and Resource Economics

11. Food Science

2.
3.
4.

12. Forest Resources and Conservation
Tracks include Environmental Pre-Law, Forest
Business Management, Forest Resource Management,
Protected Areas Management, Recreation Resources
Management, Urban Forestry or Watershed Science
and Management

13. Horticultural Science
Tracks include Horticultural Production, Horticultural
Science, Organic Crop Production or Plant Molecular
and Cellular Biology

14. Microbiology and Cell Science

15. Natural Resource Conservation

16. Nutritional Sciences

17. Plant Science
Tracks include Community Food Systems,
Crop Ecology, Garden Design and Management,
Landscape and Nursery Horticulture, Plant Genetics,
Plant Health, Restoration Horticulture
or Sustainable Food Production

18. Wildlife Ecology and Conservation
Tracks include Wildlife Ecology and Conservation
Specialization

College of the Arts (8)

Art*

Tracks include Art + Technology, Ceramics, Creative
Photography, Drawing, Graphic Design, Painting,
Printmaking, Sculpture

Art Education*

Art History

Dance*
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5. General Theatre

6. Music*

7. Music Education*

8. Visual Art Studies*

*These PaCE majors require students to attend on campus
Art, Music, or Dance studios during the first two years.
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College of Education (1) College of Journalism & Communications (4)

1. Education Sciences 1. Advertising
2. Journalism
Tracks include Journal or Sports and Media
3. Public Relations
4. Telecommunications
Warrington College of Business Administration (1) Tracks include Management and Strategy, Media and Society, News, or Production

1. General Studies (B.A.)

Specializations include Anthropology, Business and Economic Geography, Educational
Studies, General Studies, Geology, Mass Communication, Sociology, Sport Management,
Travel and Tourism Management CO"ege Of leeral Arts & SCIenceS (17)

. African American Studies
. Anthropology

. Computer Science
. English

. Exploratory

. Geography

. Geology (B.S.)

. History

. Linguistics

10. Mathematics
College of Health & Human Performance (3) 11. Philosophy

12. Religion

1. Health Education and Behavior 13. Sociology

2. Sports Management 14. Spanish

3. Tourism, Events and Recreation Management 15. Statistics
16. Sustainability Studies

17. Women’s Studies

College of Design, Construction & Planning (1)

1. Sustainability and the Built Environment
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DELIVERY OF CURRICULUM

To serve students in the many
majors we offer, UF Online focuses
on ensuring the regular delivery of
rigorous and engaging courses.

The following table details the
continued expansion of offerings by UF
faculty to serve the growing number of
UF Online students. The table displays
the number of unique courses, sections,
and instructors for each term with
subtotals for each academic year. (Note
that the subtotals and totals for courses
and instructors are not simple sums but
rather the count of distinct courses and
instructors for the given time frame.)

TERM COURSES SECTIONS INSTRUCTORS

Spring 2014 76 77 78
AY 2013-2014 76 77 78
Summer 2014 52 63 60
Fall 2014 89 102 84
Spring 2015 109 111 99
AY 2014-2015 159 276 160
Summer 2015 72 92 82
Fall 2015 168 171 170
Spring 2016 188 192 198
AY 2015-2016 259 455 297
AY YOY Growth 63% 65% 86%
Summer 2016 115 140 126
Fall 2016 222 228 229
Spring 2017 236 255 234
AY 2016-2017 333 623 366
AY YOY Growth 29% 37% 23%
Summer 2017 166 201 174
Fall 2017 301 323 293
Spring 2018 306 329 315
AY 2017-2018 450 853 498
AY YOY Growth 35% 37% 36%
Summer 2018 207 245 222
Fall 2018 347 375 350
Spring 2019 359 391 358
AY 2018-2019 532 1,011 575
AY YOY Growth 18% 19% 15%
TOTAL 646 3,295 994
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COURSE INNOVATION & PRODUCTION

The Center for Online Innovation and
Production (COIP) continues to form
collaborative partnerships with faculty
to ensure the courses developed for
UF Online provide a dynamic and
engaging learning experience for
students. Such an approach allows
courses to sustain their innovation and
high-quality over time.

Using sound pedagogy and multimedia
expertise, COIP provides services
from conception through production,
and continues to support UF Online
courses throughout the life of each
course. COIP works to ensure effort
is expended on the most impactful
priorities. Each faculty request

for course development or course
update is evaluated based on the
needs of the student, faculty, and
program to ensure course production
resources are being applied where
they are most needed. The work
being done is evaluated on a semester
basis and reported monthly as
courses are tracked through the
production process. In 2018-2019,
COIP developed 35 new courses and
updated an additional 45, totaling 80
courses produced. These numbers
underscore the need for COIP to
continue to refresh older courses.
Additionally, COIP instructional
designers provided 1,150 hours of
general support to UF Online faculty.

The following accomplishments,
occurring during Academic Year 2018-
2019, highlight efforts that enhanced
our course production process and,
ultimately, the student experience:

© Created 5 program-specific
libraries to share course assets
among faculty, ensuring consistent
delivery across the program

Onboarded 4 new programs into
the course development queue

Conducted adaptive learning
pilots using Realizelt in BSC2010,
BSC2010L, BSC2011, and BSC2011L

Conducted pilot using PlayPosit
interactive video platform that
allows for interactive questions
during videos with the ability to
push results to the gradebook

Continued performing mid- and
end-of-course surveys to gather
real-time student feedback and
provide insight into future areas of
study

Conducted several on-site video
shoots to provide an authentic
learning experience

5] Developed website and social
media presence

© Developed multimedia options
giving faculty expanded
alternatives to create their own
content
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A COMPREHENSIVE APPROACH TO COURSE DEVELOPMENT

A unique feature of our approach

to course development includes an
assortment of invaluable resources

to support faculty in the course
production process. Faculty are
required to attend training in online
teaching and using online teaching
tools. They also have access to IT Help
Desk services in addition to working
with instructional designers during
course production, but there is a gap
between these resources when it
comes to providing real-time critical
support throughout the teaching of
the course. This support is as critical to
successful course delivery as the initial
course design. To address this issue,
last year, COIP created a new structure
designed to uniquely support faculty
through development and the life of
the course. Instructional designers

continue to provide assistance and
guidance right when the faculty need
it. In addition to providing just-in-time
support, they continue to provide
course refresh and update services
while identifying opportunities for
innovation. The intent is for faculty

to feel supported throughout the life
cycle of their course. Our goal has
been, and continues to be, to create,
sustain, and improve their course over
time. This year, COIP will expand its
focus and modify the workflow of the
department in order to provide faculty
and courses with more multimedia
opportunities that engage students
and deepen learning.

The following pages feature course
spotlights that took place over
Academic Year 2018-2019.
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UF FACULTY SPOTLIGHTS
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CLIMATE CHANGE BIOLOGY, BSC3370C

Instructor: Dr. Stephen Mulkey

This course covers the biological
aspects of the most important
environmental issue of the 21st
century: anthropogenic climate
change. These biological aspects
are essential considerations as we
develop tools for the mitigation of
climate change and adaptation to
its impacts. The most important
challenge is to provide students

with an understanding of climate
change as an integrated response
of the entire Earth System to
greenhouse gas emissions.

The mix of media, lectures, and
peer-reviewed literature has made
this version of the course a much
richer experience than previous
iterations. It is no hyperbole that
the delivery of an effective online

EARTH SYSTEMS ANALYSIS, SWS4180

Instructor: Dr. Stefan Gerber

course can be as or more effective
than in-person delivery. The array
of tools available is extensive and
provides a powerful platform for
delivery. There is certainly nothing
easier or less labor-intensive about
online delivery if one cares about
quality teaching. The tools of this
course have significantly improved
the delivery of in-person courses.

In this course, students use
quantitative concepts to
understand global environmental
change, which will allow them

to critically evaluate the Earth’s
trajectory for future generations.
By offering this course online,
distance education students

and students in research and
education centers will be able to
participate and learn about the
Earth’s systems. The technology
used to enhance learning includes
interactive videos, online chats,
and engaging online discussions.
The course production process

for this course involved a close
partnership between the faculty
member and an instructional
designer, preparing and
augmenting materials and offering
many tips, hints, suggestions, and
improvements along the way.
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MATH FOR ENVIRONMENTAL PROFESSIONALS, SWS4932

Instructor: Dr. Kanika Inglett

The main goal for this course is to students if they follow each

to serve as a jumping board for step. Using the lightboard and
graduate research work or for online videos helps solve this
students who choose to pursue problem. Also, the use of video
any environmental research interactions helps students remain
jobs in public or private sectors. engaged. These features serve to
This is a math class with several improve students’ reception and
calculations that are most helpful retention of the material.

GAME DEVELOPMENT, DIG3713 & DIG 4715

Instructor: Nick Heitzman

This course teaches students how enough critical information to

to create entire 2D and 3D video allow student developers to

games from concept through to move into 3D game development
final executable program, including is challenging yet rewarding.

not only game levels but their Creating the bridge, from Canvas
transitions, phases, encounters, to the more agile Rise platform and
and supporting scenes. Since the back, presents the class itself as a
learning curve in creating a video ‘game’ that, as it is played, teaches
game is so high, communicating how to create a game.
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EMPLOYER PATHWAYS PROGRAM

-

UF Online continues to
expand access to a high-
quality online degree
through its Employer
Pathways program. In
2018-2019, UF Online
partnered with Walmart,
Discover, and Disney to
provide access to UF Online
undergraduate programs
to their employees. This
innovative program allows
employees to achieve

the dream of a college
education through the
support of their employer,
while remaining active in
the workforce.

The best part is having the pportu}rity to 1
academic work to what | was doing-fwhile
Watch].I wouldn’t have had the ocpportuni®

were at school,in person.

Ashley Persuad - Sociology
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Each employer is covering 100% of the cost of the degree, including tuition,
textbooks, and required fees. The Employer Pathways program is currently available
to more than 1 million employees at these three companies.

Within each company, prospective students must meet the same rigorous admissions
standards as any other applicant to UF Online. Each company supports selected
degrees they determined to be relevant for their workforce and staffing needs.

UF Online remains committed to providing flexible and accessible pathways so that
students may earn a degree of value while also focusing on other important aspects
of their lives. UF Online also applauds the employers that build these pathways for
their employees. Through this initiative, employers are showing their workforce the
value of a degree and the importance it holds for the future of the organization and
the individuals within it. UF Online is eager to partner with employers that wish to
provide these great pathways for their employees, while not compromising on the
quality and value of the degree earned.
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GOAL 3: AN ENRICHING AND SUPPORTED
ONLINE STUDENT EXPERIENCE

Ensuring a remarkable and
engaging online student
experience by augmenting
services to drive student
retention with celebrated
academic milestones, plus a
new focus on

co-curricular modules to
foster career readiness,
career pathway ascension,
or career-shifting ensuring
that UF Online graduates are
prepared to leverage their
new degrees to build their
future.

ACADEMIC ADVISING

Since its inception, academic advising
has been at the core of the UF Online
student experience. UF Online has
invested in lower advisor to student
ratios to ensure students have a
dedicated guide who is able to support
them throughout their program.

With the infrastructure in place, the
new five-year plan calls for continuing
to lower these loads further, with key
strategies including:

© Lower the student to advisor ratio
from 250:1 to 100:1

© Ensure all undergraduate online
students are advised by a full-time
advisor specializing in the online
population

© Expand advising services to include
career and life coaching for all online
students

This groundwork was laid in Spring
2019 and will form the crux of the
advising strategy moving forward.
Additionally, advisors support students
in the following ways:
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PERSONALIZED
DEGREE PLANNING

UF Online students come with a wide
range of educational experiences.
Advisors work with students to develop
a customized completion plan for each
student, taking into account their
major, transfer credits, career and
personal goals, and desired timeline
for finishing their degree. This is a
partnership between the advisor and
the student to support them on their
journey. Prescribed, one-size-fits-all
advising does not work for the UF
Online student, so advisors have in-
depth discussions with their students
on a regular basis. In these discussions,
advisors follow up on the plans, foster
success, and promote progression
within the degree program.

DYNAMIC COMMUNITY

The UF Online advising community
meets bi-weekly to engage in
discussion of key issues impacting

the success of online students at the
University of Florida. This includes
sharing best practices, reviewing
updates, discussions with key
stakeholders, and guest speakers.
These meetings are key opportunities
to connect the entire UF campus with
the professionals who advise the online
students, fostering the growth of an
institutional infrastructure that robustly
serves the online population.

DATA-INFORMED OUTREACH
AND DECISION MAKING

UF Online advisors use a specialized
dashboard, allowing for targeted
outreach to students and monitoring
student trends. UF Online has
consistently invested in putting data

at the fingertips of the advising
professionals, ensuring that advisors
are able to have in-depth knowledge of
their student population and promote
student re-enrollment.
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GOAL 3: AN ENRICHING AND SUPPORTED
ONLINE STUDENT EXPERIENCE

UF ONLINE PLAZA

UF Online’s virtual campus community,
the UF Plaza, functions by meeting
students where they are with focused
resources, engagement opportunities,
interactions, and community. The Plaza
operates to both assist and augment
advisors, staff, and faculty to tailor

the student’s academic experience to
fulfill their specific needs, motivations,
and goals that lead to their academic
success.

ADMITTED
STUDENTS

With this in mind, the Plaza’s
tenets include facilitating academic
engagement through intentional

groups, providing opportunities for UF ONLINE

social engagement through different UNIVERSITY of FLORIDA

avenues (for example, posing questions ‘
PLAZA

to the general community and creating
student-driven groups), sharing
resources, and offering a secure space

for peer collaboration, encouragement, NEAR NEW
and support. GRADUATES ENROLLED
STUDENTS

Through the Plaza, the overarching
community brings engagement and
education beyond the classroom to
each and every online student.

CURRENT STUDENTS
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CONNECTIONS EVENTS

Each year, UF Online works through the Connections Program to foster a thriving
learning community across all online students, faculty, academic advisors, and staff.
Coupled with strong academic programs, a vibrant and engaged online student
experience assures UF Online students not only gain the skills they need, but also
the connections and network to support them after they graduate. This past year,
the Connections Program emphasized providing community and networking
opportunities with key strategic in-person events. Themes and highlights of UF
Online student engagement events include:

© Welcoming over 150 newly admitted UF Online students at the annual UF Online
Fall Welcome event.

© Celebrating UF Traditions with online students: UF Online’s Homecoming event
for online students, their families, and their friends.

© Honoring our Graduates: UF Online hosted a special graduation celebration in
May 2019, welcoming over 200 UF Online students in their caps and gowns,
along with their families, in UF’s famed “F Club” inside the Ben Hill Griffin
Stadium. UF Online students were invited for a special reception in their honor.
Many brought loved ones, including their children, to the reception and enjoyed
taking official photos with their families in their UF graduation regalia. Best of
all, online students mingled in person with their faculty and academic advisors,
sometimes for the very first time.
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OPTIONAL FEE PACKAGE

Since 2016, a growing number of online students have relished the opportunity

to voluntarily enlist in the Optional Fee Package, giving them access to additional
University services. This optional package keeps costs low, puts UF Online students
in the driver’s seat, and funnels revenue directly to the services online students
would like to utilize. As students continue to make use of the Optional Fee Package,
the feedback from students and their families remains very positive regarding the
availability of this option.
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GOAL 4: DEPLOYMENT OF STRATEGIC
MARKETING & RECRUITMENT

Continue to raise awareness of the affordability and
accessibility of UF Online as a rigorous academic pathway
for students across the state of Florida and around the world
for those who have not yet completed a bachelor’s degree or
wish to earn an additional credential.

COMMUNICATIONS & MARKETING

In 2018-2019, UF Online’s in-house marketing and communications team continued
to focus on establishing processes and strategy, further developing messaging and
tools, and tracking and analyzing marketing campaigns.

In a continued partnership with a marketing agency, UF Online produced a multitude
of print and digital ads placed in key platforms. Projects ranged from creating
magazine and journal ads, to placing over-the-top video ads on streaming services,
to using Google’s brand new Smart Display campaign tool.

Additionally, our continued efforts focused on important communications pieces
such as email banners, billboards, bus wraps, banner stands, and print promotional
items for recruitment, including informational brochures and handouts. UF Online
is pleased to continue creating new and exciting materials to reach prospective
students whose ambition and talent are of utmost value in the Gator Nation.

OVERALL UF ONLINE MARKETING & COMMUNICATIONS FUNNEL

Developed in 2017, the UF Online Marketing and Communications Funnel was further
refined in this cycle. This focus allowed us to implement new strategies and identify
gaps to make further enhancements. In addition, UF Online opted to extend the
reach of marketing campaigns to certain populations outside of Florida residents to
increase awareness in new markets.

HIGHLIGHTS OF PHASE I:
AWARENESS & LEAD GENERATION ACTIVITIES

In Phase | of the funnel, the marketing team is the primary driver of activities, and
the UF Online Recruitment and Outreach Center (ROC) provides support. There
are two goals in this phase—to create awareness about UF Online programs and to
generate leads. This phase includes the following primary activities:

Advertising - The advertising investment is the largest part of the marketing
budget. About $1.7 million was spent on campaigns for this year, which strategically
increased during the spring. UF Online also expanded its partnership with an
external agency to include creative services, allowing for refreshed advertisements
and other on-demand web and print designs.

Promotional Support - The UF Online marketing team works with Enroliment
Services on many levels to provide a variety of brochures, specialized major flyers,
and other materials. The team ensures that these are up to date and quantities
remain in stock throughout the year. The Recruitment & Outreach Center (ROC)
attended a variety of high school college fairs, state college transfer fairs, and
corporate education fairs. Additionally, the undergraduate campus admissions team
distributed UF Online brochures and materials to high school students, parents, high
school guidance counselors, and state college academic advisors.

Social Media Interaction - The marketing team employed an organic social media
strategy that would complement social advertising campaigns and create interest
and activity for students and prospects. UF Online has accounts on Facebook,
Twitter, Instagram, LinkedIn, and YouTube. Apart from organic social media, paid
social media ads were also implemented on Instagram for campaigns ranging from
application deadlines to informing our audience about our affordability

and rankings.
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Sponsorships and Partnerships - Additionally, UF Online continued relationships
with key entities to enhance and complement advertising efforts. The five key

partnerships for this cycle were: Finish@UF State College Partnerships - UF Online has made strides in

UF Athletics Association - UF Online continued its branding strategy

of partnering with our championship-winning athletics program. This
year’s partnership included website banner ads, basketball arena logo
placements, a social media football ticket contest, and sponsored football
commentary from famed Gator announcer Mick Hubert. UF Online also had
a photoshoot with mascots Albert and Alberta, providing over 100 photos
for promotional usage of the famous Gators.

Phi Theta Kappa (PTK) - As the honor society for community college
graduates across the country, PTK is a natural partnership for UF Online.
This year, the partnership expanded to include attending and sponsoring
the group’s national conference. This allowed for tabling instances at both
student and advisor events, as well as providing branded promotional items
and print materials to all attendees. UF Online was also able to market to
their database of over 400,000 students nationwide and access lists of
community college advisors across the country.

Florida College Access Network - Hosted in Orlando, Florida, UF Online
was a gold sponsor for the seventh annual Florida College Access Network
Summit in May 2019. The focus of this conference was informing and
finding ways to improve the systems within the education field to help
students in need achieve access to college, degrees, certifications, and
resources to prepare them for the workforce. This event featured more
than 360 college access and student success professionals as well as
leaders and professionals from many sectors of education.
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expanding the Finish@UF program, an articulation agreement between

the University of Florida and certain state colleges. UF Online continued
promoting the Finish@UF program to highlight how state college AA
graduates have a smooth, accelerated transfer pathway for admission to UF
Online programs when they meet the requirements. Finish@UF ads also ran
digitally and on social media to direct traffic to the webpage. Participating
colleges include Broward College, Florida State College at Jacksonville,
Hillsborough Community College, Miami Dade College, Palm Beach State
College, Santa Fe College, Seminole State College, and Valencia College. Of
these participating schools, Hillsborough Community College (Tampa) and
Seminole State College (Central Florida) have formed official partnerships
with UF Online.

Seminole State College Partnership - In 2018-2019, UF Online launched a
partnership with Seminole State College (SSC) to help expand opportunities
for SSC students to finish their undergraduate degree through UF Online.
This endeavor begins a new chapter in an already strong relationship
between the two institutions. Both institutions recognize the value of
expanding online access to higher education for Florida residents. Through
this partnership, UF Online and SSC will collaborate on co-branded
marketing efforts as well as increase participation in events on the SSC
campuses. This “Start a Raider. Finish a Gator” campaign will allow students
to take advantage of this affordable option to earn a fully-online degree
from the University of Florida.
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GOAL 4: DEPLOYMENT OF STRATEGIC
MARKETING & RECRUITMENT
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HIGHLIGHTS OF PHASE II:
LEAD NURTURING & DEVELOPMENT ACTIVITIES

Once a prospect submits their information to UF Online, they enter Phase Il of

our marketing funnel. All prospects are entered into our constituent relationship
management (CRM) and marketing automation system so they can receive timed
communications and outreach from the marketing and recruiting teams. While
marketing is still the lead in this phase, there is heavy involvement and interaction
with the recruiting team. Our goal in this phase is to provide a self-service pathway
where prospective students can find the information they need through mediums
like our website, automated email campaigns, and virtual information sessions (VIS).
However, prospective students may reach out to the ROC at any time for assistance
from an admissions officer. The two most prominent activities in this phase are:

© Email campaigns - Whenever a lead enters the UF Online marketing funnel, the
person is put on an automated email campaign. This First Wave campaign lasts
about 45-50 days. This cycle, a Second Wave campaign was added to reactive
leads 60 days after they have completed the First Wave campaign. All prospects
in the system continue to receive targeted messages for the email blasts
varied from promoting attendance to a VIS, application deadline reminders,
and announcements about rankings and program enhancements. The new
Second Wave campaign has added additional messaging and outreach to keep
prospects moving toward the application process.

© Virtual Information Sessions (VIS) - The ROC hosted an average of four VIS
events each week during this cycle. The topics for the sessions varied with
at least one VIS for each of our 21 majors, Finish@UF sessions, and general
sessions on all programs. New for this cycle were VIS events that focused on
our newly added majors of Digital Arts and Sciences and Education Sciences, as
well as sessions designed for international students and students using military
benefits.

HIGHLIGHTS OF PHASE lil: YIELD

Submission of an application moves a prospect to the next stage of the funnel. It
is also at this stage where the Enrollment Services team takes the lead and the
marketing team is in a support role. The same automation and tracking tools are
used in our lead development and nurturing. One area of support the marketing
team provides at this stage is:
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© Yield Postcards and Gift - The marketing team continued providing the
OneStop with congratulatory materials to newly admitted students. This year,
UF Online designed and produced a car magnet with the slogan “The Gator
Nation Is Everywhere,” printed new matching envelopes, and created a brand-
new postcard. Updated messaging on the postcard reaffirms the steps one must
take to enroll in UF Online in order to increase enrollment rate. A person moves
to the final stage of the funnel when they enroll. The marketing team offers
continued support in this stage while Academic Advising and Student Affairs
takes the lead on further messaging.

ADMISSIONS & ENROLLMENT

As part of the Division of Enrollment Management, UF Online Enroliment Services
includes the UF Online Recruitment & Outreach Center (ROC) and the UF Online
OneStop Student Services Center. Both centers are located on the university’s main
campus and share physical office space in Criser Hall. Together, the unit is comprised
of 18 full-time staff members, all of whom support UF Online students at various
points of the enrollment cycle.

The UF Online ROC and the OneStop Student Services Center work with a high
degree of cohesion to accomplish a shared mission. Our mission is to provide UF
Online prospective students, current students, and alumni first-class customer
service throughout the entire enroliment life cycle, with a specific interest in
increasing student enroliment and retention.

The ROC and the OneStop jointly support UF Online Admissions. The ROC is charged
with recruiting the highest quality applicants to join the Gator Nation through

UF Online’s program. Admissions Officers are responsible for direct outreach to

all UF Online prospective students, including freshmen, lower division transfers,
upper division transfers, international candidates, and readmits. Once prospective
students apply to the program, the OneStop Student Services Center provides all
back-end admissions support to UF Online applicants. The OneStop is responsible
for application services, screening, and transfer evaluation. Once admitted, the ROC
provides personalized support and outreach to admitted students to help ensure
they are registered for classes and have the resources they need to be set up for
success in the program.
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UF ONLINE - ADMISSIONS FUNNEL

APPLICATIONS

ADMITTED

ENROLLED

2018-2019 ACADEMIC YEAR

UF ONLINE STUDENT SERVICES

Once admitted, the OneStop Student Services Center becomes a primary resource
to UF Online students. The OneStop Center is a cross-functional services unit that
provides convenient and centralized support for UF Online students on behalf of

the Office of the University Registrar, Student Financial Affairs, and the University
Bursar. Instead of having to contact three separate offices for multiple questions, UF
Online students contact the OneStop and speak with staff members who are cross-
trained in these areas. In addition, the OneStop serves as a centralized resource for
campus partners who interact with UF Online students.

The ROC and OneStop communicate with prospective and current students through
a variety of channels. The offices maintain extended hours to accommodate the
needs of both traditional and non-traditional students. Together, the two teams
coordinate activity to attract, engage, enroll, and retain the highest quality students
in UF Online.
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79.8%

48.2%

ADMIT RATE YIELD RATE

STRATEGIC SPONSORSHIPS
Florida College Access Network

Hosted in Orlando, Florida, UF Online was a gold sponsor for the seventh annual
Florida College Access Network Summit on May 7-8, 2019. The conference was
aimed at informing and finding ways to improve the systems within the education
field to help students in need achieve access to college, degrees, certifications, and
resources to prepare them for the workforce. The event featured more than 360
college access and student success professionals as well as leaders and professionals
from many sectors, including K-12 and higher education. Sponsors such as Wells
Fargo, the Helios Education Foundation, and the Bill & Melinda Gates Foundation
also had representatives attending. UF Online’s sponsorship of the FCAN Summit is
part of a larger effort to fulfill the University’s mission of expanding access to quality
education throughout Florida.
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GOAL 5: SMART GROWTH AND
DATA-DRIVEN OPERATIONS
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We continue to mature as an organization by improving our business intelligence
and financial modeling. Our work in this space is directed at ensuring smart growth
and data-informed decisions as part of a large, traditional, land-grant university.

FINANCIALS

UF Online’s financial model carefully balances the revenue streams of a still-
growing program with the increasing expenses associated with its progress. This
past year, we focused on core elements of the UF Online 2019-2024 Business Plan,
strategically committing additional resources to areas such as course delivery and
academic advising, all while increasing enrollment for both in-state and out-of-state
students. We are proud to present a healthy and lean financial overview that will
guide our continued expansion for the next several years with steady revenue flows,
strategic investments, and a focus on providing the best product to our students.

In summary, UF Online ended the year with a balance of $5,043,330. Separately, UF
Online students paid fees totaling over $2.31 million.

Going forward, we will continue to exercise sound financial management to serve
more and more students with a preeminent online academic program supported
by a vibrant learning community. We will continue to direct appropriated funds
responsibly and sensibly, and strategically approach our budget to maximize
investments in our core value for students. Implementing the elements outlined

in UF Online 2019-2024 Business Plan, we have been able to cut costs and more
strategically use marketing dollars such that we can expand investments in our
academic core value: faculty support, academic advising, and innovative and high-
quality courses and labs with amazing course production.

This financial breakout depicts each of the major components of the UF Online
financial model: revenue, expenses, carry forwards, and student fee revenues. Fiscal
Year 2019 saw the finalization of a structural shift in UF Online with the creation of
the Operations area of the team and a restructuring that resulted in salary savings.
A healthy growth in in-state and out-of-state enrollment provided an increase in
tuition revenue of 23% year over year. Notably, with no investments in out of state
marketing, out of state revenue has nearly doubled year-over-year. At the core

of the UF Online funding model, course delivery expenses have risen by 19% and
advising payments have risen by 40%.

Revenue from the popular UF Online Optional Fee Package continues to rise as more
students elect to participate in local activities than ever before.

58

IMPROVED BUSINESS INTELLIGENCE

As part of our efforts to grow the UF Online program in a smart and strategic
manner, we have focused on enhanced data analysis capabilities for the
organization, including hiring a data analyst dedicated to UF Online. Over the last
year, UF Online has developed course and enrollment forecasting to aid decision
makers in the planning process. These projection models have helped UF Online
better plan for growth and ensure that needed courses are available for UF Online
students. In addition, we have used these enroliment projections for financial
modeling so that we have a better idea of revenue and costs for given period of
time. With each cycle, both the enroliment and financial projections become more
accurate and provide even more insights for decision makers.

FINANCIAL OVERVIEW
FY17 FY18 :
Carry Forward
$4,312,639.00  $3,533,617 $2,512,418 $4,081,258 Beginning
Balance
$10,409,570.00 $11,342,479  $13,109,446  $15,045261 | Total Revenues
$11,188,592.00 $12,467,190 $12,217,866  $14,083,188 | Total Expenses
$3,533,617.00  $2,408,906  $3,403,998  $5,043,330 :::‘a‘:'c':“g
Carry Forward
$3,533,617.00  $2,408,906  $3,403,998  $5043,330 | A0¥ U
Fee Revenues
$777,258.00 $1,412,459 $1,824,300  $2,310,378 Paid by UF
Online Students
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DETAILED FINANCIAL BREAKOUT

Tuition:
In State

FYE 30-Jun-16

FYE 30-Jun-17

$5,064,895

FYE 30-Jun-18

$6,671,910

FYE 30-Jun-19

$7,125,334

Out of State
Total Tuition Revenue:

State Appropriation:

Total Revenue:

$10,409,570

$1,277,584
$6,342,479
$5,000,000
$11,342,479

$1,393,828
$8,065,738
$5,043,708
$13,109,446

$2,778,359
$9,903,693
$5,141,568
$15,045,261

Expenses:
Production $1,329,852 $840,095 $988,747
Delivery $4,302,309 $5,228,080 $6,211,939
Enrollment Management $772,736 $882,439 $893,416
Direct Administration $484,782 $207,376 $312,362
Third Party Vendors $1,223,079 $182,747 $29,758
University Overhead $374,806 $1,236,770 $1,550,914
Operations $109,829 $304,769
Student Services $356,311 $282,075 $137,625
Marketing $2,840,977 $2,314,227 $2,360,957
Proctoring $194,010 $146,265 $239,341
Advising $555,766 $744,712 $1,034,856
Operating Expenses $32,563 $43,252 $18,503

Total Expenses: $11,188,592 $12,467,190 $12,217,866 $14,083,188

Carry Forward Balance: $ 4,312,639 $3,533,617 $2,512,418 $4,081,258

Remaining Balance: $3,533,617 $2,408,906 $3,403,998 $5,043,330
Fee Revenues Collected by the University FYE 30-Jun-16 FYE 30-Jun-17 FYE 30-Jun-18 FYE 30-Jun-19
CECTTCC RER R I Capital Improvement Fee $361,870 $402,493 $518,986
UF Online students: IS INEENS $386,451 $459,548 $577,927

Technology Fee $280,766 $337,451 $372,343
Optional Fee Activities and Services Fee $158,182 $252,907 $345,224
Package: Transportation Fee $78,017 $136,757 $174,304

Athletic Fee $15,811 $25,258 $34,533

Health Fee $131,361 $209,884 $287,064
Total Fee Revenues: $777,258 $1,412,458 $1,824,299 $2,310,378

59

STRUCTURE

During 2018-2019, UF Online created

a core Operations hub for the
organization to generate efficiencies
and promote a lean organizational
structure. As part of this lean structure,
UF Online is divided into two core areas:
Operations and Academic Advising

and Student Affairs. Marketing and
communications functions are now
situated within Operations in order to
better align the area with data, finance,
and curriculum development. The new
area of Academic Advising and Student
Affairs is designed to organize under one
area all activities related to enhancing
student success and ensuring a fantastic
student experience.
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LOOKING AHEAD:
CHALLENGES AND OPPORTUNITIES

Upon its launch in 2014, UF Online was a unique model

in the country and remains a unique leader today.
The first five years of UF Online were a resounding
success by every standard, but there is certainly more
work to be done. Challenges remain in ensuring that
UF can continue to expand-access given the high

denial rate we are seeing for applicants-into UF Online.

With denial rates as high as 75% for some majors,
and overall at 55%, UF Online will be launching new
initiatives in 2020 to welcome students who are
ready and eager to earn a UF degree but are simply
lacking pre-requisite coursework. In addition, the
soaring costs of marketing are beginning to encroach
upon UF’s prioritized focus on academic offerings,
academic advising, and student success programs.

Looking ahead, UF Online continues to find innovative
ways to reach future Gators and will be rebranding
the Finish@UF program to better communicate to
students across the State of Florida’s college network
about the pathway available to transfer students

to earn their UF degree via UF Online. During UF
Online’s first five-year chapter, it is fair to say that it

has been challenging to focus our primary attention
and investment on ensuring.online academic rigor
and an engaging student experience. However, we
also realizethat.many prospective students across
the State of Florida remain-unaware of the UF Online
pathway. Looking ahead, UF Online is eager to find
iNhovative and low-cost ways to raise awareness
about the affordable pathway available to students.

Throtuigh thefive-year implementation of UF:Online,
the University of Florida has demonstrated that.a
high-quality education can be obtained online and
that'students will thrive in such an educational
environment—and graduate, in the thousands—
thanks to a more versatile and accessible format.
The next five years will be focused on continuing this
success by expanding investments in our academic
core value for students as laid out in the UF Online
2019-2024 Business Plan. UF remains committed to
offering students every opportunity to earn their UF
degree as part of our ever-expansive campus, how
possible via UF Online.
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Our Approach

The next five years for UF Online will see continued expansion of students, academic programs and
employer partners during the continued transformation in higher education nationally, bringing about
greater options for students seeking digital pathways. With UF Online’s early legacy of accomplishments
in mind, we present this business plan, its goals, strategies, and operational and financial tactics. In the
pages that follow, we also offer lessons learned from our first chapter that have informed how we
compiled this business plan to guide us into the future. In closing, we share challenges and opportunities
we see, and to encapsulate our entire five-year plan, we present for the first time a UF Online Logic
Model in our appendices. Looking ahead, UF Online will focus its investments on ensuring the value of
its academic core — faculty, academic advising, and course/lab quality — while augmenting programs to
support career readiness and ascension.
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I. Introduction

Description of UF Online: Legislative Language and Plan Requirements

Chapter 2013-27, Laws of Florida (FLA. STAT. § 1001.7065(4)(2013); appendix A), requires the
establishment of a Preeminent State Research University institute for online learning. The University of
Florida, by its designation as the "preeminent state research university," remains host and administrator
of this institute, which is charged with offering "high-quality, fully online baccalaureate degree programs

at an affordable cost."?

The law requires the Board of Governors to convene an advisory board, by August 1, 2013, “to support
the development of high quality, fully online baccalaureate degree programs at the university.”2 By
September 1, 2013, the law requires the university to submit a comprehensive plan to the advisory
board.3The law provides $10 million in nonrecurring funds and $5 million in recurring funds to the
University for fiscal year 2013-14 contingent upon recommendation of the plan by the advisory board
and approval by the Board of Governors.*

Components of Section 46, Chapter 2013-27, Laws of Florida note, this plan shall include:

Existing on-campus general education courses and baccalaureate degree programs that will be
offered online.

New courses that will be developed and offered online.

Support services that will be offered to students enrolled in online baccalaureate degree
programs.

A tuition and fee structure that meets the requirements in paragraph (k) for online courses,
baccalaureate degree programs, and student support services.

A timeline for offering, marketing, and enrolling students in the online baccalaureate degree
programs.

A budget for developing and marketing the online baccalaureate degree programs.

Detailed strategies for ensuring the success of students and the sustainability of the online
baccalaureate degree programs.

The University of Florida has met and exceeds these statutory requirements. The following describes our
strategies to continue our work in this area over our next five-year chapter.

1 FLa. STAT. § 1001.7065(4)(2013).
2d.
3 1d.
1d.
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Our Mission, Vision, and Values

The University of Florida embraces UF Online as a delivery on its core mission as a land-grant institution.
We remain committed to the important mission of enhancing access while leading the way for selective
and valuable fully-online programs with a remarkable online student experience. Each day we are
guided as a campus with a steady focus on the following mission, vision, and organizational values, fully
embedded and active within the University of Florida’s mission of knowledge, research, and service.

MISSION

The mission of UF Online is to enable our students to lead and influence the next
generation and beyond for economic, cultural, and societal benefit by delivering a
comprehensive offering of high-quality, fully-online academic programs at an
affordable cost.

VISION

A public, land-grant university as a hub of learning, accessible from anywhere in
the world, bridging learners, educators, and researchers over a lifetime of learning
and discovery.

VALUES
Academic Excellence
Relevant, Flexible and Affordable Academics
Individualized Support for Every Online Student
Welcoming and Engaging Learning Community
Unparalleled Commitment to Academic Integrity

Lean Operations Fueled by Data

6 UF oNLINE
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A Campus-Wide Commitment

As we continue to expand UF Online under the guidance of the University of Florida’s vision and mission,
UF is proud to have adopted a campus-wide commitment model to online learning. Online students and
online programs are not separate from our university community and, instead, are a core part of how
we serve students and achieve our land-grant mission. When you join us as a student in UF Online, you
are a Gator from day one. The University of Florida admits, enrolls, and evaluates each online student
just as they do residential students, with the same admission standards, enrollment protocols, and
academic rigor required of each and every student. Our online model is therefore unique in the country,
designed and taught by the very same stellar faculty that teach on our main Gainesville, Florida campus.

As a result, our admissions remain selective, yet our capacity in the online realm affords students
additional options not available to campus students, including part-time enrollment, admissions as a
lower division transfer student, or as a post-baccalaureate student earning a second bachelor's degree.
The UF Online pathway takes students to the very same faculty and college as our campus programs,
but the options for enrollment are more versatile and varied. We work to meet students where they are,
which often includes leading busy lives that include full-time work and/or care of a loved one or other
family responsibilities. Once admitted, UF Online students are supported and welcomed by a campus-
wide team of services and cutting-edge educational support.

The Profile of a UF Online Student

Over the last five years, we have increasingly learned that our online student population is far from
monolithic. While there are immeasurable benefits to such diversity, this feature also represents a
challenge as we seek to identify the characteristics of a typical UF Online student and develop strategies
to best meet students’ needs, interests, and goals.

To begin with, our students represent a wide age range. The most reasonable demarcation would place
UF Online students in a “less than 35 years old” category as this accounts for roughly 70% of our
population. However, our student population comfortably spans from under 20 years old to over 45. The
lower end of this spectrum reflects our PaCE student population, which meets the characteristics most
commonly associated with first time in college students as seen in UF’s residential student population.

In Fall 2017, 47% of our students attended full-time while 53% enrolled in classes at a part-time level,
defined as being enrolled in fewer than 12 credit hours per semester. The majority of our students
classify as first time in college and lower division transfers — equaling 75% of our student population in
Fall 2017.

Students enrolled in UF Online are overwhelmingly in-state, although we have seen a steady increase in
out-of-state enrollments in the past five years. As outlined in subsequent sections, we predict out-of-
state enrollments to continually grow and have set into motion unique pathways to foster growth in this
area.
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These points are meant to highlight two important aspects we must keep in mind as we map our next
five-year chapter: the diversity of our students’ needs and the significance online pathways represent
for students at very different points in their lives. UF Online appeals to a vast range of individuals —
those who have yet to enter the workforce and those who have plentiful professional experience; those
who are free to explore internships and study abroad while enrolled and those whose demanding
schedules require exceptional time management skills to successfully complete coursework in addition
to meeting their countless responsibilities. This is evidenced in the responses we receive regarding the
demands for engagement opportunities, the scope of resources students utilize, and the critical role
dedicated advisors play in each student’s journey towards graduation.

Seven Dimensions that Fuel Student
Academic Achievement

EMBEDDED WITHIN A THRIVING
ONLINE LEARNING COMMUNITY WITHIN
THE UNIVERSITY OF FLORIDA

AMPLIFIED LEARNING
THROUGH EXPERIENTIAL OFFERINGS
& RESEARCH OPPORTUNITIES

ACADEMIC
ADVISING

RIGOROUS & N
- ADAPTABLE ACADEMIC

FACULTY

STUDENT
ACADEMICS

Looking across the University of Florida, we identify seven dimensions that all have important synergistic
and cumulative impacts on UF Online student academic achievement. As we work to implement the UF
Online mission over time, we examine our progress toward that mission as one team, each unit
impacting various sets of these dimensions. Only by working as One UF do UF colleges, faculty, IT,
academic advisors, libraries, and enrollment services, just to name a few, truly serve online students and
offer fully-online academic pathways as wholly integrated components of our great university. By
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recognizing these as separate yet interconnected dimensions, we are able to hone strategies and
programs that ensure the continued value of each and every piece, resulting in the overall
accomplishment of our mission and the realization of our vision.

LEABNING AMPLIFIED
ENVIRONMENT LEARNING

FACULTY
LEADERS &

& COMMUNITY PROGRAMS MENTORS

Given our campus-wide commitment, UF Online’s work proceeds along these seven dimensions, as
outlined below, yet that work is accomplished by countless experts and organizational units across this
institution. Therefore, in the process of compiling this five-year business plan, we have sought to
identify five overarching goals that will fuel the work and capture the overall directionality of our
campus-wide approach. These dimensions each have unique strategies as well as synergistic impacts
that drive our success. An explanation of each dimension follows:

Student academic achievement: First and foremost, our core programmatic dimension is the
accomplishment of our online students. Driven and controlled by the students themselves, we expect
each and every student to engage academically and to be present in their chosen pathway with timely
advice from advisors and faculty. UF Online also strives to provide individualized support to each of our
students and, over the next five years, investments in the academic core will serve our students most of
all.

Faculty leaders and mentors: Over 350 of UF’s top faculty lead the way in content, course design, and
teaching in UF Online. UF faculty design, deliver, teach, and evaluate all academic components of the UF
Online program and experience. Faculty foster innovation, drive success, and often serve as mentors to
students outside the digital classroom. UF faculty are eager to engage and work with online students
and often provide multiple means to achieve those goals each and every term they teach. Among UF
Online faculty, the vast majority has a terminal degree and none of our faculty is hired outside an
academic college or department. UF Online students can have confidence in their instructors as leaders
in their field.

Academic advising: Looking across each student’s academic coursework and their progression along
their academic program pathway is the critical partnership between student and academic advisor. Each
student enrolled in UF Online has their own dedicated academic advisor who works with them to design
their own custom pathway given their schedules and other constraints. Online students must meet the
same academic standards and requirements as residential peers, yet advisors are the best contact to
help online student’s best sequence their courses to complete their degree within their schedules. UF
Online academic advisors are also a professional cadre of experts who can assist in course sequencing,
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locate academic support services, map career interests to degree offerings, and overall help ensure each
student has the support they need to excel academically.

Coursework and labs: Fueled with the creativity and acumen of their discipline or field, faculty design all
courses and labs for UF Online students, often with the aid of a teaching support team comprised of
expert instructional designers, graphic designers, and more. UF coursework is accessible through our
learning management system and is not to be underestimated. Courses and labs are just as challenging
as they are in our residential formats, given that students earn the very same degree as campus peers.
Courses and labs are also available in varied formats, as determined by the faculty.

Academic program pathways: The next dimension of UF Online is our programs and pathways,
comprised of courses, labs, and experiential learning requirements, as designed by faculty, departments,
and colleges here at UF. The programs offered in UF Online must meet the same rigor as campus yet
may be available in more dynamic, versatile, and often flexible formats. Over time we will be enhancing
our online program pathways with clear milestones to aid online students in measuring their progress
given the demands of their personal and work lives. We want to ensure our students remain in good
standing as they progress through their programs.

Amplified learning programs: UF Online is also unique in its promotion of co-curricular activities and
opportunities for online students to gain experiential learning while they complete their course of study.
From internships to capstone courses to study abroad, online students have the ability to take
advantage of amplified learning programs. These opportunities complement our robust academic
offerings by allowing students to explore their interests through a hands-on approach.

Learning environment and community: Surrounding all online students is the common online student
experience as a valued member of the UF Online learning environment and community. As we work to
fortify a thriving and engaged learning community, we focus on both online and face-to-face
opportunities for engagement and connection across our entire student body and alumni network. In
2017, UF Online was pleased to launch the country’s first fully online campus for online undergraduates,
the UF Online Plaza, connecting our students by major and hometown, regardless of their current
location. For students that live or plan to frequent Gainesville, UF launched the Optional Fee Package for
all UF Online students in 2016. This option was well-received, and we have seen a significant increase in
its usage by students. This Optional Fee Package keeps costs low for students that do not intend to
frequent Gainesville and therefore need not pay for the local campus services.

To drive action in each dimension and across organizational and team lines, this business plan explains
our five overarching goals and associated strategies that will cut across these dimensions. The five goals
for our next five-year chapter are outlined in this business plan’s subsequent sections. First, however,
we offer a detailed look into how we look at UF Online, its component parts, and the overall seven
dimensions that drive this complex and academic online learning environment.
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Il. Our Progress to Date: 2014-2018

Since its creation in 2013 and its launch in January 2014, the University of Florida (UF) Online has rapidly
grown its important work to expand access to a world class education for Florida residents and beyond.
Equally as important as this expanded access to preeminent academic programs in a fully online format,
the UF Online tuition and fee benefits have saved Florida residents over $14 million in tuition and fees
from 2014-2018. With continued and steady investment from the State of Florida, UF Online is able to
offer an ever-expanding number of Florida residents a preeminent online bachelor’s education at the
lowest tuition and fee levels in the country.

Looking into our next transformative chapter, this “UF Online Comprehensive Business Plan” provides
the strategy the university will utilize to implement, beginning in January 2019, undergraduate online
degree programs; accept full-time, first-time-in-college, and transfer students; have the same
admissions standards as the equivalent on-campus programs; offer curriculum of equivalent rigor as on-
campus programs; offer rolling enrollment; and accept transfer credits as outlined in existing policy.

The University of Florida has been able to welcome thousands of students into UF Online and graduate
over 1,200 without compromising admissions or academic standards. Central to the UF Online mission is
this commitment to academic excellence and, as a result, the creation of a new type of online pathway,
exceptional on a national scale. The following table and bar charts show a steady progression in the
number of students enrolled as well as the number of credit hours these students are enrolled in each
academic year.
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Term

2014 Summer A
2014 Summer B
2014 Summer C
2014 Fall

2015 Spring

AY 2014-2015
2015 Summer A
2015 Summer B
2015 Summer C
2015 Fall

2016 Spring

AY 2015-2016
AY YOY Growth
2016 Summer A
2016 Summer B
2016 Summer C
2016 Fall

2017 Spring

AY 2016-2017
AY YOY Growth
2017 Summer A
2017 Summer B
2017 Summer C
2017 Fall

2018 Spring

AY 2017-2018

AY YOY Growth

12

Headcount

In
State

83
74
425
849
919
1,172
204
266
572
1,524
1,641
2,009

71%

402
863
2,092
2,151
2,725
36%
442
434
1,208
2,647
2,582
3,383

24%

Out
of State

14

10

42

49

68

20

26

23

120

128

191

181%

34

35

56

147

142

214

12%

41

29

74

210

208

288

35%

Total

97

84
430
891
967
1,236
224
292
595
1,644
1,769
2,191
77%
399
437
919
2,239
2,293
2,939
34%
483
463
1,282
2,857
2,790
3,671

25%
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Enroliments

In
State

112
97

740
2,130
2,361
5,440
269
362
928
4,461
4,574
10,594
95%

497

1,431
6,316
6,254
15,019
22%
565
566
2,045
8,255
7,649
19,078

27%

75

Out
of State

19

10

130
140
306
25

32

33
356
354
800
161%
47
42

98
448
439
1,074
34%
50

43

679

675

1,582

47%

Total

131
107
747
2,260
2,501
5,746
294
394
961
4,817
4,928
11,394
98%
544
563
1,529
6,764
6,693
16,093
41%
615
609
2,180
8,934
8,322
20,660

28%

Credit Hours

In
State

336
287
2,943
7,641
8,147
19,354
807
1,115
3,632
14,644
15,058
35,256
82%
1,447
1,560
5,236
20,147
20,344
48,734
38%
1,691
1,675
7,245
25,864
24,449
60,924

25%

Out
of State

57
29

19
411
454
970
72

96
105
1,100
1,111
2,484
156%
125
122
308
1,391
1,317
3,263
31%
150
115
431
1,986
1,925
4,607

41%

Total

393
316
2,962
8,052
8,601
20,324
879
1,211
3,737
15,744
16,169
37,740
86%
1,572
1,682
5,544
21,538
21,661
51,997
38%
1,841
1,790
7,676
27,850
26,374
65,531

26%
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As of the 2017-2018 academic year, 1,248 individuals have completed the academic programs offered
by UF Online. Each year since the launch, UF Online has seen a steady arc of increasing graduates with a
notable increase in the most recent academic year. The institution has been successful in achieving its
mission for UF Online by expanding the college-educated population of Florida.

Graduates by Academic Year
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b . .
0
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Lessons Learned to Date

Upon implementation, UF Online was a unique model in the country and remains a unique leader today.
The first five years of UF Online were a resounding success by every standard. The institution has proven
that a high-quality education can be obtained online and that students will seek out such an education.
The next five years will be focused on continuing this success by expanding investments in our academic
core value for students. To guide these investments, we evaluated our first five-year chapter, what
lessons have been learned and what advice we may offer others eager to expand into online pathways.
The following lessons guide the design and approach of our future strategies:

14

With impetus and investment from the State, online innovation is possible at a large, public,
flagship institution. The State of Florida’s leadership and investment in the University of Florida
is what has made UF Online a reality for over 3,000 students today and over 1,000 graduates
and counting. Although UF has a long legacy of distance and continuing education and vast
network of extension programs and offerings, UF had not yet launched a fully online
undergraduate degree pathway, let alone 20 of them. With a great spirit of partnership among
the University of Florida, the Florida Board of Governors, and the Florida state legislature, this
successful investment model now demonstrates that, with a relatively modest investment of
state funds, a next-generation model of undergraduate learning is possible. Additionally, the UF
Online impact is also felt system-wide. With innovative benefits shared across the entire four-
year State University System and enhanced options for digital transfer pathways to the flagship
across the entire state college system, the entire state population stands to benefit. Whereas
initially the move by the State was perceived by some as heavy-handed or even an example of a
legislative body micromanaging public higher education, the results serve as a successful
example of targeted investment with empowered University action within the transparent
accountability frameworks of the public sector. Furthermore, with the appointment of the UF
Online Advisory Board, UF Online has remained connected to top leaders in the state to ensure
a continual, mutual understanding of plans, results, and future strategies.

Online learning is not less expensive to build or deliver if you demand high-quality, highly-
engaging, and faculty-driven academic content that remains relevant and timely for optimal
learning. Originally, the modality of online learning was thought to be cheaper to design, build,
and deliver. Those looking to cut costs and boost enrollments were simply advised to pursue
online pathways and, in particular, lecture-capture video relay models. Many institutions,
including UF, have learned that in fact the development of high-quality online learning programs
requires significant and intensive resources of faculty time in particular. The resources required
to deliver a top caliber online academic experience include financial costs of production studios,
instructional design teams, technology needs as well as the efforts of our faculty, often in
addition to their other campus responsibilities. To aid faculty in the ongoing pursuit of online
academic excellence, an entire new cadre of academic and technical professionals has emerged
nationally to work with faculty to ensure high-quality instructional design. Additional costs
therefore include the efforts of these experts to enact detailed strategies for building and
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designing courses to meet set learning objectives, plus the execution of those strategies with
other peers, including multimedia experts, graphic designers, and supporting instructors.
Furthermore, UF Online courses are designed, built, and delivered as a product of an initial
course or lab launch process, but work continues in several subsequent semesters to ensure
each course is optimal for students and faculty throughout its delivery. It is important to
recognize, therefore, that there is not a discrete set of one-time, up-front costs for each online
course. Instead, UF makes an important investment in the life of a course with often several
faculty leaders engaged along the way and a design and technical teaching support team.
Additionally, investments in courses vary by subject matter, delivery mode, and faculty design
parameters. UF Online customizes the investment in each course to work with faculty to meet
their learning objectives.

Online students do not remain at a distance and often seek out campus engagement and
services. UF Online students were originally projected to remain at a distance, largely pay out-
of-state tuition, and, as a result, there were very low expectations for campus involvement or
engagement. We have learned quite the opposite is true and we have been delighted to
welcome an increasing number of our online students to campus. UF Online students are
diverse yet all seek a meaningful connection with their faculty, their advisor, and their overall
learning community. Involvement will vary by semester and by student, often fluctuating over
the entire educational experience depending on other factors such a student’s work schedule or
family responsibilities. It is therefore important to remain connected with online students and to
ensure services are always available and accessible at the time of greatest convenience for their
schedules. Furthermore, UF Online welcomes many online students to our Gainesville campus
for activities, library services, athletic events, or meetings with their faculty or academic advisor.
UF Online to date has a sizeable portion of its students (approximately 30%) that not only
frequent campus but also live within the city and county of our main Gainesville campus. We
also have many students that prefer to remain at a distance yet engage with our campus at
scheduled times for events that can fit within their busy lives and demanding schedules. UF
Online also serves many students from across the country that join us in Gainesville for summer
lab requirements and/or homecoming tailgate engagement events. As a result, UF Online now
includes an entire engagement program and staff, plus a fully virtual community forum, to serve
all students, regardless of location. In addition, UF has expanded options for online students
with an entirely new Optional Fee Package in 2016. Through the implementation of innovative
methods, such as those described above, UF has been able to meet the needs of our diverse
online student population.

Supporting online students with campus services also requires ongoing modification and
tailoring of those services. Our campus-wide commitment model treats online students on par
with our residential student population and requires the expansion of unique services and
extended support hours for campus partners. The University of Florida ensures the availability of
financial aid, bursar, and other services using a “one stop” model, plus opportunities for
academic support from our tutoring centers on campus. UF Online intends to continue further
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expanding these efforts and services, customizing them each semester to meet the needs of our
students over the next five-year chapter. Furthermore, we intend to modernize registration and
scheduling associated with these services to add greater efficiencies and service for busy
working adults.

University leaders and teams across a traditional, research campus can shepherd in a new
chapter of innovation on campus, without reliance on nor permanent need of an OPM private
vendor and revenue share model. Originally thought possible only with a large private vendor,
UF Online successfully transitioned away from that model in 2016 in part due to less-than-
expected performance by that vendor in out-of-state enrollment. UF Online took the lead with
an in-house marketing and recruitment team and now has seen out of state enrollments grow
47% from AY2016-17 to AY2017-18 (prior year growth was 34% from AY2015-16 to AY2016-17).
(Appendix E).

Navigating a new organization like UF Online during a time of transformation requires
nimbleness and an openness to change and evolution as a functional unit. During our first five
years, UF Online has evolved as a team and organizational structure, always remaining agile and
focused on the highest value activities for our mission. Originally, we focused our first five years
on critical phases of (1) initial launch, (2) transition away from a major vendor, and (3) the final
ramping-up of entirely in-house services and teams to take us into the future. For our next five-
year chapter, we are focusing on our continued expansion through major investments in the
academic core of UF colleges, including faculty needs, academic advising, and course
production. Centrally, we will focus more deliberately on the needs of the campus as an
analytic, operational unit that leads strategic marketing, communications, and academic affairs.
We will also continue to identify the ideal ways in which we can continue to fully integrate
online programs into the traditions of the colleges, led by faculty leaders across our campus. UF
Online, as an administrative unit, must remain flexible, changing with the climate and needs of
the institution as we work toward our mission.
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UF’s Campus-Wide Commitment to UF Online
Pathways and Students

Taking many forms, leadership and expertise from organizational units across UF contribute to the
success and operations of all aspects of UF Online. It is from these relationships that UF Online draws its
unique value and strength, proudly welcoming UF Online students into the Gator Nation and all its
benefits and services.

UF Colleges

All UF Online degree programs, courses, labs, academic advising, academic support and even student
registration are completed by the UF colleges.

UF Information Technology

UF Online’s entire learning infrastructure and environment is led by UFIT and its teams of experts that
work daily to ensure a seamless learning environment for online students via the UF Learning
Management System (LMS). In addition, UFIT provides the technology orientation needed by the online
student and the robust backbone necessary for efficient and effective technology-assisted learning. The
24/7 1T helpdesk provides on-demand technology assistance for learning and secure identity access for
assessment.

UF ONLINE

UMIVERSITY of FLORIDA
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UF Enrollment Management

UF Online’s entire enrollment services function is led by UF Enrollment Management. UF Online
enrollment services includes the UF Online Recruitment & Outreach Center (ROC) and the UF Online
OneStop Student Services Center. Both centers are geographically located on the university’s main
campus and share physical office space on the third floor of Criser Hall. The OneStop was established in
Spring 2014 and the ROC was established in Spring 2016. Together, the unit currently has 18 full-time
professional and clerical staff members, all of whom support UF Online students at various points in the
enrollment cycle.

The UF Online Recruitment & Outreach Center and the UF Online OneStop Student Services Center work
with a high degree of cohesion to accomplish a shared mission to provide UF Online prospective
students, current students, and alumni first-class customer service throughout the entire enroliment life
cycle, with a specific interest in increasing student enrollment and retention.

The Recruitment and Outreach Center (ROC) and the OneStop jointly support UF Online Admissions. The
ROC is charged with recruiting the highest quality applicants to join the Gator Nation through UF Online.
Admissions Officers are responsible for direct outreach to all UF Online prospective students, including
freshmen, lower division transfers, upper division transfers, international candidates, and readmits.
Once prospective students apply to the program, the OneStop Student Services Center provides all back-
end admissions support to UF Online applicants. The OneStop student services team is responsible for
application services, screening, and transfer evaluation. Once admitted, the ROC provides personalized
support and outreach to admitted students to help ensure they are registered for classes and have the
resources they need to be set up for success in the program.

UF Libraries

The UF libraries have provided a dedicated Online Librarian to facilitate digital pedagogy efforts of the
faculty and to facilitate the effective support of the online student. In addition, each online student has
access to the University’s entire academic catalog using remote access or by visiting any of the UF library
facilities.

UF Student Affairs

UF Student Affairs, a national leader in student support and programming, welcomes each online
student into the Gator family and all of its support services. Specifically, New Student & Family Programs
(NSFP) oversees the electronic orientation module for all incoming UF Online students, known as Links,
and continues to improve the program to ensure all students are well prepared to meet with their
academic advisor to begin class registration. NSFP was also able to enhance the transition process for
Pathway to Campus Enroliment (PaCE) students by adding additional in-person Preview Orientation
sessions starting in 2016 and continuing into our next five-year phase. The addition of PaCE sessions
allowed for more suitable registration options for students. NSFP also tailored Links for PaCE online
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orientation to be program-specific. The revamped online orientation now provides pre-Preview
information, as well as addresses the post-Preview needs of transitioning students.

For UF Online-specific orientation initiatives, NSFP later included the creation of UF Online Plaza-specific
pages and the UF Online Optional Fee Package information within the Links Orientation for UF Online
students. Additionally, quizzes were added to each of the modules within the Links Orientation to
improve student learning and retention of orientation basics. Remodeling the orientation process
involves engaging campus partners, both student affairs and academic affairs, to address individual
department needs for onboarding new students.
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Ill. Academic Offerings: Ensuring Quality and Integrity

The academic core value of UF Online remains the premier UF faculty, academic advisors, and our
courses and labs. Currently, UF Online offers 20 fully online degree programs, 6 minors and 6 certificates
for degree-seeking students. UF Online also includes the first-phase of over 50 majors for students
enrolled in UF’s hybrid undergraduate experience, UF Pathway to Campus Enrollment (PaCE).

In just four years, UF faculty have established this diverse and relevant set of online programs to serve
workforce needs across this state and around the world. Below we lay out the list of program currently
in place and the philosophy and processes in place at UF to ensure that each online student has the
opportunity to enroll in courses and pathways of high academic quality.

UF Online Academic Offerings | 2014-2018

Minors & Certificates

N

Lo NURA

11.
12,
13.
14.
15.
16.
17.
18.
19.
20.

20

B.A., Anthropology

B.A., Biology

B.A., Business Administration with 8
specializations (Anthropology, Computer &
Information Science, General Business,
Geography, Educational Studies, Geology, Sport
Management)

B.S., Business Administration

B.S., Communication Sciences and Disorders
B.S., Computer Science

B.A., Criminology

B.A., Education Sciences

B.S., Environmental Management

. B.S., Fire and Emergency Services with 3 tracks

(Emergency Management, Fire Management,
and Emergency Medical Services Management)
B.A., Geography

B.A., Geology

B.S., Health Education and Behavior

B.S., Microbiology and Cell Science

B.S.N., Nursing

B.A., Psychology

B.A., Public Relations

B.A., Sociology

B.S., Sport Management

B.S., Telecommunication Media and Society

Minors:

ounewWNRE

Anthropology
Business

Geography

Mass Communication
Sociology

Accounting

Certificates for

Degree-

Seeking Students:

1.

ounewWwN
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PaCE

Launched in 2015, the Pathway to Campus Enrollment program, or PaCE, provides first-year students
with the opportunity to start their UF degree as part of UF Online and then transition to UF’s residential
campus for their upper division coursework. This successful hybrid program welcomes students that are
academically-qualified for UF enroliment yet for which we lack capacity in campus programs at the
lower division. UF is proud to expand access to our campus programs through this hybrid option.

Students selected for PaCE must complete at minimum 15 credit hours and two semesters via UF Online.
After completing a total of 60, including all prerequisite courses for the selected major, students may
request to transition to campus. Some students opt to remain in UF Online for their entire degree and
many students have already successfully transitioned to the UF residential campus for their upper
division courses. In fact, UF celebrated the very first PaCE graduates in Spring 2018 that earned their UF
degrees in just three years.

PaCE Majors

College of Agricultural & L iences (18)

1. Agricultural Education and Communication 12. Forest Resources and Conservation
Tracks include Communication and Leadership Tracks include Environmental Pre-Law, Forest Business
Development or Agricultural Education Management, Forest Resource Management,

2. Agricultural Operations Management Protected Areas Management, Recreation Resources

Management, Urban Forestry or Watershed Science
and Management

13. Horticultural Science
Tracks include Horticultural Production, Horticultural

3. Animal Sciences
Tracks include Equine or Food Animal
4. Botany, General Botany

5. Dietetics Science, Organic Crop Production or Plant Molecular
6. Entomology and Nematology and Cellular Biology

Track include Basic Science, Biosecurity, Ecotourism, Plant 14. Microbiology and Cell Science

Protection or Urban Pest Management 15. Natural Resource Conservation

7. Environmental Management in Agriculture
and Natural Resources
8. Environmental Science (BA)

16. Nutritional Sciences

17. Plant Science
Tracks include Community Food Systems, Crop Ecology,

9. Family, Youth and Community Sciences Garden Design and Management, Landscape and
10. Food and Resource Economics Nursery Horticulture, Plant Genetics, Plant Health,
Tracks include Food and Agribusiness Marketing and Restoration Horticulture or Sustainable Food

Management or International Food and Production
Resource Economics 18. Wildlife Ecology and Conservation
11. Food Science Tracks include Wildlife Ecology and Conservation

Specialization
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College of the Arts (8)

General Theatre
Music*
Music Education*

1. Art*
Art + Technology, Ceramics, Creative Photography,
Drawing, Graphic Design, Painting, Printmaking, Sculpture

0 N o wn

H *
Ak E§ucat|on Visual Art Studies*
3. ArtHistory
4. Dance*

*These PaCE majors require students to attend on
campus Art, Music, or Dance studios during the
first two years.

Warrington College of Business Administration (1)

1. General Studies (B.A.)
Specializations include Anthropology, Business and Economic Geography, Educational Studies, General
Studies, Geology, Mass Communication, Sociology, Sport Management, Travel and Tourism
Management

College of Design, Construction & Planning (1)

1. Sustainability and the Built Environment

College of Health & Human Performance (3)

1. Health Education and Behavior 3. Tourism, Events and Recreation
2. Sports Management Management

College of Journalism & Communications (4)

w

1. Advertising Public Relations

2. Journalism Telecommunications
Tracks include Journal or Sports and Media Tracks include Management and Strategy, Media and
Society, News, or Production

B

College of Liberal Arts & Sciences (17)

1. African American Studies 10. Mathematics

2. Anthropology 11. Philosophy

3. Computer Science 12. Religion

4. English 13. Sociology

5. Exploratory 14. Spanish

6. Geography 15. Statistics

7. Geology (BS) 16. Sustainability Studies
8. History 17. Women's Studies

9. Linguistics

22

UF oNLINE

UNIVERSITY of FLORIDA

85



Board of Governors Committees and Meeting - January 29-30, 2020 - Innovation and Online Committee

Academic Excellence and Course Quality

As we focus on the needs of faculty and continue to support them in the delivery of premier online
learning, the University of Florida launched the Center for Online Innovation and Production (COIP) on
July 1, 2017 to provide all course production and support for UF Online courses and graduate online
courses. The goal of COIP is to form collaborative partnerships with faculty to ensure that courses
developed for UF Online, and other online programs at UF, provide a dynamic and engaging learning
experience for students, and that faculty are able to sustain their innovation and high-quality offerings
over time. Using sound pedagogy and multimedia expertise, COIP provides services from conception
through production as well as support for UF Online courses throughout the life of the course.

While faculty are central to content creation, we recognize the importance of providing assistance
throughout the process as they develop engaging, challenging, and relevant coursework in each of our
academic offerings. Currently, UF faculty members are required to complete training in online teaching
or on how to use online teaching tools. Offered through the Office of Faculty Development & Teaching
Excellence, faculty have the opportunity to participate in a workshop series comprised of three
successive workshops — Design, Build, and Teach — encouraging ongoing collaboration between faculty
and instructional designers. The workshops cover pertinent topics for faculty either creating an online
course from scratch or teaching an already existing online course designed by another faculty member.
Completion of the workshop series provides faculty with a “Great Online Teaching” badge, which is a
micro-credential to be further applied to special certificates offered through UF’s Office of Faculty
Development & Teaching Excellence.

In addition to training tools and workshops, faculty also have access to IT Help Desk services in addition
to working with instructional designers during course production. Nevertheless, there is a gap between
these resources when it comes to providing real-time critical support throughout the teaching of the
course. This support is as critical to successful course delivery as the initial course design. To address this
issue, part of COIP’s structure involves the creation of a support team of instructional designers
dedicated solely to the ongoing support of faculty and their UF Online courses. Since these instructional
designers are part of the course production process, they know the courses intimately and are in a
strong position to provide assistance and guidance quickly in response to the needs of the faculty. In
addition to lending just-in-time support, they provide course refresh and update services while
identifying opportunities for innovation.

The Center for Online Innovation and Production (COIP) supports the design, development, deployment,
and continual review of each course and lab offering in UF Online as a service to UF faculty. Highlights of
additional services for UF faculty include:

e  Working with faculty each semester to help them prepare their courses and make sure they are
updated and ready to go in the LMS in time for classes to start.

e  Providing just-in-time support for faculty with questions throughout the semester.
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e Conducting a mid-course survey to gauge the students’ experience in the course in hopes of
addressing any concerns before the semester even ends.

e Conducting end-of-course surveys to ask students questions about the overall functionality of
the course and its delivery.

e Incorporating survey feedback into analysis and recommendations for faculty. During the pilot
launch of a course, we pull survey data from the mid- and end-of-course surveys, as well as
analytics from our video server, and provide faculty with summary analysis of the feedback. This
information is then used to make improvements to the course. In addition, COIP will then
support that faculty member in implementing those improvements.

e Documenting and maintain course-level documentation for faculty who may be teaching the
course. Often a course is developed by one faculty member but taught by several. This
important tool, the documentation, can quickly bring new instructors up to speed on the
logistics of the course to facilitate their delivery of that course.

External Recognitions of Academic Excellence

Rankings

While rankings are not the sole measure of academic quality, they are an important way to gauge the
impression and reputation of programs being offered. In the most well-known ranking, U.S. News &
World Report’s review of best online programs, UF ranks 5th nationally for 2019’s best online programs
at the undergraduate level. In addition, UF has consistently ranked in the Top 20 since 2016. These
rankings are helpful tools for students as they search for programs that are respected and provide a
return on their investment in higher education. For institutions, these rankings serve as a way to
measure our effectiveness while also giving us an aspirational goal of ascending further.

Accreditation

Not all educational offerings are created equal, and accreditation is the first sign that the school meets
certain standards of quality, rigor, and continuous improvement in its programs.

The University of Florida is regionally accredited by the Southern Association of Colleges and Schools,
one of the seven most widely accepted institutional accrediting bodies. In the U.S., accreditation from
SACS provides assurance of the quality and integrity of UF’s academic programs. Additionally, it provides
guidance for UF, and the other schools it accredits, on paths for continuous improvement. SACS
accreditation not only ensures an institution has an appropriate mission and goals, but it also serves as a
marker indicating the institution has the resources to meet its goals and is assessing progress and
outcomes toward its goals. It is important to note that accreditation from entities like SACS is not a one-
time instance. Institutions are required to go through periodic reviews to maintain the designation.
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Many colleges and departments have taken the extra step of earning accreditation for their specific
programs.

e Business — The Association to Advance Collegiate Schools of Business (AACSB) is the
international standard for business schools. All the programs in the Warrington College of
Business, undergraduate through doctorate, have achieved this designation.

e Communication Sciences and Disorders — All programs in our College of Professional Health and
Health Professions (PHHP) are accredited by the Council on Education for Public Health (CEPH).
In addition to certain jobs requiring a degree from a CEPH program, there are many fellowships
with the same requirement.

e Fire and Emergency Services (FES) — The M.E. Rinker, Sr. School of Construction Management at
UF is accredited by the American Council for Construction Education (ACCE).

e Public Relations & Telecommunication, Media, & Society — The College of Journalism and
Communications (CJC) has met all 9 program standards set forth by the Accrediting Council on
Education in Journalism and Mass Communications (ACEJMC) to receive this prestigious
designation.

e Nursing — All undergraduate programs in the UF School of Nursing, including the online RN to
BSN program, are accredited by the Commission on Collegiate Nursing Education (CCNE).

Academic Integrity

Integrity is a core principle that underpins our academic community. Faculty and students have a
responsibility to uphold the highest ethical standards of academic conduct. The University of Florida has
an Honor Code and policies related to Academic Integrity that faculty members should disseminate to
their students. Through this code, the UF community expresses the rights and responsibilities related to
academic integrity. The institution obtains affirmative consent from students who thereby commit to
maintain and expect these high standards.

Students who enroll in the University of Florida Online join an institution committed to the highest
standards of honesty and integrity. While distance education may not necessarily be more susceptible to
dishonesty than residential programs, the online environment poses new challenges for educators. The
following strategies are used to ensure that UF Online students are held to the same standards as
residential students:
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e Community: Foster an environment of academic and ethical scholarship

e Prevention: Design courses, assessments, and assignments in a manner that encourages
honesty and accountability

e Identification: Use available technologies and procedures to prevent dishonest activities

Faculty, instructors, and teaching assistants who develop and teach UF Online courses receive training
and guidance on how to incorporate these strategies into their classes. These strategies are designed to
help provide faculty with the necessary tools to appropriately assess their students in an online
environment so that neither quality nor integrity is sacrificed. In particular, these resources provide
evolving guidance on assessment strategies and tools that will allow faculty to be successful so that they
can focus on teaching. UF Online relies upon proctoring services as just one tool as part of a broader
approach to assure academic integrity of assessments and to maintain the value of our degree
programs.
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IV. Looking Ahead, 2019-2024:
UF Online Continued Expansion

To guide our work forward, UF Online has established five overarching goals for 2019-2024. Under each
goal, there are specific strategies and commitments to accomplish these goals. We also selected these
goals in light of our commitment to driving student academic achievement across our seven dimensions
and mindful of our forecasts of continued expansion of students and enrollments in our courses and

programs.®

Goals and Strategies for 2019-2024

Goal 1: Robust Student Learning via the UF Online Pathway

Objective 1.1 UF Faculty leading in the area of research, innovation, course design, and delivery to
foster robust student learning across UF Online academic programs.

The foundation of success for UF Online continues to be the University’s commitment to academic
excellence in the online learning environment. UF faculty, therefore, lead the way in Goal 1,
demonstrating the power and value of premier academic faculty, departments, and colleges in the
design and deliver of innovating online offerings and experiences.

The 10 Strategies to deliver on this objective over 2019-2024 include:

e Strategy 1: The empowerment of faculty across UF colleges to lead and innovate their pedagogy
in the online classroom, a key component in the fortification and maintenance of the academic
value of each course and curriculum, leading to robust student learning. Faculty-led efforts in
the creation and delivery of high-quality coursework are facilitated and strengthened by

>UF Online forecasted growth is shared in Appendix A. The budget strategies to fund and implement
these goals are discussed later in Chapter 5 with detailed budget forecasts outlined in Appendix B.
Finally, the model of these Goals, Strategies, and Indicators that we will monitor over our next five-year
chapter can be found in the UF Online Logic Model in Appendix F.
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numerous support services, including teaching workshops and a robust team of instructional
designers with specialized expertise.

Strategy 2: Develop course demand forecasting to ensure students have access to courses they
need to graduate and faculty have ample time and resources to deliver the best courses for our
online students.

Strategy 3: Ensure a manageable class size to maximize faculty impact and engagement with
online students to further learning in the UF Online learning environment. Maintain a class
section size under an average of 30 students.

Strategy 4: Propel student learning with exemplary and credentialed faculty as instructors. In
doing so, continually increase percentage of faculty with terminal degrees across all UF Online
courses and labs.

Strategy 5: Draw upon faculty peer review models to ensure academic excellence in the UF
Online digital learning environment. Embrace the faculty peer review model to assess and
ensure the high quality of all UF Online teaching, coursework, overall curriculum, and online
academic programs by each UF department, major, and field of study in accordance with the UF
Undergraduate Curriculum Committee.

Strategy 6: Draw upon visible and active leadership from the UF Online Faculty Advisory
Committee to ensure the delivery of a remarkable and engaging online student experience
within the learning management system, coursework, and labs.

Strategy 7: Continued investment in faculty development and support programs to assist faculty
in the continual design, production, and delivery of effective and innovative teaching and
mentorship of online students. Expand support services in order to further assist increased
academic offerings and a steadily growing student population.

Strategy 8: Continual input and expertise from the UF Online Learning Institute to fuel faculty
and staff approaches that are based on evidence and the latest literature and research.

Strategy 9: Continuing to weave best practices and peer-reviewed research findings into how we
manage and deliver a remarkable UF Online program to propel student learning.

Strategy 10: Support faculty in the pursuit of academic research in the online learning
environment to further our understanding of the most effective strategies to propel student
learning and engagement. In partnership with the Online Learning Institute, launch and fund a
UF Online Research Fellows program (five faculty selected from a competitive, campus-wide
process on an annual basis; research awards ranging from $10-20K per faculty member; cohort-
based experience, training, and support; plus mentorship to future research fellows).
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Goal 2: Smart Design, Production, and Delivery of Academic Programs

Objective 2.1 Delivery of the most workforce-relevant and rigorous academic programs and pathways.

The 9 strategies that deliver on Goal 2, Objective 2.1 from 2019-2024 include:

29

Strategy 1: Expansion of faculty services via the UF Center for Online Innovation and Production
services to ensure high-quality production services and support for faculty to produce and
deliver quality courses for all UF Online students. Expansion of instructional designer expert
services and the availability of multi-media expertise to ensure cutting-edge digital content that
serves students best.

Strategy 2: Scaling investment up from $1 million to a level of approximately $3 million over the
next five years, 2019-2024, to fund more instructional designers who would support more
faculty, for longer durations, and result in additional quality courses, improved quality courses,
more frequent updates to courses, and enhanced course interactivity and engagement of UF
Online academic offerings.

Strategy 3: Piloting adaptive learning modules, courses, and pathways for UF Online students.

Strategy 4: Maintaining the value of a UF credential during our rapid, digital expansion through
persistent attention to continually evolving course content and assessment approaches that
seek to maximize learning and minimize opportunities for fraud or abuse.

Strategy 5: Expanded instructional design support on the front-end to assist faculty in the
design, production, and delivery of UF Online courses that are safeguarded against cheating.

Strategy 6: Expansion of tools to detect fraud, cheating, and other forms of violations of
academic integrity.
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e Strategy 7: Serving workforce needs with additional academic programs. Over the next five
years, UF Online intends to work with Colleges to onboard 10 additional academic programs.

UF Online Cumulative Total
Academic Program Offerrings Projections
2019 - 2024

II

2019-2020 2020-2021 2021-2022 2022-2023 2023-2024

e Strategy 8: Serving workforce needs with additional engagement and optional programming to
foster soft skills, including collaboration, team skills, and negotiation workshops for online
students. By adding optional academic content and engagement opportunities for students, UF
Online will ensure online students, if interested, have opportunities for greater face-to-face
engagement with faculty and peers, equipping them for the jobs of the 21 century in
collaborative organizations and teams. In this regard, UF Online intends to deploy additional lab
boot-camps, summer institutes, optional weekend programs, and synchronous educational
opportunities within courses and curriculum — all fueled by faculty ideas and effort.

e Strategy 9: UF Online will pilot 8-week course formats and launch micro-bachelor’s, including
for-credit UF Online certificates. Not every potential student has a need for a full degree
program. Some of these students have already earned a bachelor’s degree and are looking for
additional education while others may be looking for a specific set of coursework for career
enhancement. To help address these needs, UF Online is looking to expand its offerings beyond
traditional bachelor’s degrees in areas such as certificates and stackable credentials.

30 UF oNLINE

UNIVERSITY of FLORIDA

93



Board of Governors Committees and Meeting - January 29-30, 2020 - Innovation and Online Committee

Goal 3: An Enriching and Supported Online Student Experience

Objective 3.1 Ensuring a remarkable and engaging online student experience by augmenting services
to drive student retention with celebrated academic milestones, plus a new focus on co-curricular
modules to foster career readiness, career pathway ascension, or career-shifting ensuring that UF
Online graduates are prepared to leverage their new degrees to build their future.

The 7 strategies that will deliver on Objective 3.1 include:

Strategy 1: Identifying completion stages for each major; celebrating critical milestones,
persistence, success along each step toward program completion.

Strategy 2: Creation of student cohort groups to foster peer-to-peer engagement and
persistence toward program completion.

Strategy 3: Expanded UF Online student tutoring services in areas of most critical need at
convenient times for working students and with clear entry points, opportunities for
consultations to tailor services, and navigable appointment and scheduling systems.

Strategy 4: Launch of new co-curriculum to focus on student career needs: readiness,
engagement on career funnels by academic degree, plus strategies for promotions in the
workplace.

Strategy 5: Continual improvement in student onboarding and just-in-time support modules
along the entire pathway, including modules throughout student’s UF Online experience
outlining key milestones and preparation for timely graduation.

Strategy 6: Innovative student engagement pilots such as the establishment of a dedicated
learning living community center in Florida and/or the leveraging of UF-IFAS Extension Centers
to expand UF’s ability to engage rural and urban students enrolled in UF Online who lack the
requisite technology or internet connectivity. Launch of pilots in this area will enable UF Online
to explore the value of community-based and place-based networks to amplify learning
outcomes for students.

Strategy 7: Launch a revitalized virtual portal for students. This new front door to campus will
provide a single point of entry for UF Online students where they can easily access their courses
and other items. A key to the revitalized UF Online Plaza is greater engagement features that
can assessed and have available analytics to measure reach of our efforts.

Objective 3.2 Ensure that each UF Online student has a dedicated academic advisor providing timely,
quality, and strategic advice to foster student success in achieving academic goals.
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In the experience to date for UF Online, we have seen countless benefits for a strong academic advising
cadre that is specifically focused on online undergraduate students. Over the next five years, UF Online
will begin lowering the active student to advisor ratio to 100:1 while simultaneously augmenting
academic advisor caseloads to incorporate students not in currently enrolled yet in good academic
standing (i.e., students taking a semester off from UF Online). Although unprecedented amongst our
peers, this change will allow UF Online to continue to set the standard for comprehensive academic
advising while augmenting our strategies to engage online students that may start and stop their
education along the way. While the ratio of active students to advisors will go down, this will free up
advisors for many things. First and foremost, it will allow advisors to have more time to work with
individual students, resulting in improved interactions and a better student experience. Second, this
change will allow advisors to work with students who have temporarily left UF Online to encourage their
return. This “semester off” population merits additional engagement to support student retention and
their degree completion.

The 6 strategies that will deliver on Objective 3.2 from 2019-2024 include:

e Strategy 1: Launch of a new Academic Advising Initiative, 2019-2024, to expand the number of
full-time, dedicated UF academic advisors serving UF Online students. In doing so, UF Online will
lower the number of enrolled students assigned to each full-time UF Online academic advisor
while augmenting the role of a UF Online academic advisor to encapsulate career and life
coaching, plus active engagements of students not enrolled yet active in UF Online and in good
academic standing.

e Strategy 2: Hiring more advisors; all online students advised by an academic advisor dedicated
to online student advising at undergraduate level.

e Strategy 3: Lowering advisor caseload of enrolled students from 250 to 100 by 2024.

e Strategy 4: Cross training all academic advisors by 2024 to ensure that, across our entire
campus, all online academic advisors are trained in life coaching, advising, and career coaching
for online students.

e Strategy 5: Ensure that advising and coaching of UF Online students are conducted by full-time,
dedicated advisors within each college by 2024.

e Strategy 6: Expand the duties for the campus advising cadre to include continual engagement
with enrolled students as well as inactive students, those in good academic standing but not
enrolled in courses that term. Reach a maximum number of 150 inactive students assigned to
each UF Online advisor by 2024.
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Goal 4: Deployment of Strategic Marketing and Recruitment

The Marketing and Recruitment teams that support UF Online work strategically to inform and recruit
the highest quality applicants to join the Gator Nation through the UF Online pathway. To date, UF
Online has had great success in recruitment even while enduring an over 55% denial rate of applications
into UF Online; often exceeding 70% for some majors. UF Online marketing efforts have made steady
improvements, but additional work remains to reach the highly qualified applicant who could prevail
through UF admissions yet also seeks a more flexible pathway to their degree.

Separate from marketing and communications, the UF Online enrollment management services team
has had incredible success welcoming and serving new students into UF Online. The Recruitment &
Outreach Center (ROC) and the OneStop jointly support UF Online Admissions. The ROC is charged is
charged with recruiting the highest quality applicants to join the Gator Nation through UF Online’s
program. Admissions officers are responsible for direct outreach to all UF Online prospective students,
including freshmen, lower-division transfers, upper-division transfers, second bachelor’s degree
applicants, international candidates, and former Gators looking to complete their studies via UF Online
as a readmit. Once prospective students apply to the program, the OneStop Student Services Center
provides all back-end admissions support to UF Online applicants. The OneStop team is responsible for
application services, screening, and transfer evaluation. Once admitted, the ROC provides personalized
support and outreach to admitted students to help ensure they are registered for classes and have the
resources they need to be set up for success in the program.

Looking ahead, UF Online will continue strategic marketing and recruitment of future Gators,
academically qualified to gain UF admissions but seeking a more mobile, versatile academic pathway.

Objective 4.1 Continue to raise awareness of the affordability and accessibility of UF Online as a
rigorous academic pathway for students across the state of Florida and around the world for those
that have not yet completed a bachelor’s degree or wish to earn an additional credential.

The 3 strategies that will deliver on Objective 4.1 from 2019-2024 include:

e Strategy 1: Smart media spending, including digital marketing, to ensure the highest return on
investment and the recruitment of qualified students that meet or exceed UF admissions
standards. UF Online has strategically reduced its marketing budget while increasing
effectiveness, return on investment, and we continue to see impressive growth in enrollment
and revenues as see in Appendix E. UF Online will build on these successful marketing strategies
going forward.

e Strategy 2: Active engagement of feeder schools within the state and across the country to
welcome transfer students eager to earn an online degree of high distinction via UF Online. UF
Online will work to expand recruitment teams to serve students looking to complete their
degree at UF. Liaisons would conduct onsite UF Online recruitment, advising and engagement
events for current and future UF Online students across the state.
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e Strategy 3: Continue work to grow pathways for students via the UF Online Employer Pathways
Program.® Launched just this year, UF Online now partners with Walmart, Discover Financial
Services, and The Walt Disney Company. These partnerships are an example of UF Online
fulfilling its mission by expanding access to education through affordability working with
companies and now with Guild Education. Over the next five years, UF Online will look to
continue expanding these partnerships and we look forward to welcoming students into UF
Online from these employer pathways.

Goal 5: Smart Growth and Data-Driven Operations

Moving UF Online forward and into our next chapter, we remain committed to the tenets in our first
comprehensive business plan. Goal 5 articulates are continued work to ensure smart growth and data-
informed decisions as part of a large, traditional, land grant university.

Objective 5.1 Maintain a steady focus on our mission, vision, and values as an online experience, fully-
embedded in a campus and culture.

The 3 strategies that will deliver on Objective 5.1 from 2019-2024 include:

e Strategy 1: Launch of new forecasting services for college enrollment planning, strategic
communications and marketing services, and tracking key performance indicators to continually
maximize investment in the UF academic core (faculty, advisors, and course production).

e Strategy 2: Adherence to UF Online business tenets — relentless cost containment, expanded
revenue through new enrollments (in-state and out-of-state) and student persistence, fortifying
current partnerships, expanding new partnerships, and focusing resources on strategic
investments.

e Strategy 3: Persistent focus on cost containment for our students. Going forward, UF Online will
incorporate a metric tied to the loan indebtedness of our students to ensure our continued
focus on the value of our program as well as the real impact on our students and graduates,
often ignored by higher education management teams. We will maintain a steady focus on
ensuring that UF Online student indebtedness remains far below Florida and national averages.
As reported on the most recent U.S. News & World Report (2016-17), UF Online students
average $18,223 in student loan debt, compared with the Florida average of $24,041 and the
nation-wide average of $28,650. This metric is also presented in Appendix A.

% https://ufonline.ufl.edu/admissions/employer-pathways/
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Loan Indebtedness, 2016-17
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V. Operations and Finances

The last five years have brought about significant changes to UF Online as an organizational unit and
campus-wide team: from the incredibly brisk launch of UF Online by January 2014, to the early reliance
on a private vendor, to the vendor agreement termination, the subsequent ramp-up of in-house services
and infrastructure, and, now, to our next five-year chapter of continued expansion with data-driven
strategies as we fortify the academic core value for our students.

In this chapter we outline our financial components including the sources of revenue and a description
and outline of our major expenses and investments. Later, we tie those investments directly back to the
five goals laid out in the aforementioned pages of this new business plan.

Academic
Advising and
Student
Success

Administation
and
Operations

Course
Production

Student Recruitment
Experience and Marketing

Academic
Programs

Financial Management

UF Online responsibly operates within the confines of revenues and expenses. While the sources of
revenue have remained consistent, allocations of expenditures have dramatically changed since the
inception of the program. As described above, UF Online no longer relies on a private vendor for
outreach and recruitment, and has created robust marketing and enrollment services operations in-
house. This also allows for greater flexibility and control as we continually monitor and analyze our
business model. As tuition revenue has been dramatically increasing over the past five years, so have
our financial commitments to our partners in the colleges, course production, student experience, and
advising.
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Revenue

Money flows into UF Online in two distinct ways: through the consistent annual appropriation of
$5,000,000 by the State of Florida and through the dynamic tuition revenue paid by UF Online enrolled
students.

In addition, there are required student fees collected by the University and directed to other offices,
such as Financial Aid ($5.25 per credit hour for in-state students, $35.36 per credit hour for out-of-state
students), Technology ($5.25 per credit hour), and Capital Improvement fee ($6.76 per credit hour). As a
measure of cost containment, our students are not required to pay other student fees such as the
Activity and Service fee, Athletic fee, Health fee, and Transportation fee. However, online students who
wish to utilize services covered by those fees are able to pay for the optional fee package and gain the
same access as residential students.

Tuition Revenue

Tuition for in-state online students is $111.92 per credit hour, or 75% of the tuition rate for residential
students, and has not changed since the inception of the program nearly five years ago. Our increasing
population of out-of-state students currently pay $500.00 per credit hour.

Tuition revenue is directly tied to metrics that UF Online meticulously monitors, such as distinct
headcount, course enrollment, and student credit hours, which are discussed later and visualized in
Appendix A.

Expenses

UF Online invests most of its funds in the units discussed above: academic programs, academic advising
and student success, course production, enrollment services, marketing and recruitment, and central
administration and operations. In addition, UF Online is required to transfer 10% of its tuition and
appropriated revenue to the University of Florida in an Overhead Assessment. These funds, totaling over
$1,000,000 each year, are directed to General Administration and IT of the University of Florida,
including but not limited to Finance and Accounting, Human Resources, University Police, Business
Affairs, Environmental Health & Safety.

Other factors effecting the bottom line include tuition waivers provided to students and outstanding
accounts receivables.
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Budget Forecasting and Projections 2019-2024

UF Online is ready to accomplish this next set of five-year goals and related strategies with forecasted
revenues, expenses and with targeted initiatives and investments. We project steady enroliment,
tuition, headcount, and student credit hour (SCH) growth as depicted in the forecasting that follows.

UF Online has created a 2019-2024 Overall Budget Profile, which can be found in Appendix B. It recounts
UF projected revenue and increased commitment to the academic core of the program. As more money
flows into the program, it is reinvested as a financial commitment to our core partners on campus, all to
the benefit of our students.

UF Online is forecasting revenues, expenses, and fund balance as displayed in the charts below and in
Appendix B. This forecast is the university’s initial budget, but the budget may evolve each year as UF
Online matures undergraduate online offerings. Each year ahead we will revisit our strategies to
maximize value for our students toward our mission. The model is in real dollars and assumes revenues
will increase as expenses increase. Therefore, there is no adjustment for inflation in the model.

The following describes the assumptions used by the university in developing the forecast. The
assumptions are the university’s reasonable estimates. In summary we project steady revenue in light of
our lessons to date and planned strategies going forward. We intend to maximize investment in the
academic core value for our students as tuition revenue rises. UF Online constantly monitors and
revamps program measures, such as Revenue, Headcount, Enrollment, and Student Credit Hours (SCH),
all of which are related.

FY 2020 FY 2021 FY 2022 FY 2023 _
Total Project $16,901,953 | $18,009,942 | $19,082,190 | $19,868,506 |  $20,654,821
Revenue
Total Projected $17,042,943 | $18,740,274 | $19,700,855 | $20,223,644 | $21,713,925
Expenses
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UF Online Projected Revenue

The projected influx of new and
returning students translates to
increased expected revenue over the
next five years from tuition and
appropriated funds. While we note
demographic shifts are underway
nationally over the next five-year period,
we project steady growth in online
enrollments, and in particular, in
selective, high-quality online pathways
such as UF Online. As mentioned
previously, increased revenue will mirror
increased expenses as the program
continues to grow.

The model assumes the continuation of
growth in UF Online enrollment of unique
students, despite nation-wide downward
trends in undergraduate enrollment. In
addition, UF Online is projecting to enroll
a greater number of out-of-state students
through the UF Online Employer Pathways
Program discussed in Goal 4. The growth
in the program will also translate into
greater costs, such as course delivery to
the academic units, hiring of additional
faculty, advisers, and recruiters, adding
and enhancing courses, and more.
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UF Online Projected Enroliment
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in over 100,000 credit hours by 2022 and
continue to climb as UF Online offers
additional programs and courses in its
catalog.
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Relating Expenses Back to UF Online’s Five-Year Goals

UF Online projected expenditures are strategically allocated and are directly tied to the 2019-2024 Goals
discussed in Section IV as they relate to UF Online’s continued expansion:

e Goal 1 —Increasing investments in delivery across UF’s colleges. By augmenting funding out to
UF colleges, UF aims to ensure colleges support and grow faculty ranks to serve an ever-
expanding online student body. This increased investment area will fund college efforts
including departments with expanded effort plus a new campus-wide UF Online Research
Fellows program, and overall excellent course delivery across UF’s colleges.

e Goal 2 —Increasing investments in expanded services for faculty via the centralized COIP team.
We also project increased investment in academic integrity and specifically the need for
additional proctoring services given our projected increasing headcount and student credit
hours.

e Goal 3 —Increasing investments in campus centers that provide online students with academic
support including tutoring. We will also make significant investments in lowering our student to
academic advisor ratio from 1:250 to 1:100 by 2024 as part of our Academic Advising Initiative
to drive student support, persistence, and completion.

e Goal 4 —Steady investments in Marketing and expanded recruitment investments to welcome
highly qualified students seeking a more versatile pathway to a degree from employer pathways
as well as feeder schools. Continued investment in the important One-Stop services for all UF
Online students seeking admissions, financial aid, bursar and registrar services with one-stop
support.

e Goal 5 - UF Online will maintain modest and flat investments in Administration and Operations
to ensure a core operations analytic hub for college services but we intend to commit the
majority of revenue monies to the academic core value instead: UF faculty needs, academic
advising and high-quality academic content and pathways.

In creating the model in Appendix B, we have paid careful consideration to maximizing our limited
resources while delivering the best benefit to our students.
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VI. Challenges and Opportunities

As we move energetically ahead, we are driven by our mission to serve students eager to earn an online
degree of distinction from the University of Florida. We must acknowledge, however, that this is a
transformative time in higher education, and we enter our next phase as part of that transformation
underway. We see the rapid expansion and evolution of many innovative pathways and programs across
the education landscape, and it is fantastic news for students. We also prepare for demographic shifts
and uncertain political forces. With these uncertainties in mind, we charge ahead mindful of the
challenges and opportunities presented. These include:

42

Remaining nimble as we continue to rapidly expand and grow as an online undergraduate
experience, fully integrated into a traditional land-grant research university. UF Online will

maintain a steady focused on our five-year goals, yet we require the latitude to revisit strategies
and tactics in real time to accomplish our goals. We anticipate frequent check-ins with our
Advisory Board to ensure continued engagement and alignment throughout our next phase.

Having the data we need to make informed decisions. Our operations team will be focused
acutely on the challenges of gathering and tracking relevant data and metrics to continually
evaluate our progress toward our mission and to inform evolving tactics and strategies during
these dynamic times at UF and within higher education at large.

Maintaining and continually improving course quality to foster student learning and

engagement, while we continue to rapidly expand our student population and academic
advising cadre. Our plans are ambitious, but our commitment to quality remain unchanged. Our
challenge will be ensuring resources are flowing into all areas of the UF Online program to
ensure our UF standards are maintained while we continue to expand.

Learning more about our online students as we serve them. As presented earlier in our
discussion of our online student profile, our students are dynamic, varied in location, major,
work situation, home situation, and course load but common in their purpose: earning a UF

degree. UF Online will continue to serve these students with an entire campus-wide
commitment, welcoming new Gators each semester. Yet we cannot rely on standard campus
metrics or practices in all aspects of our work. We will be building and continually improving a
new type of undergraduate funnel and enrollment forecasting model to guide our work.
Similarly, we are launching a new academic advising initiative to increase our advising cadre that
will also diversify its attention (to enrolled students and students taking up to three semesters
off before returning to UF Online) and its skill set (cross training advisors in life and career
coaching as well). We are well prepared to ensure each student has the courses he or she needs
at every step on their journey to graduation with the guidance of a dedicated academic advisor.
Over time we will build better mechanisms to measure and assess our progress, but campuses
must work collaboratively to resist traditional benchmarks of success for these emerging and
dynamic populations of life-long learners.
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e Ongoing efforts to recalibrating UF campus services, hours and workforce composition to ensure
a traditional campus can now serve an ever-expanding online, remote and diverse student body.
Given UF Online is a campus-wide commitment, change and transformation are underway
across UF’s services, teams and centers to serve the growing UF Online student population. We
will continue this important work while serving an expanding population, and we will work
cohesively as One UF as we always have. In doing so, new workforce roles are emerging from
instructional designers to academic advisors now merging with life coaches. It is a great time to
work in higher education, but it is not unusual for universities to continual reinvent their
services to meet the needs of students and faculty alike.

e Continued attention on academic integrity and the unique challenges of fraud and abuse in the
online learning environment. Finally, security, identity management, and limiting cheating are
growing concerns in any digital environment and in particular in digital university programs. UF
has a sound and clear honor code that translates well into the digital environment, and our
policies and practices will also continue to evolve to meet emerging threats. As part of our
investment in course production support for faculty, we anticipate greater reliance on COIP
services to support faculty in their work to ensure the academic integrity of all online content
and coursework.

The University of Florida is at the forefront of higher education in growing and now expanding a
dynamic, fully-online undergraduate experience. We are excited for the years ahead and the
opportunity to welcome more students and their families into the Gator Nation via UF Online.

Go Gators!

Appendices

UF Online Projections: 2019-2024

UF Online Overall Budget Profiles: 2019-2024

UF Course Quality Review: Quality Matters at a Glance
UF COIP Course Design and Production Process

UF Online Enrollment Trends: 2014-2018

UF Online Logic Model: 2019-2024
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Appendix A: UF Online Metrics, 2019-2024

UF Online Enrollment, Revenue, Program, and Indebtedness Metrics

UF Online Projected Headcount, 2019-2024

6,000

5,900
5,600
5,300
5,000 4,900
4,500
4,000
3,000
2,000
1,000

2019-20 2020-21 2021-22 2022-23 2023-24
Academic Year

Headcount

o

A. 1. UF Online’s projected headcount of unique enrolled students, 2019-2024.

UF Online Projected Revenue, 2019-2024
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A. 2. UF Online’s projected revenue from in-state and out-of-state tuition, 2019-2024.
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Appendix A: UF Online Metrics, 2019-2024

UF Online Projected Enrollments, 2019-2024
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A. 3. UF Online’s projected enroliments, 2019-2024.

UF Online Projected Credit Hours, 2019-2024
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A. 4. UF Online’s projected total student credit hours, 2019-2024.
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Appendix A: UF Online Metrics, 2019-2024

UF Online Cumulative Total
Academic Program Offerrings Projections

2019 - 2024
2019-2020 2020-2021 2021-2022 2022-2023 2023-2024

A. 5. UF Online Projections of total Bachelor Degrees offered, 2019-2024.

Loan Indebtedness, 2016-17

$35,000
$30,000 $28,650
$25,000 $24,041
$20,000 $18,223
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$5,000

s-

UF Online Average Florida Average Na ional Averzge

A. 6. Comparison of student indebtedness, 2016-17.
Sources:
2016-17 U.S. News & World Report Best Online Bachelor’s Programs

The Institute for College Access and Success (https://ticas.org/posd/home)
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Appendix B: UF Online Overall Budget Profiles, 2019-2024

UF Online Projected 2019-2024 Revenue and Expense Report

Revenue

Expense

Tuition:
In State
Out of State
Total Tuition Revenue
State Allocation
Total Revenue

Academic Advising and Student Success
Admissions, Recruitment, and One Stop Services
Central Administration
Communications and Marketing
Course Innovation and Production
Faculty and Delivery
Operations & Vendor Payments
Proctoring

Overhead Expenses:
University Overhead Assessment

Total Expenses:

[ Fv 2020 [ Fv 2021 [ Fv2022 [ FY 2023 [Fv2oa ]
$ 8571953 § 9,369,942 $ 10,142,190 $ 10,708,506 $ 11,274,821
$ 3,330,000 $§ 3,640,000 $ 3,940,000 $ 4,160,000 $ 4,380,000
$ 11,901,953 $ 13,009,942 $ 14,082,190 $ 14,868,506 $ 15,654,821
$ 5000000 $§ 5000000 $ 5000000 $ 5000000 $ 5,000,000
$ 16,901,953 $ 18,009,942 $ 19,082,190 $ 19,868,506 $ 20,654,821
$ 1226973 § 1,699,498 $ 1995891 $ 2,264,547 $ 3,470,129
$ 1155918 § 1,200,000 $  1,236000 $ 1,273,080 § 1,311,272
$ 614,766 $ 580,925 $ 598,353 § 616,303 $ 634,792
$ 3,401,285 §  3,248865 $ 3,000,000 $ 2,500,000 $ 2,000,000
$ 1479211 § 1845510 $ 1,900,875 $ 1,957,902 § 2,016,639
$ 6660000 $ 7,280,000 $ 7,880,000 $  8320,000 $ 8,760,000
$ 514,505 $ 734,482 $ 781,516 $ 854,962 $ 955,611
$ 300,000 $ 350,000 $ 400,000 $ 450,000 $ 500,000
$ 1,690,195 $ 1800994 $ 1908219 $ 1986851 $ 2,065,482
$ 17,042,943 $ 18,740,274 $ 19,700,855 $ 20,223,644 $ 21,713,925

110



Board of Governors Committees and Meeting - January 29-30, 2020 - Innovation and Online Committee

Appendix C: Quality Matters at a Glance

UF COURSE QUALITY REVIEW

FLORIDA QUALITY ONLINE COURSE REVIEW

e |nstitutional Internal QM Process for online courses
e Quality/High-Quality courses

QNI , e Designation appears in the FLVC catalog

e Participation is opt-in (may be required by program)

o A state Quality Review Panel conducts random audits

FLORIDA AWARDS PROGRAM

e President’s Award (1 per SUS institution)
o Florida Quality Award (up to 5 annually)
e Chancellor’s Quality Award (no more than 1 annually)

REVIEWERS

)\ )\ e High-Quality Reviews require 3 reviewers (instructor + 2 reviewers)

\ O / e Quality reviews require 2 reviewers (Instructor + 1 Reviewer)

e Reviewers must complete training

o\ COLLEGE/DEPARTMENT

o |dentify courses for review
e Track review process
M e Provide quality control with the help of FDTE QA Coordinator

COURSE INSTRUCTOR SELF-REVIEW (WITH ID HELP)
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Appendix C: Quality Matters at a Glance

e Provide URLs to course examples

e Export Ally accessibility report

e Course “map” illustrating alignment between course goals, learning
objectives, assessments, content, activities and technology

e The most recent student evaluations for the course

K )
3
¥ 0AUTY ¥
‘é’ COURSE &,
))w*(L

VR

QUALITY COURSE DESIGNATION

e All 21 essential Quality Matters standards, which are each 3 points—to
receive 63 QM points

e All 10 UF essential standards to receive a minimum of 30 UF points (flexibility
is possible with explanation from course instructor)

® 93/149 (62.4%) total points are needed for UF’s Quality designation

HIGH QUALITY COURSE DESIGNATION

e 21 essential QM points + additional points to reach 84/99
e 10 essential UF points + additional points to reach 42/50
e 126/49 (84.5%) total points are needed for UF’s High Quality designation

“PAY IT FORWARD"” COURSE REVIEW

e Upon successful completion of the review process, course instructors are
required to complete peer reviews of two other courses

e Instructors complete an online workshop on how to write a successful review
(estimated time for completion: 1 hour).

e Course reviews are submitted using a peer review tool.

e The Quality/High Quality designation is not awarded to the instructor’s course until after the “pay it
forward” reviews are completed.

e Graduate students are exempt from the requirement to conduct a course review.

e Instructional designers may serve as course reviewers if so directed by department/college.
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Appendix C: Quality Matters at a Glance

UF EXEMPLARY AWARDS
(FORMERLY ONLINE EDUCATION EXCELLENCE AWARDS)

e Complete the Pay it Forward review process.
e Receive 141/149 (95%) or more total points.
e Provide evidence describing exemplary or innovative practices.
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Appendix C: Quality Matters at a Glance

Pay it Forward Online Course Review Process

College: Identifies courses for review (may delegate to chairs)

N\

Instructor: Completes self review, (with ID assistance as appropriate) course map, export Ally
report, provides most recent student evaluations

N

Reviewer: Completes online workshop, reviews course, provides feedback

\Z

Instructor: Upon successful completion of review process takes the online Reviewer
Workshop

\Z

Instructor: Becomes reviewer and reviews 2 other courses

Image Source

Quality Matters. [Rubric icon]. Retrieved May 15, 2018, from qualitymatters.org.
University of Florida. (May 15, 2018). [Exemplary Badge].
University of Florida. (May 15, 2018). [High Quality Badge].

University of Florida. (May 15, 2018). [Quality Badge].
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Q Course Final Evaluation

Appendix D: Course Design and Production Process

Instructor

Based on course surveys and instructor
experience, complete the delivery portion
of the course review and discuss any
changes needed for future iterations with
your Support ID.

Course Launch Semester
Import course to a live shell, double check
due dates, and schedule publish date.
Carry out course and discuss feedback
with support ID.

Production Closeout
Finalize orientation and delivery support
module. Conduct production review of
course. Meet with support and production
ID to discuss review and sign off on course
production.

Course Production
Based on course map framework and
production schedule, build and script
lectures/content, write assignments,
rubrics, and quiz questions, etc.

Preproduction and Planning
Establish a workflow with production ID.
Create course map framework, and map
course and unit objectives to create a
production schedule. Finalize video and
graphic design plans.

Instructional Designer

Course Final Evaluation —

Meet with faculty to discuss any
changes needed for future iterations.

Course Launch Semester ——
Support faculty throughout first launch
semester, such as sharing information for
course readiness and reviewing mid- and
end-of-semester surveys.

Production Closeout ———
Finalize orientation and delivery support
module. Conduct production review

of course. Meet with support and
production ID to discuss review and

sign off on course production.

Course Production —————
Based on course map framework and
production schedule, assist instructor
with content production including
pedagogical feedback, innovating
assignments, formatting lectures, and
adding content to Canvas.

Preproduction and Planning —
Meet with instructor to develop

planning documents and finalize

graphic design package. Book studio
time.
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Append E: UF Online Trends, 2014-2018

Headcount Enrollments Credit Hours
Term In Out Total In Out Total In Out Total
State = of State State of State State of State

2014 Summer A 83 14 97 112 19 131 336 57 393
2014 Summer B 74 10 84 97 10 107 287 29 316
2014 Summer C 425 5 430 740 7 747 2,943 19 2,962
2014 Fall 849 42 891 2,130 130 2,260 7,641 411 8,052
2015 Spring 919 49 967 2,361 140 2,501 8,147 454 8,601
AY 2014-2015 1,172 68 1,236 5,440 306 5,746 19,354 970 20,324
2015 Summer A 204 20 224 269 25 294 807 72 879
2015 Summer B 266 26 292 362 32 394 1,115 96 1,211
2015 Summer C 572 23 595 928 33 961 3,632 105 3,737
2015 Fall 1,524 120 1,644 4,461 356 4,817 14,644 1,100 15,744
2016 Spring 1,641 128 1,769 4,574 354 4,928 15,058 1,111 16,169
AY 2015-2016 2,009 191 2,191 10,594 800 11,394 35,256 2,484 37,740
AY YOY Growth 71% 181% 77% 95% 161% 98% 82% 156% 86%
2016 Summer A 365 34 399 497 47 544 1,447 125 1,572
2016 Summer B 402 35 437 521 42 563 1,560 122 1,682
2016 Summer C 863 56 919 1,431 98 1,529 5,236 308 5,544
2016 Fall 2,092 147 = 2,239 6,316 448 6,764 @ 20,147 1,391 21,538
2017 Spring 2,151 142 2,293 6,254 439 6,693 20,344 1,317 21,661
AY 2016-2017 2,725 214 2,939 15,019 1,074 16,093 48,734 3,263 51,997
AY YOY Growth 36% 12% 34% 42% 34% 41% 38% 31% 38%
2017 Summer A 442 41 483 565 50 615 1,691 150 1,841
2017 Summer B 434 29 463 566 43 609 1,675 115 1,790
2017 Summer C 1,208 74 1,282 2,045 135 2,180 7,245 431 7,676
2017 Fall 2,647 210 2,857 8,255 679 8,934 25,864 1,986 27,850
2018 Spring 2,582 208 2,790 7,649 675 8,322 24,449 1,925 26,374
AY 2017-2018 3,383 288 3,671 19,078 1,582 20,660 60,924 4,607 65,531
AY YOY Growth 24% 35% 25% 27% 47% 28% 25% 41% 26%

E. 1. Trends in UF Online headcount, enrollment, and credit hours, 2014-2018.

UF Online Out-of-State Headcount

350
300
250
200
150
100

50

AY 2014-15 AY 2015-16 AY 2016-17 AY 2017-18

E. 2. UF Online total out-of-state headcount by academic year, 2014-2018.

116



Board of Governors Committees and Meeting - January 29-30, 2020 - Innovation and Online Committee

Append E: UF Online Trends, 2014-2018

UF Online Out-of-State Enroliment
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E. 3. UF Online total out-of-state enrollment by academic year, 2014-2018.

UF Online Out-of-State Credit Hours

5,000
4,500
4,000
3,500

3,000

2,500

2,000

1,500

1,000
500 l

0

AY 2014-15 AY 2015-16 AY 2016-17 AY 2017-18

E. 4. UF Online total out-of-state credit hours by academic year, 2014-2018.
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Appendix F: UF Online Logic Model

UF Online Logic Model, 2019 — 2024

UF Online

SITUATION: Expanding our program to best serve students 2019-2024

The mission of UF Online is to enable our students to lead and influence the next generation and beyond for economic, cultural, and societal benefit
by delivering a comprehensive offering of high-quality, fully online academic programs at an affordable cost.

PRIORITIES

Goal 1: Robust student learning via the UF Online pathway

Goal 2: Smart Design, Production, and Delivery of Academic Programs

Goal 3: An Enriching and Supported Online Student Experience

Goal 4: Deployment of Strategic Marketing and Recruitment

Goal 5: Smart Growth and Data-Driven Operations

INPUTS OUTPUTS OUTCOMES
Activities Participants Short-term Medium-term Long-term
Student academic Student learning
Tuition Revenue achievement Students Persistence and
Increased access completion on an
Student Required Fees | Students gain access | Faculty and Staff Students in good individualized path
Faculty deliver excellent | academic standing with advising
Student Optional Fees | Delivery of courses, Support Services courses and labs
labs Programs recognized for | Graduate levels
State allocation Academic Advisors | Relevant academic excellence increase
Academic programs programs and offerings
Effort by students, Vendors Student engagement UF Online sense of
faculty, staff, partners, | Academic advising Variety of opportunities | increases community and
and vendors sessions Partners for engagement alumni network
Findings from research | Online learning Florida resident cost Low student
community savings indebtedness

Page 1 of 2
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Appendix F: UF Online Logic Model

UF Online Evaluation Plan 2019-2024

Evaluation Questions: What do we want to know?

Were the inputs
sufficient? Did they meet
program goals? Were
they at the levels
anticipated for planning
purposes?

Did all activities
occur as
Intended?

Did the students
participate and

academically perform?

Did student learning take
place?

Did Florida residents see
increased access? Realize

cost savings?

What else happened?

Are students taking
proactive steps to engage
their advisors, seek out
support services?

Are students engaging at
face-to-face events and/or
in online environment?

Were there other
benefits?

Unintended negative
consequences?

Indicators: How will we know it?

e Tuition revenue
received (vs collected)

e Partner delivers on
commitments

e Vendor delivers on
commitments

e # of courses

e # of programs

e # of students
(headcount)

o # of enroliments

e # of student credit
hours (SCHs)

e # of students in good

academic standing

e # of faculty that
have completed

required training on
online course design,

development and
teaching

e Student experience
satisfaction survey

on services, support

and engagement
offerings

e Ratio of advisors to
UF Online students
(1:250 min)

e Students’ pass ratein a
given semester

e # of non-PaCE, Florida
residents enrolled in UF
Online that were not
previously UF students

e % of UF Online courses
that meet QM
standards

e % of UF Online courses
that meet UF + QM
standards

e Dollars saved by Florida
residents in tuition and
fees due to UF Online’s
lower pricing structure

e Student persistence
across multiple
semesters within an
academic year (no stop
out longer than 3
semesters)

e # of external top 15
rankings demonstrating
recognition for
programs

e # of opportunities for
engagement that had
UF Online student
attendance (online or
face-to-face
attendance)

e Student completion
of their program (#
of graduates)

e % of advisors trained
in career and life
coaching

e Graduates’
experience survey:
level of satisfaction
in ease of access to
advising and support
services over the
course of their
program

e Average student
loan indebtedness
(maintain below
Florida and National
average)

Acknowledgements: With special thanks to the University of Wisconsin Extension team and the University of Arkansas System, Division of Extension, Research and Extension Team for
their leadership and online resources for the effective development of a logic model for Universities. UF Online utilized the University of Arkansas Logic Model framework and worksheet
to develop the UF Online proposed logic model above.

Page 2 of 2

119



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

AGENDA
Budget and Finance Committee
Room 208
Turnbull Conference Center
Florida State University

555 West Pensacola Street
Tallahassee, Florida 32301
January 29, 2020
11:30 a.m. — 12:00 p.m.

Chair: Mr. Brian Lamb; Vice Chair: Mr. Eric Silagy
Members: Cerio, Johnson, Kitson, Lautenbach, Scott

. Call to Order and Opening Remarks Governor Brian Lamb

. Minutes of Committee Meeting Governor Lamb
e October 3, 2019, Joint Facility and Budget & Finance Committees
e October 30, 2019
e November 19, 2019
e November 22, 2019

. Board of Governors Regulations Governor Lamb
e Regulation 5.001 Performance-Based Funding

. Business Process Control Review Report Mr. Mark Maraccini, CPA
Mr. Bill Dykstra, CIA
Crowe LLP

. Concluding Remarks and Adjournment Governor Lamb
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Budget and Finance Committee
January 29, 2020

SUBJECT: Minutes of Committee Meetings held October 3, October 30, November
19, and November 22, 2019

PROPOSED COMMITTEE ACTION

Approve the minutes from the joint Budget & Finance and Facilities Committee meeting
held on October 3 and the Budget & Finance Committee meetings held on October 30,
November 19, and November 22, 2019.

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

Committee members will review and approve the minutes from the joint Budget &
Finance and Facilities Committee meeting held on October 3, 2019, at the University of
Central Florida; the minutes from the meeting held on October 30, 2019, at the
University of Florida; the minutes from the meeting held on November 19, 2019, at
Florida Gulf Coast University; and the minutes from the conference call held on
November 22, 2019.

Supporting Documentation Included: Minutes: October 3, 2019
October 30, 2019
November 19, 2019
November 22, 2019

Facilitators/Presenters: Governor Brian Lamb
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MINUTES
STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
JOINT MEETING OF THE FACILITIES COMMITTEE AND BUDGET AND
FINANCE COMMITTEE
UNIVERSITY OF CENTRAL FLORIDA
ORLANDO, FLORIDA
OCTOBER 3, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Governor Sydney Kitson, Co-Chairman, convened the Board of Governors Joint
Meeting of the Facilities Committee and the Budget and Finance Committee meeting at
1:59 p.m. (ET), on October 3, 2019. The following members were present: H. Wayne
Huizenga, Jr., Timothy Cerio, Shawn Felton, Zenani Johnson, Darlene Jordan, Ned
Lautenbach, Charles Lydecker, Edward Morton, Steven Scott, and Eric Silagy.

1. Call to Order and Opening Remarks

Co-Chairman Kitson called the meeting to order.

2. 2019-2020 Carryforward Spending Plans and Fixed Capital Outlay Budgets

Chairman Kitson called on Mr. Jones to provide definitions, as well as provide a
presentation related to carryforward funds and concerns.

Assistant Vice Chancellor, Chris Kinsley, commented on Florida International University
(FIU) and stated that FIU has $61M identified in the Carryforward Spending Plan for the
main campus, the medical school, and for a variety of initiatives. $22.5M (37%) is
allocated for specific Fixed Capital Outlay (FCO) projects. $5.3M is allocated for
student financial aid. $9M is planned for faculty, research, and start-up packages.

Mr. Kinsley advised that SB 190 requires that all carryforward above 7% must include
the estimated cost per planned expenditure and a timeline for completion. He further
stated that one question we are struggling with is contingencies and mentioned FIU’s
set aside of $800,000 for potential hurricane-related expenses and $1M for potential
legal expenses associated with the bridge collapse. Mr. Kinsley stated that both are
reasonable and prudent to budget for, but asked if it was allowable under the new
legislation. Chairman Huizenga advised that the items appeared sensible but that FIU’s
Board of Trustees will want to revisit these items later in the fiscal year. Governor
Kitson agreed and stated that, in the private sector, we all have some contingencies to
deal with unexpected emergencies. | see where the universities would need something
similar, but they should be specifically identified. Governor Silagy also commented on
contingencies.
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Mr. Kinsley then stated that for the FCO budget, FIU has almost $500M budgeted. He
explained that we had a few questions regarding some of their line items, specifically
$11.6M set aside for maintenance, repair, and remodeling, but FIU provided us with
information that FIU’s board officially approved and combined numerous projects.

Mr. Kinsley advised that we will continue to work with FIU over the coming weeks as we
dig deeper into the Carryforward Spending Plan and FCO Budget but believe FIU is ok
to approve.

Chairman Huizenga opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with
Florida International University to address outstanding questions. Governor
Lautenbach moved to approve, Governor Jordan seconded, and the motion passed
unanimously.

Mr. Kinsley was then recognized to discuss Florida Gulf Coast University (FGCU).
Mr. Kinsley advised that for the Carryforward Spending Plan, FGCU has $21.1M
available. FGCU has identified a total of $11.1M for renovations, repair, and
maintenance projects. Of this amount, $9.6M has been identified specifically for FCO.
Therefore, FGCU is using a little more than 50% of its carryforward for repairs,
maintenance, and FCO projects. FGCU has also allocated $4.9M for IT related
initiatives and $3M for faculty, research, and start-up packages.

Next, Mr. Kinsley stated that FGCU’s FCO budget identified about $37.6M in various
projects. We have some minor questions that we will continue to work with FGCU on;
otherwise, we are ok with the plan.

Chairman Kitson mentioned the presentation viewed earlier today on the
implementation of the new resources FGCU has received to help improve the
performance funding metrics, including 4-year graduation rates, which is 2" lowest in
the system at 28.8%. We hope those strategies continue to work and improve
graduation rates and that some of the carryforward resources can supplement the
current year operating budget to address improving the performance funding metrics.

Chairman Kitson opened the floor for questions. Hearing no questions, the Chairman
called for a motion to approve the Carryforward Spending Plan and Fixed Capital Outlay
Budget, with the understanding that staff will continue to work with Florida Gulf Coast
University to address outstanding questions. Governor Lautenbach moved to approve,
Co-Chairman Huizenga seconded, and the motion passed unanimously.

Next, Vice Chancellor and CFO, Tim Jones, commented on the University of North
Florida’s (UNF) Carryforward Spending Plan and stated that UNF has $20.3M available.
UNF has identified a total of $6.2M for renovations, repair, and maintenance projects.
Of this amount, $5.8M has been identified specifically for FCO. UNF is, therefore, using
about 55% of its carryforward for repairs, maintenance, and FCO projects. Additionally,
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UNF allocated $4.8M for student financial aid and $5.6M for faculty, research, and
start-up packages. Overall, UNF’s Carryforward Spending Plan looked pretty good.

Mr. Jones then commented on the UNF FCO Budget, which identified about $42M in
various projects. Mr. Jones then praised UNF for setting aside $2M in carryforward
funds for repair and maintenance since there were no Public Education Capital Outlay
(PECO) funds allocated for repair or maintenance this year. UNF also allocated some
of its carryforward funds to PECO projects that the Facilities Committee reviewed
earlier, which helps UNF with the points system. We have some minor questions that
we will continue to work with UNF.

Lastly, Mr. Jones explained that one of the issues we noted on several universities’
submissions is that the FCO Budget was approved earlier in the summer, while the
Carryforward Spending Plan was approved in September, so we wonder if the Boards
of Trustees are seeing the complete picture and link between carryforward and the FCO
Budget by reviewing at the same time as we have. Mr. Jones pointed out that UNF is
working to align its meeting schedules going forward in light of the new statutory
requirements. Other than that, we are ok with UNF’s plan.

Co-chairman Kitson advised that Tim raised a good point. We do have the luxury of
looking at the Carryforward Spending Plans and the FCO Budget at the same time. We
can see if funds are being allocated to deferred maintenance and this is where the
Boards of Trustees need to have the information at the same time to see the whole
picture.

Co-Chairman Huizenga agreed and stated that you could not look at these in isolation;
the review needs to be done together. Once again, this is what we have been
encouraging our Trustees to do as a part of their fiduciary responsibility. He further
stated that it is great that UNF is looking to align their meeting schedule with ours.

| hope other schools will realize that, just as the Board of Governors has adopted its
calendar to the new legislative schedule and requirements, it is incumbent on the
Trustees to synchronize also. They need to be digging into these details and
understand the ramifications.

Co-Chairman Kitson opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with the
University of North Florida to address outstanding questions. Governor Lautenbach
moved to approve, Governor Jordan seconded, and the motion passed unanimously.

Co-Chairman Kitson acknowledged Mr. Jones to present on Florida State University
(FSU). Mr. Jones advised that FSU provided Carryforward Spending Plans for its main
campus, the medical school, and the FAMU-FSU College of Engineering and stated that
my comments include all three of those entities. For the Carryforward Spending Plan,
FSU has a total of $95.8M available. FSU identified a total of $4.1M for FCO and has
also allocated $12.2M for financial aid, $8.1M for campus safety and security, $22.5M
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for faculty, research, and start-up packages. Overall, FSU’s Carryforward Spending
Plan looked pretty good.

Next, Mr. Jones presented on FSU’s FCO Budget, which identified over $550M in
various projects. Under the old rules, FSU had already moved $29M from carryforward
funds over the last several years to fund 12 projects. In addition, 19 projects use
carryforward funds, along with other funds, to complete those projects. FSU is also
using current year Education & General (E&G) operating funds for some minor projects,
which is allowed. We did have some minor questions, and FSU has provided us with
additional information. So we are good with the information presented.

Co-Chairman Huizenga opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with the
Florida State University to address outstanding questions. Governor Lautenbach
moved to approve, Governor Lydecker seconded, and the motion passed unanimously.

Co-Chairman Huizenga acknowledged Mr. Kinsley to present on Florida Agricultural
and Mechanical University (FAMU). Mr. Kinsley advised that for the Carryforward
Spending Plan, FAMU has a total of $16.9M available. FAMU identified a total of $6.6M
for facilities, infrastructure, and IT initiatives, $6.6M for financial aid, and $1M for student
services, enrollment, and retention efforts. Some of the facilities initiatives appear to be
FCO projects but are not identified as such, so we will need to continue to work with
FAMU staff to understand those initiatives.

Co-Chairman Huizenga stated that he is glad to see FAMU setting some resources
aside for student services and retention. When it comes to our performance metric on
2"d-year retention rates, they are the lowest in the system at 71%, and this area
definitely needs improvement. What is not easily seen in the carryforward spending plan
are any resources spent on improving 4-year graduation rates. Co-Chairman Huizenga
further stated that he understood that there may be current year operating funds
allocated towards that, so maybe FAMU can send staff some information on what
initiatives are underway to improve graduation rates.

Co-Chairman Kitson agreed and added that, during our June Accountability Plan
presentations, we saw FAMU’s goal was to improve graduation rates to 40% by 2022,
so there must be strategies in place to make those improvements.

Mr. Kinsley proceeded to explain FAMU’s FCO Budget, which identified $84M in various
projects. We did not see any Capital Improvement Trust Funds (CITF) included in the
spending plan, nor any funds for general maintenance, repair, and renovation. However,
under the carryforward allocations, there were funds for items like chilled water repairs,
sewer improvements, and fire alarm system upgrades, so some maintenance work will
be performed. We still need to work with FAMU on some minor questions to fully
understand their plan. Otherwise, we are good with the information presented.
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Co-Chairman Huizenga opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with the
Florida Agricultural and Mechanical University to address outstanding questions.
Governor Lautenbach moved to approve, Governor Lydecker seconded, and the motion
passed unanimously.

Co-Chairman Huizenga acknowledged Mr. Kinsley to present on Florida Polytechnic
University (FPU or Florida Poly). Mr. Kinsley explained that FPU has a total of $9.5M
available for the Carryforward Spending Plan and has identified $1.4M for hurricane
repairs and $156,000 for renovations to faculty offices. FPU has also included $2.3M for
IT and another $1.2M for other operating requirements approved by the Board of
Trustees. Mr. Kinsley explained that FPU had identified $2M for the Applied Research
Center, which we talked about during the Facilities Committee Meeting, but there is
some missing information as to what these funds are for specifically. FPU did leave $2M
unbudgeted. So, in essence, a reserve with no explanation.

The Florida Institute of Phosphate Research is housed at Florida Poly. They have
$6.5M carried forward, but did not include a Carryforward Spending Plan and, in our
view, it is required.

We also have questions regarding recurring and non-recurring expenditures.

Moving to the FCO budget, Mr. Kinsley explained that Florida Poly has had special
statutory language since they were created to use carryforward funds for fixed capital
outlay and have allocated a significant portion of prior years’ carryforward funds to FCO
projects. It appears no funds have been set aside for minor maintenance, repair, and
remodeling since there was not a PECO allocation this year for those types of projects.
We have some follow-up to do with Florida Poly; otherwise, we are ok.

Co-Chairman Kitson opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with the
Florida Polytechnic University to address outstanding questions. Governor Lautenbach
moved to approve, Governor Jordan seconded, and the motion passed unanimously.

Co-Chairman Kitson then acknowledged Mr. Jones to present on the University of West
Florida (UWF). Mr. Jones explained that UWF’s Carryforward Spending Plan has a
total of $23.6M available and has identified a total of $8.4M for renovation, repair, and
maintenance projects which included $7.3M for FCO deferred maintenance. So about
35% of UWF’s carryforward is going towards maintenance. UWF has also allocated
$1.2M for campus safety and security, and $2.8M for faculty, research, and start-up
packages. Mr. Jones stated that overall, UWF’s Carryforward Spending Plan looked
pretty good.
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Next, Mr. Jones presented on UWF’s FCO budget. UWF has $57M in various projects.
Mr. Jones stated overall, UWF’s plan looks pretty good, but we do have some
reconciliation issues we need to work with them on; however, we are good with the
information submitted.

Co-Chairman Kitson opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with the
University of West Florida to address outstanding questions. Governor Lautenbach
moved to approve, Governor Jordan seconded, and the motion passed unanimously.

Co-Chairman Kitson acknowledged Mr. Jones to present on the University of Florida
(UF). Mr. Jones stated that UF’s Carryforward Spending Plan has a total of $208.2M
available that includes the main campus, IFAS, and the Health Science Center. UF has
identified a total of $72.94M for renovation, repair, and maintenance projects, which
includes $66M for FCO projects. Therefore, about 35% of UF’s carryforward is going
towards FCO projects. UF also allocated $1M for campus safety and security; $50M for
faculty, research, and start-up packages; and $56M from prior appropriations for
preeminence, world-class scholars, and graduate/professional degree programs. One
concern here would be the timeline for expenditure of those funds, but we know that
these funds are going to hire faculty, and it takes some time to advertise and recruit
those individuals.

Co-Chairman Huizenga stated that he is concerned about the funds that have
accumulated from preeminence appropriations and world-class scholars and, according
to UF’s spending plan, it will take them two years to hire these faculty. We heard this
morning UF needs $50 million to continue its goal of getting into the top five, so I'm
really struggling with why it is taking so long to spend those resources. Co-Chairman
Huizenga stated that he would like UF to provide us with additional information on its
plans to hire faculty and spend these resources. University of Florida’s Provost and
Senior Vice President for Academic Affairs, Dr. Joe Glover, responded to Co-Chairman
Huizenga’s concerns and questions from Co-Chairman Kitson and Governor Silagy.

Next, Mr. Jones discussed the UF’s FCO budget but we still need to work with UF on
some additional issues. Overall we are good with UF’s submission.

Hearing no further questions or comments, Co-Chairman Huizenga called for a motion
to approve the Carryforward Spending Plan and Fixed Capital Outlay Budget, with the
understanding that staff will continue to work with the University of Florida to address
outstanding questions and provide us with a more detailed plan on the expenditure of
the preeminence and world-class scholar funds. Governor Lautenbach moved to
approve, Governor Silagy seconded, and the motion passed unanimously.

Co-Chairman Huizenga then recognized Mr. Kinsley to present on New College of

Florida (NCF). Mr. Kinsley explained that NCF’s Carryforward Spending Plan has a
total of $6.5M available. NCF is using $4.2M for FCO projects. Therefore, over half of
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NCF’s carryforward is going towards FCO projects. This isn’t surprising given the age of
NCF’s facilities, and NCF really could use even more resources. NCF has also allocated
$190,000 for student services and $400,000 for library services.

Next, Mr. Kinsley discussed NCF’s FCO Budget, which totals around $4M for upkeep on
various existing buildings. He mentioned the discussion about the special language that
Florida Poly has in law to build up its new campus; the reality that simply keeping up on
an older campus that is right next to salt water can be an even more costly proposition.
However, New College is making solid choices under the new authority provided by

SB 190 to address the most urgent problems. Mr. Kinsley explained that we still need to
work with them on some reconciliation issues, but overall we are good with their
submission.

Co-Chairman Huizenga opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with New
College of Florida to address outstanding questions. Governor Lydecker moved to
approve, Governor Lautenbach seconded, and the motion passed unanimously.

Mr. Kinsley then presented on the University of South Florida (USF). Mr. Kinsley stated
the USF Carryforward Spending Plan totals almost $190M, which includes the Medical
School. USF is applying $36M (19%) towards specific FCO projects, which will address
a significant amount of deferred maintenance. USF will also finish some PECO projects,
including Morsani, which means those projects drop off the PECO list, and he
commended USF for that. Additionally, the largest single line item is $85.6M for
faculty/staff, instructional advising, faculty research, and start-up funding. Mr. Kinsley
stated that we will continue to work with USF to ensure that all costs are properly
identified as non-recurring. As noted in the observations, there are some FCO projects
listed in the carryforward budget, which are not easily identified in the FCO Budget. This
is an issue for all schools, and we are working with USF to reconcile the two as well.

Next, Mr. Kinsley explained that USF’s approved project budget totals $319M from a
variety of sources. USF’s original report had some issues, but these were addressed
quickly by USF, and are reflected in the materials in Diligent. Mr. Kinsley stated that

both the Carryforward Spending Plan and FCO Budget are in a place where we are

comfortable with recommending approval.

Co-Chairman Kitson opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with the
University of South Florida to address outstanding questions. Governor Jordan moved
to approve, Governor Lydecker seconded, and the motion passed unanimously.

Next, Co-Chairman Kitson recognized Mr. Kinsley to discuss the University of Central

Florida (UCF), as well as a complicating issue that needed to be addressed. Mr. Kinsley
indicated that, in the last committee meeting, the issue was addressed and the crux of
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the issue was that with $228M in carryforward, UCF was able to identify sufficient funds
to fund its top two PECO priority projects. Mr. Kinsley then stated that he felt that the
issue had been addressed.

Mr. Kinsley explained that UCF has a total of $253M in carryforward, including the
Medical School and Center for Students with Unique Abilities. $73M (29%) is allocated
for renovation, repairs, and maintenance. UCF has allocated $91M for faculty/staff,
instructional advising, faculty research, and start-up funding; $21M for financial aid; and
$12M for IT.

Next, Mr. Kinsley explained the UCF FCO budget and stated that there is $67M that has
not been spent or encumbered. There are a variety of funding sources, including
carryforward, which is being used to supplement various projects. There are a lot of
clarifying questions that we will be following up on to understand all of the projects
submitted, especially those identified as being funded with E&G. That concludes my
overview.

Co-Chairman Kitson stated that, as far as the FCO plan goes, UCF has done a solid
job. With approval by the Committee today, UCF will have the green light to move
forward with the individual projects on this list. It will be essential, however, that UCF
resolves any FCO project reconciliation items identified to the satisfaction of Board staff.
Chairman Kitson further stated that he would like the Board’s Facilities Committee to
receive updates throughout the year whenever the FCO Budget is amended to provide
us further assurance that UCF is back on the right track.

Co-Chairman Kitson opened the floor for questions or comments. Hearing no further
questions or comments, Chairman Kitson, with that caveat, called for a motion to
approve both the Carryforward Spending Plan and Fixed Capital Outlay Budget for the
University of Central Florida, with the understanding the Facilities Committee will
receive updates as the FCO Budget is amended. Governor Lautenbach moved to
approve, Governor Silagy seconded, and the motion passed unanimously.

Co-Chairman Kitson then recognized Mr. Jones to present on Florida Atlantic University
(FAU). Mr. Jones stated that the FAU Carryforward Spending Plan totals almost
$46.2M, including the Medical School, and that FAU is using some $5M (10%) for FCO
related projects. The largest single line item is almost $20M for IT, with another $14M
for faculty/staff, instructional advising, faculty research, and start-up funding. Mr. Jones
stated that there appears to be a lot of items identified as non-recurring, but could be
recurring, and that we will need to work with FAU to fully understand these proposed
expenditures.

Mr. Jones then addressed the FCO Budget and explained that we have several
follow-up questions that we will need to continue to work on with FAU. One of those
issues relates to setting aside funding for FCO minor project repairs since the State did
not provide any PECO funding for minor projects this year. Other than that, we are ok
with their plans.
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Co-Chairman Huizenga opened the floor for questions. Hearing no questions, the
Chairman called for a motion to approve the Carryforward Spending Plan and Fixed
Capital Outlay Budget, with the understanding that staff will continue to work with
Florida Atlantic University to address outstanding questions. Governor Jordan moved to
approve, Governor Lautenbach seconded, and the motion passed unanimously.

3. Concluding Remarks and Adjournment

Co-Chairman Kitson stated that this has been a very eye-opening process. As
mentioned at the outset, this is the first time we have received this level of detail. Staff
still has a lot of information to gather, and they will continue their review.

Co-Chairman Kitson further explained that this gives us a sense of what this process
will look like going forward. Being able to review Carryforward Spending Plans and
Fixed Capital Outlay Budgets together is critical and expressed hope that the university
boards of trustees realize the importance of reviewing this information together and ask
questions, just like we did.

There being no further business, Co-Chairman Kitson adjourned the meeting at
2:50 p.m. (ET), on October 3, 2019.

Chris Kinsley, Assistant Vice Chancellor H. Wayne Huizenga, Jr., Co-Chairman
Facilities

Sydney Kitson, Co-Chairman
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MINUTES

STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
BUDGET AND FINANCE COMMITTEE
UNIVERSITY OF FLORIDA
GAINESVILLE, FLORIDA
OCTOBER 30, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Mr. Syd Kitson, Chair, convened the meeting of the Budget and Finance Committee at
12:56 p.m. Members present for roll call were Tim Cerio, Wayne Huizenga, Zenani
Johnson, Brian Lamb, Ned Lautenbach, and Steven Scott. Other Board members
present included Shawn Felton, Darlene Jordan, Charles Lydecker, Edward Morton,
Eric Silagy, Kent Stermon, and Norman Tripp.

1. Call to Order

Mr. Kitson called the meeting to order.

2. Minutes of Committee Meeting

Mr. Huizenga moved that the Committee approve minutes from the October 3, 2019,
meeting. Mr. Lautenbach seconded the motion, and members of the Committee
concurred.

3. Business Process Control Review Update

Mr. Bill Dykstra, Crowe, provided an update on the report. Crowe has provided
universities with a draft report and is waiting on the management response. He
anticipates having the report completed by the end of November and will come back to
the Committee in January.

After Committee conversation with Mr. Dykstra, Mr. Kitson thanked him for coming and
looks forward to seeing the final report.

4. 2020-2021 Legislative Budget Request

Mr. Kitson announced that this item was being deferred and a workshop would be held
on November 19 at Florida Gulf Coast University.
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5. Concluding Remarks and Adjournment

Having no further business, the meeting was adjourned at 1:25 p.m.

Tim Jones, Vice Chancellor Syd Kitson, Chair
Finance and Administration
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MINUTES

STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
BUDGET AND FINANCE COMMITTEE
FLORIDA GULF COAST UNIVERSITY
FORT MYERS, FLORIDA
NOVEMBER 19, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Mr. Syd Kitson, Chair, convened the meeting of the Budget and Finance Committee at
8:30 a.m. Members present for roll call were Tim Cerio, Wayne Huizenga, Zenani
Johnson (via phone), Brian Lamb (via phone), and Ned Lautenbach. Other Board
members present included Shawn Felton, Darlene Jordan, and Edward Morton.

1. Call to Order

Mr. Kitson called the meeting to order.

2. 2020-2021 Legislative Budget Request (LBR)
Mr. Kitson thanked everyone for making the trip to attend the meeting.

Mr. Kitson stated that in September of 2018, this Board approved the Programs of
Excellence Report, which was a statutorily required report. A workgroup consisting of
Provosts and Vice Presidents of Research worked for months under Governor Levine’s
guidance to develop this report which built on the research and academic programs
within the system. The Board included $30 million in the 2019-20 LBR to support this
initiative, which failed to gain any traction during the 2019 legislative session.

Coming out of the 2019 session, the Board was tasked with developing a performance-
based funding model that included four prongs — Preeminence, Emerging Preeminence,
Regionals, and Mission-Specific Universities. The Chancellor and his staff met in June
and July with university representatives to discuss this report. The sentiment from those
meetings was complete support for Performance-Based Funding, a need to maintain
preeminence, and a way to direct funding to the non-preeminent universities.

We have made it clear that non-preeminent universities are still encouraged to strive for
preeminence and to climb in National Rankings but, more importantly, to focus on a
core competency. Universities are ‘not all things to all people’, but to collectively create
a system of universities with a range of expertise to satisfy today’s dramatically
changing workforce, to be proactive rather than reactive to the needs of our state, and
to be completely focused on student success and student outcomes.
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In August, we presented the Pillars of Excellence initiative focusing on Performance-
Based Funding (PBF), Preeminence/National Rankings, and Universities of Distinction.
We asked the non-preeminent universities to submit proposals on a distinctive program
initiative and asked all 12 universities to make presentations to the Strategic Planning
Committee on October 3.

Mr. Kitson thanked Governor Jordan and her Committee for the work they did in hearing
presentations and reviewing all the proposals submitted.

The Board’s Legislative Budget Request totals $250M for the Pillars of Excellence,
which includes $100M for PBF and $150M for Preeminent Universities/National
Rankings and Universities of Distinction.

The total of all university submissions was $267M, well in excess of the $150M
recommended outside of PBF.

| worked with the Chancellor and staff and spent significant time reviewing the
Universities of Distinction proposals and the amounts requested. We looked at the plans
and what reasonably might be expected to be implemented over the next year. If you
look through the detail, there is a significant amount of resources to be invested in
faculty, staff, and student scholarships. We wanted to provide a reasonable allocation,
focusing on these three areas, and taking into account resources that may be received
through performance-based funding that could be used to lay the groundwork for
moving forward, even after the 2020 legislative session.

For the preeminent schools, we have seen significant improvement in the rankings.
However, the closer you get to being the best, the harder it is to advance, and the more
resources needed to achieve our goals. Statute requires an equal allocation of
preeminence funds for preeminent schools. However, our second Pillar is entitled
Preeminence/National Rankings, so it is a combination Pillar. Part of the
recommendation is an approach reflective of their current national rankings and
proportionate to their total Education & General (E&G) funding. But, most importantly, it
is based on their plan to achieve their stated goals

The Governor and the Legislature have supported the SUS, it is one of the reasons why
we are ranked the Number 1 Higher Education System in the country. But the state
doesn’t have unlimited resources, and we must be thoughtful in our request and
allocation.

First up is Florida International University. FIU requested $15.1M for Environmental
Resilience. The allocation is $11.5M for PBF and $8 M for the Universities of Distinction
for a total of $19.5M.

President Mark Rosenberg presented, followed by Provost Ken Furton and Dr. Todd
Crowl.
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Mr. Kitson asked if the $8M would be sufficient to provide a good base for moving
forward. Dr. Crowl indicated that the original request was for $30M but it was scaled
down to $15M, so more is really needed to fully implement the initiative.

Next was Florida Agricultural & Mechanical University. FAMU requested $6M for the
21st Century Health & Wellness initiative. The allocation is $5.2M for PBF and $4.5M for
the Universities of Distinction for a total of $9.7M.

President Larry Robinson presented. Mr. Tim Cerio noted that the total allocation to
FAMU is $9.7M. Isn’t that sufficient to start this program? Dr. Robinson responded by
stating that they have looked at where reductions can be made, but student financial
support is critical. We also are looking at attracting the best and brightest to the
university. Mr. Cerio asked if carryforward funds could be used for the Talent Pipeline
Scholars or the IT enhancement. Dr. Robinson stated it was possible, but they would
need to look into that.

Next was Florida Atlantic University. FAU requested $18.1M for Applied A.l. and Big
Data Analysis and the allocation is $7.7M for PBF and $9M for the Universities of
Distinction for a total of $16.7M.

President John Kelly presented. Mr. Lautenbach asked how many students were in the
A.l. program and FAU responded about 800, but the number continues to increase.

Mr. Huizenga noted that the goal was a fall 2021 start date for many faculty, but with the
early 2020 session, could faculty be hired for fall 2020? FAU responded that it would
potentially be possible, just depends on the advertising and recruitment process.

Florida Gulf Coast University requested $8M for The Water School. The allocation is
$4.1M for PBF and $8M for the Universities of Distinction for a total of $12.1M.

President Mike Martin presented, along with David Vazquez.

Mr. Kitson noted there are serious water issues in South Florida. Is the university
becoming laser focused on this and how are you working with companies? President
Martin responded that we have hosted meetings, we have some of our best scientists
working on this, and we are working with various organizations on what we can do
jointly in solving this issue. Our principal partner right now is Mote Marine, which has
received funding from the Legislature.

Florida State University requested funding of $25M for National Ranking Enhancement
and $25M Talent Pipeline. The allocation is $15.9M for PBF and $27.5M for
Preeminence/National Rankings for a total of $43.4M.

President John Thrasher presented. Mr. Lautenbach wanted to know when FSU would
get into the top 15 of US News & World Report. President Thrasher thought within the
next two or three years. Mr. Lautenbach asked whether the full $50M would get FSU
there quicker. President Thrasher indicated it would not.
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Mr. Kitson wanted to know the currently student-faculty ratio. Provost Sally McRorie
indicated it was 21-1 and FSU wants to get to 17-1. Dr. McRorie also stated that FSU’s
funding per student is $23,434 and the average of the Top 10 is $66,800, so you can
see that we are well below the top 10.

Florida Polytechnic University requested $8M over a four-year period for Engineering,
with $3M for the first year. The allocation is $2M for the Universities of Distinction.

President Randy Avent presented. Mr. Kitson asked when Florida Poly would achieve
its goal of getting into the top 15 of engineering schools. President Avent believed within
the next five years.

New College of Florida requested $1.3M for Arts & Sciences for Florida’s Future. The
allocation is $1.5M of PBF and $700k for the Universities of Distinction for a total of
$2.2M.

President Donal O’'Shea presented. Mr. Kitson asked if students are able to find jobs in
the Sarasota Area. Brad Thieson stated that most leave Florida, but they are working
with local businesses to keep more students in the area.

University of Central Florida Engineering & Computer Science - $21.4M. The allocation
is $13.8M for PBF and $12M for the Universities of Distinction for a total of $25.8M.

President Thad Seymour presented. Mr. Kitson noted that UCF is ranked 79 and asked
what was UCF’s goals over the next few years. President Seymour said they would like
to move into the top 25 of computer science and engineering schools, which would help
the overall rankings. Mr. Kitson stated that UCF is the number one provider of talent to
the Space Coast and asked how do we get the word out. President Seymour stated
that, most importantly, the industry knows this and they come to our campus all of the
time.

University of Florida National Ranking Enhancement - $50M. The allocation is $17.8M
for PBF and $37.5M for Preeminence/National Rankings for a total of $55.3M.

Dr. Joe Glover presented. Mr. Lautenbach wanted to know how long will it take UF to
get into the top 5. Dr. Glover stated in the next two years.

University of North Florida UNF Medical Nexus - $23.7M. The allocation is $4.7M for
PBF and $12M for Universities of Distinction for a total of $16.7M.

President David Szymanski presented. Mr. Cerio asked if any of the $6M identified as
non-recurring could be paid for from carryforward funds. President Szymanski stated
that their carryforward funds are limited and already committed.

University of South Florida National Ranking Enhancement - $50M. The allocation is
$13.8M for PBF and $20M for Preeminence/National Rankings for a total of $33.8M.
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President Steven Currall presented. USF’s goal is to be a top 25 university in the next
six / seven years as it takes time to hire the faculty. Mr. Kitson said there are two big
goals: getting into the top 25 and AAU membership. How different are the goals needed
to achieve these? President Currall stated that the AAU goal is more about faculty
excellence and awards, STEM, and biomedical research. There were three schools that
just got in: Utah, Dartmouth, and UC-Santa Cruz.

University of West Florida A Cyber Coast for Florida’s Future - $15.15M. The allocation
is $4M of PBF and $8.8M for Universities of Distinction for a total of $12.8M.

Vice President Betsy Bowers provided some opening comments followed by Dr. Eman
El-Shiek, Director of the Center for Cybersecurity. Dr. Jaromy Kuhl, Dean of the Center,
provided additional comments. Mr. Lautenbach asked about the number of students
participating. Dr. Kuhl stated about 200 in the undergraduate program and 40-50 in the
graduate program. Mr. Lautenbach asked Chancellor Criser to look around the state to
see how many students we have in these type of programs. This is a huge area and is
important for businesses.

Governor Ed Morton commented that he felt there was a lack of a focus on students
and jobs in all of the presentations, improving jobs and salaries for our students.
3. Concluding Remarks and Adjournment Governor Kitson

Mr. Kitson thanked everyone for coming and stated there would be a call on Friday for
the Committee to vote on the allocation, followed by a full Board meeting.

He thanked the Board Members and staff from both the Board and the universities for

the incredible amount of work they accomplished, and he thanked the Governor and
Legislature for their support.

5. Concluding Remarks and Adjournment

Having no further business, the meeting was adjourned at 10:51 a.m.

Tim Jones, Vice Chancellor Syd Kitson, Chair
Finance and Administration
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MINUTES

STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
BUDGET AND FINANCE COMMITTEE
CONFERENCE CALL
NOVEMBER 22, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Mr. Syd Kitson, Chair, convened the meeting of the Budget and Finance Committee at
11:32 a.m. Members on the phone for roll call were Wayne Huizenga, Zenani Johnson,
Brian Lamb, and Ned Lautenbach.

1. Call to Order

Mr. Kitson called the meeting to order.

2. 2020-2021 Legislative Budget Request
Mr. Kitson thanked everyone for their participation during their workshop on Tuesday.

After listening to the presentations, reviewing the information submitted, and staff
getting feedback from members, there was one proposed change to the allocation.

Mr. Kitson stated that FIU’s Universities of Distinction allocation has been increased by
$2M, bringing the total to $21.5M ($11.5M for Performance-Based Funding and $10M
for Universities of Distinction).

The FIU presentation on the environment, and specifically water, was compelling and is
extremely important for the state. This state has been focusing significant resources on
water quality in South Florida and this is a priority of the Governor and Legislature. By
adding $2M to FIU’s initiative, they will be able to restore the water-quality component of
the initiative.

At the end of the day, this is good for the state and the students. My focus has been,
and will continue to be, success for our students. The Pillars of Excellence does that.

This change brings the total Pillars of Excellence to $252M. Mr. Kitson asked the
Chancellor to be thinking about a plan for monitoring the accountability components of
these Pillars, especially the Preeminence/National Ranking Pillar and the Universities of
Distinction Pillar, and report to the Board in January.

155


http://www.flbog.edu/

Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Being no comments or questions by the Board, Mr. Lamb moved that the Committee
approve the allocation of the Pillars of Excellence as presented. Mr. Huizenga seconded
the motion, and members of the Committee concurred.

3. Concluding Remarks and Adjournment Governor Kitson

4, Concluding Remarks and Adjournment

Having no further business, the meeting was adjourned at 11:36 a.m.

Tim Jones, Vice Chancellor Syd Kitson, Chair
Finance and Administration
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Budget and Finance Committee
January 29, 2020

SUBJECT: Board of Governors Regulation 5.001 Performance-Based Funding

PROPOSED COMMITTEE ACTION

Approve the Public Notice of Intent to Amend Regulation 5.001.

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article 1X, Section 7, Florida Constitution; Board of Governors Regulation Development
Procedure

BACKGROUND INFORMATION

On October 30, the Board approved changes to the Performance-Based Funding
model.

The regulation is being amended to adjust the threshold to be eligible for the
institutional investment from 50 points to 55 points in 2020 and 60 points in 2021.

If approved, the amended regulation will be posted to the Board’s website for public
comment with final approval at the March Board meeting.

Supporting Documentation Included: Amended Regulation 5.001

Facilitators/Presenters: Governor Brian Lamb
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5.001 Performance-Based Funding

1)

)

®)

(4)

The Performance-Based Funding (PBF) model is based upon four guiding principles:
(@) Align with the State University System’s (SUS) Strategic Plan goals;

(b) Reward excellence and improvement;

(c) Have a few clear, simple metrics; and

(d) Acknowledge the unique mission of the different institutions.

The PBF model measures institutional excellence and improvement of performance using
metrics adopted by the Board of Governors. The metrics include graduation rates; retention
rates; post-graduation education rates; degree production; affordability; post-graduation
employment and salaries, including wage thresholds that reflect the added value of a
baccalaureate degree; access; and other metrics that may be approved by the Board in a
formally noticed meeting.

The performance of an institution is evaluated based on benchmarks adopted by the Board
of Governors for each metric. For each fiscal year, the amount of funds available for
allocation to SUS institutions shall consist of the state’s investment, plus the institutional
investment from each institution’s base budget, as determined in the General
Appropriations Act. The amount of institutional investment withheld from each SUS
institution shall be a proportional amount based on each institution’s recurring base state
funds to the total SUS recurring base state funds (excluding special units). Florida
Polytechnic University is not included in the model until such time as data is readily
available.

Institutional Investment

(@) On a100-point scale, a threshold of 551-points is established as the minimum number
of total points needed to be eligible for the institutional investment. Beginning with
Fiscal Year 2021-22, a threshold of 60-points is established as the minimum number of
total points needed to be eligible for the institutional investment.

(b) All SUS institutions eligible for the state’s investment shall have their proportional
amount of institutional investment restored.

(c) Any institution that fails to meet the minimum point threshold ef51-peints-for the
institutional investment shall submit an improvement plan to the Board of Governors
for consideration at its August/September meeting that specifies the activities and
strategies for improving the institution’s performance. As of July 1, 2016, an institution
is limited to only one improvement plan.

1. The Board of Governors will monitor the institution’s progress on implementing
the activities and strategies specified in the plan, and the Chancellor shall
withhold disbursement of the institutional investment until the improvement plan
monitoring report for each institution is approved by the Board of Governors.

2. Improvement plan monitoring reports shall be submitted to the Board of
Governors no later than December 31 and May 31 of each fiscal year.

3. The December 31 monitoring report will be considered by the Board of Governors
at its January meeting and if it is determined that the institution is making
satisfactory progress on implementing the plan, the institution shall receive up to
50 percent of its institutional investment.
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4. The May 31 monitoring report will be considered by the Board of Governors at its
June meeting and if it is determined that the institution has fully completed the
plan, the institution shall receive the remaining balance of its institutional
investment.

5. Any institution that fails to make satisfactory progress shall not have its full
institutional investment restored, and any institutional investment funds
remaining shall be distributed to the three institutions that demonstrate the most
improvement on the metrics based upon those institutions” share of total
improvement points.

(d) If an institution, after the submission of one improvement plan, subsequently fails to
meet the 51-point threshold, its institutional investment will be redistributed to the
institutions meeting the 53-point threshold, based on the points earned by each
institution.

(5) State Investment

(a) On a 100-point scale, institutions with the top three scores shall be eligible for their
proportional amount of the state’s investment. In the case of a tie for the top three
scores, the tie will go to the benefit of the institutions.

(b) All SUS institutions with a score the same or higher as the previous year, shall be
eligible for their proportional amount of the state’s investment.

(c) Any institution with a score less than the previous year but the previous year’s score
was higher or the same than the year before, shall be eligible for their proportional
amount of the state’s investment.

(d) Any institution with a score the same or lower than the previous year’s score for two
consecutive years shall submit a student success plan to the Board of Governors for
consideration at its August/September meeting that specifies the activities and
strategies for improving the institution’s performance metrics in order to be eligible
for their proportional amount of the state’s investment. The baseline scores begin
with the June, 2018 results.

1. If the student success plan is approved by the Board of Governors, the
institution shall receive up to 50 percent of its state’s investment at the time of
approval.

2. The Board of Governors will monitor the institution’s progress on
implementing the activities and strategies specified in the plan, and the
Chancellor shall withhold the remaining disbursement of the state’s investment
until the student success plan monitoring report for each institution is
approved by the Board of Governors.

3. The student success plan monitoring report shall be submitted to the Board of
Governors on a date specified by the Chancellor.

4. The monitoring report will be considered by the Board of Governors at its
March meeting and if it is determined that the institution is making
satisfactory progress on implementing the plan, the institution shall receive up
to the balance of its state’s investment.

5. Any institution that fails to make satisfactory progress shall not have its full
state’s investment restored, and any state investment funds remaining shall be
distributed to top three scoring institutions (including ties) based on the total
number of points of the top three scoring eligible institutions.
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(6) Beginning with the Fiscal Year 2021-22 appropriation, any institution with a score lower than
70 points shall submit a student success plan to the Board of Governors for consideration at
its August/September meeting that specifies the activities and strategies for improving the
institution’s performance metrics in order to be eligible for 50 percent of their proportional
amount of the state’s investment.

(a) If the student success plan is approved by the Board of Governors, the institution
shall receive up to 25 percent of its state’s investment at the time of approval.

(b) The Board of Governors will monitor the institution’s progress on implementing the
activities and strategies specified in the plan, and the Chancellor shall withhold the
remaining 25% of the disbursement of the state’s investment until the student success
plan monitoring report for each institution is approved by the Board of Governors.

(c) The student success plan monitoring report shall be submitted to the Board of
Governors on a date specified by the Chancellor.

(d) The monitoring report will be considered by the Board of Governors at its March
meeting and if it is determined that the institution is making satisfactory progress on
implementing the plan, the institution shall receive up to the balance of its state’s
investment.

(e) Any institution that fails to make satisfactory progress shall not have its 50 percent of
the state’s investment restored, and any state investment funds remaining shall be
distributed to the top three scoring institutions (including ties) based on the total
number of points of the top three scoring eligible institutions.

(f) The remaining 50 percent of each institution’s state’s investment shall be distributed
to the top three scoring institutions (including ties) based on the total number of
points of the top three scoring eligible institutions.

(7) By October 1 of each year, the Board of Governors shall submit a report to the Governor,
President of the Senate, and Speaker of the House of Representatives on the previous fiscal
year’s performance funding allocation, including the rankings and award distributions.

(8) University chief audit executives shall conduct or cause to have conducted an annual data
integrity audit to verify the data submitted for implementing the Performance-based
Funding Model complies with the data definitions established by the Board of Governors.
The audit report shall be presented to the university’s board of trustees for its review,
acceptance, and use in completing the data integrity certification. The audit report and data
integrity certification are due to the Board of Governors” Office of Inspector General by
March 1 each year.

Authority: Section 7(d), Art. IX, Fla. Const., Section 1001.92, Florida Statutes; History: New 9-22-
16. Amended 1-31-19, 10-30-19, x-x-20.
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Budget and Finance Committee
January 29, 2020

SUBJECT: Business Process Review

PROPOSED COMMITTEE ACTION

For information.

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution; Section 216.023, Florida Statutes

BACKGROUND INFORMATION

This past spring, the Board, working with Florida State University, our Shared Initiatives
partner, engaged Crowe LLP to perform an Internal Management and Accounting
Control and Business Process Review at all 12 universities.

This review resulted in an individualized report for each university that identifies
potential financial process risks and recommendations for improvement. A system
report has been developed and will be presented by Crowe LLP representatives.

Supporting Documentation Included: Final Report & University Reports
Facilitators/Presenters: Mr. Mark Maraccini, CPA

Mr. Bill Dykstra, CIA
Crowe LLP
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Florida Board of Governors State University System
Internal Control and Business Process Assessment
Summary Report

December 2019
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Florida Board of Governors State University System
Internal Control and Business Process Assessment
Summary Report

December 2019

I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (“SUS") engaged Crowe LLP (“Crowe”) to perform a system-wide “Internal
Control and Business Process Assessment”. The objective of this assessment was to evaluate the existing internal controls and review business processes to
identify areas of risk for the SUS and to provide recommendations to enhance internal control over the system. We performed these consulting services in
accordance with the Standards for Consulting Services established by the American Institute of Certified Public Accountants. These services do not constitute an
audit, review, or examination in accordance with standards established by the American Institute of Certified Public Accountants, and therefore, Crowe does not
express an opinion on the accuracy or efficacy of the material reviewed during the performance of these services.

The scope of the assessment was business process risks among the twelve universities within the SUS.

We have presented a summary of the overall results of our assessments of the twelve universities within the SUS in this report. We used our risk rating
methodology to evaluate and score business process risks grouped into twelve categories. Our conclusions were based on the level of residual risk and any
control gaps or weaknesses noted during our assessment. Residual risk refers to the level of risk after considering the internal controls and other activities
implemented to mitigate that risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

Based on our procedures performed, we noted no risk categories with a high level of residual risk, or significant control gaps or weaknesses in any of the twelve
universities’ control design structures.

We found opportunities to strengthen controls at 11 of the 12 universities (we noted no observations for the University of South Florida (“USF”)). We have
highlighted these observations as specific opportunities to improve controls or further mitigate risks. The risk rating for each observation is indicative of the risk to
university objectives posed by a specific gap in internal controls. This means that an observation is focused on a specific issue and not on an entire function or
entity. Conversely, we also assigned ratings to entire risk categories (e.g. Accounts Payable, Procurement, Information Technology, etc.). These ratings represent
the average score of all individual risks within that category. Additional information on these observations, our recommendations, and university management
responses can be found in each university report.

We also noted several observations and “themes” which were common throughout the SUS, and we have formed recommendations to address these areas for the
BOG's consideration. The themes that were consistent throughout the SUS are summarized below.

1. Each university carries a risk that management override of controls and/or collusion to bypass controls may adversely impact universities’ compliance with
existing rules and regulations as well as operating objectives. In our experience, this risk is difficult to address solely through the implementation of
controls. Alternatively, an organization’s culture, values, and its focus on ethics, compliance, and risk management tend to be a more effective and holistic
approach to addressing this threat.

We noted that the BOG and each of the universities has implemented clear mission and values statements and has focused on ethics and compliance as
a key function of senior management (e.g. the establishment of the Compliance and Ethics Officer position). We also believe that the SUS could benefit
from establishing an enterprise risk management framework and program which would be embedded within the BOG and each university in order to
strengthen risk management practices and internal controls.

© 2020 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than this specified party.
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Florida Board of Governors State University System
Internal Control and Business Process Assessment
Summary Report

December 2019

2. The universities could benefit from enhanced information security controls. Information security is becoming increasingly critical function, with new cyber
risks and threats emerging that can impact the universities financially, reputationally and strategically.

3. The universities could benefit from strengthening their third-party risk management practices, including vendor setup and contract management roles and
responsibilities. Strong monitoring and oversight activities are especially important for vendors who have been granted access to sensitive or personally
identifiable information.

4. The universities could benefit from additional guidance and clarification on how to interpret the active BOG regulations. It became apparent in our
discussions with various members of university management and trustees, that they sought additional clarity, especially those regulations that pertained to
the use of Educational and General (E&G) funds, since the regulations were being interpreted in different ways.

We have provided additional information on these key observations and recommendations for the SUS in the Conclusion section of this report. A common thread,
or connection among these themes is effective communication and the exchange of information. We believe that with an increased focus on this area, as outlined
in this report, the SUS will be able to leverage significant enhancements to its risk management practices and system of internal controls.

© 2020 Crowe LLP WWw.crowe.com
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Florida Board of Governors State University System
Internal Control and Business Process Assessment
Summary Report

December 2019

I[I. Assessment Overview

The objective and scope of this assessment, to evaluate existing controls and business processes to identify areas of risk for the SUS, covered a broad range of
university functions and corresponding risk factors. In order to manage the scope more effectively we identified inherent risk factors across these functional areas.
Based on our experience and industry knowledge, we identified sixty-five risk statements that represent relevant risks to the business process objectives within our
scope. We have listed the twelve functional areas (i.e. risk categories) covered within our risk assessment as follows:

e Accounts Payable

e Budgeting

e Capital Asset Management
e Cash Management

¢ Financial Reporting

e Governance

e Grant Management

¢ Information Technology
e Investment Management
e Payroll

e Procurement

e Revenue

As part of our assessment, we obtained an understanding of BOG regulations, university policies, procedures, processes and business requirements. In addition,
we sent surveys and conducted interviews with various members of universities management. Based on this information, we developed risk and control
assessments for each university. A summary of our ratings for each functional risk area is included in the Observations and Themes section of this report.

The risk assessment methodology used during this assessment was designed to maintain consistency and comparability across the twelve, distinct universities
within the SUS. Our approach included an assessment of inherent risks, control design effectiveness, and residual risks. An explanation of these components is
included in the paragraphs below.

© 2020 Crowe LLP WWw.crowe.com
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Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.

Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Minor 2 Improbable 2 Minor 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Effectiveness Ratings

We also rated the effectiveness of controls according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
e Inadequate (0%, no reduction to the inherent risk rating)

We based the control effectiveness ratings on the results of our research, discussions with management, and the supporting documentation they provided to help
us analyze each university’s control structure.

© 2020 Crowe LLP WWw.crowe.com
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Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and control effectiveness. We recognized that each control and its related risk had unique components
that would not be fully represented by the control effectiveness or residual risk rating. Therefore, we developed an observation and recommendation for controls
rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter.

1. Procedures Performed

A summary of the procedures we completed during our assessment of each university have been summarized in the table below. Please note that internal controls
are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that operations are performed in accordance with
management’s intentions. There are inherent limitations that should be recognized in considering the potential effectiveness of any system of internal controls. In
the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes in judgment, carelessness, or other factors. Internal
control procedures can be circumvented intentionally by management with respect to the execution and recording of transactions, or with respect to the estimates
and judgments required in the processing of data. Controls may become ineffective due to newly identified business or technology exposures. Further, the
projection of any evaluation of internal control to future periods is subject to the risk that the procedures may become inadequate because of changes in
conditions, and that the degree of compliance with procedures may deteriorate.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared a risk assessment, which includes risks arising from our review of the documents referenced in procedure number 1, as well as our
experience in common risks within higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated each university’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in our university reports as observations and
recommendations.

7. We have confirmed with university management the factual basis for our observations and recommendations. Management’s written responses are
included for each recommendation in the reports.

© 2020 Crowe LLP WWw.crowe.com
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V.

Observations and Themes

Our procedures identified opportunities to strengthen controls at 11 of the 12 universities (i.e. we noted no observations for USF). These opportunities were
documented as “observations” and are summarized below. These observations represent areas where we determined that controls were absent or were not
adequate to mitigate the associated risk to an acceptable level. While the specific observations and recommendations can be seen in the tables below, we have
identified a few themes that were persistent across the universities:

Information Security Controls. We noted that almost all universities would benefit from an enhanced focus in the Information Technology risk category.
While we have addressed specific risks in our observations and recommendations, overall the universities in the SUS could benefit from a more
standardized approach to information security risk management.

Third Party Risk Management Practices. We noted a common theme throughout our assessment that many universities would likely benefit from an
enhanced focus in the areas where third-party risk management and data protection intersect. While we have addressed specific risks in our observations
and recommendations, we understand that this is an area in which many universities are expanding or will be planning to expand their operational
activities. Since the number of providers and types of services in this area is rapidly expanding, consequently, so are the associated risks. For example,
student support centers, call centers, and collection agencies are commonly granted access to student account information. Payroll service providers
receive and transmit data electronically, and cloud-based storage services are becoming an increasingly efficient and inexpensive way in which to manage
large amounts of data, including personally identifiable and sensitive data.

Interfund Transfers. While this issue was noted in only two universities, there has been increased scrutiny throughout the SUS over the proper use of
funds at the university level. Strengthening controls over fund transfers would benefit the SUS by providing an additional level of assurance that the funds
are used for their intended purpose. Again, the use of existing technology may enable universities to implement automated workflows to verify that
transfers are appropriate and properly approved. System-assigned roles may also be implemented to allow only authorized individuals to make fund
transfers. While we noted no specific occurrences of improper use of funds, we have identified this issue as one example of how management override of
controls or collusion could adversely impact university operating and compliance objectives and also result in reputational damage.

Our overall recommendation in the Conclusion section of this report focuses on enterprise risk management as a way to address the themes noted above, as well
as numerous other risks to the SUS. We consider the theme noted below to be a separate issue and our recommendation is focused on a more direct approach to
addressing that area of focus.

© 2020 Crowe LLP

Clarity of the BOG Regulations regarding the Use of E&G Funds. In speaking with various university Board of Trustees members, as well as with
university management, it was stated that this area of the BOG regulations was not completely clear and may be interpreted in various ways. In addition,
the SUS may benefit from further clarification and distinction between the role and responsibilities of the BOG and the University Trustees in terms of fiscal
governance and oversight duties. We have provided our analysis and recommendations to enhance the clarity of the regulations in the Conclusion section

of this report.
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Summary of Observations by Risk Category

The themes noted above were driven and supported by our observations. We noted a total of 21 distinct observations which included two (2) observations from the
Financial Reporting risk category, two (2) from Procurement, one (1) from Grant Management, and sixteen (16) from Information Technology.

From the perspective of frequency of occurrence, Information Technology had the most observations and the most occurrences noted across the SUS, comprising
16 of the 21 (76%) distinct observations and 39 of the 45 (87%) occurrences noted. However, the majority of these observations (13 of 16, or 81%) were rated as
“Low” risk.

From a risk ratings perspective, the observations pertaining to financial controls (e.g. interfund transfers and grant draw-down procedures) and third-party risk
management controls (e.g. vendor oversight and shared services arrangements) were rated as “Moderate” risk, which was the highest ranking given during our
assessment. The single observation in the Grant Management risk category was deemed to be Low risk. A summary of our observations by risk category is
included in the table below.

Risk Category: Financial Reporting

Observation Risk Rating Number of Occurrences SUS-Wide: (3)
Restricted Funds — Interfund Transfers Moderate 2
Monitoring of Budget-to-Actual Performance Low 1

Risk Category: Procurement

Observation Risk Rating Number of Occurrences SUS-Wide: (2)
Contract Management - Shared Services Agreements Moderate 1
Policies and Procedures — Vendor Setup and Monitoring Moderate 1

Risk Category: Grant Management

Observation Risk Rating Number of Occurrences SUS-Wide: (1)
Segregation of Duties: Grant Drawdown Process Moderate 1
© 2020 Crowe LLP Www.crowe.com
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Risk Category: Information Technology

Observation Risk Rating Number of Occurrences SUS-Wide (39)
Configuration Management Program Moderate 3
Business Continuity Management — Incident Classification Moderate 1
Information Security Governance Low - Moderate 10

Key Risk and Performance Indicators (2)

Cybersecurity Risk Management Program (2)

Policies and Procedures (2)

“Clean Desk” Policy (4)
Employee Security Awareness Training Low 6
Data Protection — Low 14

Employee Removable Media (6)

Employee Mobile Device Management Policy (5)

Sensitive Data-Tracking (1)

Data Handling and Classification (1)

Data Center Moisture Detection Systems (1)
Logging and Monitoring Policy Low 1
Monitoring of Third-Party Service Providers Low 1
User Termination and Role Changes Low 2
IT Operations — Asset Tracking Low 1

© 2020 Crowe LLP
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Summary of Observations by University

The table below illustrates the 21 observations by university. It is intended to show how the issues were spread across the various universities within the SUS, and
further clarify our summary of observations and themes. Specifically, this illustrates the concentration of Information Technology observations at a Low risk rating,
and fewer observations in the other risk categories with a higher risk rating of “Moderate”.

Risk Category Observation UWF FSU UNF UF UCF FAMU |FPU USF NCF FIU FAU FGCU
Financial Reporting g;?g?;g%;f Budget-to-Actual Low
Financial Reporting Restricted Funds — Interfund Transfers Moderate Moderate
Procurement ggnmtltzgsManagement - Shared Service Moderate
Procurement Policies e.\nd. Procedures - Vendor Setup Moderate
and Monitoring
Grant Management ifgcrggguon of Duties - Grant Drawdown Moderate
Information Technology Bu?'ness Com."?u'ty Management - Moderate
Incident Classification
. nfiguration Man: ment - Configuration
Information Technology '\Cnina%i;te?n Pr?ngarlgril ent - Configuratio Moderate Moderate Moderate
Information Technology g?at:s;r:;ﬁs:o;o]igata Handling and Low
Information Technology g:ﬁczr&zf;ggr;];rpgﬁﬁfye Mobile Low Low Low Low Low
Information Technology 'E)Ae;t;:rotectlon — Employee Removable Low Low Low Low Low Low
Information Technology |Data Protection - Sensitive Data-Tracking Low
Information Technology Emplqyee Management _—»Employee Low Low Low Low Low Low
Security Awareness Training
. Employee Management - User
Information Technology Termination and Role Change Low Low
Information Technology :Zr)](fec;rI(ms;IIiO(: r;Secunty Governance — Clean Low Low Low Low
Information Technolo Information Security Governance - L L
9y Cybersecurity Risk Management Program
Information Technology quormatlon Security Governance - Key Moderate Moderate
Risk and Performance Indicators
Information Technology ::rzﬁ:;?;:t:: dssrifggu?ezvemance . Low Low
Information Technology kﬂoc?rﬁtlg?iri;nggﬂs;normg - Logging and Low
. Data Protection - Data Center Moisture
Information Technology Detection Low
Information Technology |IT Operations - Asset Tracking Low
Information Technology '\P/Ir%r:/lig):rr;g of Third-Party Service Low
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V. Conclusion

The themes emphasized in this report and supported by our observations have led us to make two recommendations for the SUS to help strengthen risk
management and control practices system-wide. We conclude our report with these recommendations as outlined in the paragraphs below.

1. Establish an Enterprise Risk Management Program for the SUS

We recommend that the BOG work collaboratively with university trustees and management to establish an enterprise risk management program for the SUS.
This recommendation addresses the following themes:

e Information Security
e Third-Party Risk Management
¢ Management Override of Controls or Collusion

Based on our experience, we noted that the establishment of an enterprise risk management (“ERM”) program may be an effective approach to addressing the
themes noted above. An effective ERM program can be a powerful tool to help the SUS maintain pace with the threats that have emerged and continue to
evolve in Higher Education. These threats pose not only financial risks, but may also impact reputation, compliance with regulatory requirements, safety, and
strategic initiatives. The paragraphs below provide specific examples of how ERM may help the SUS address the themes noted during our assessment.

Information Security

Crowe used a proprietary set of security standards which were based on well-known and utilized frameworks and best practices (e.g. NIST) throughout the
public sector, including Higher Education. We found that universities varied on the extent to which they based their information security policies and practices
on an established framework or a set of standards. Consequently, we noted a relatively high number of observations indicating gaps in information security
control best practices.

The implementation of an ERM framework would enable universities to clearly state their risk appetite and tolerances accompanied by the standards they wish
to be measured against. This statement could be evaluated by the BOG or other designated body to determine its reasonableness and alignment with an
overall SUS risk appetite for information security.

Once an agreed-upon standard has been established, the relevant controls could be more easily identified and tested periodically to determine if the university
is meeting its desired security objectives and maintaining an acceptable level of risk.

Third-Party Risk Management

The observations pertaining to third-party risk management were partially focused on the need to document policies and procedures, but more importantly on
the absence of clearly defined roles and responsibilities for overseeing vendor setup and maintenance as well as data protection when vendors are granted
access to sensitive or personally identifiable information.
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From a data protection perspective, this area is related to the information security observations; however, this is not solely an “IT issue”. There are many
employees across each university who are involved in some aspect of third-party risk management ranging from the individuals who manage a contract, to
those who add or update vendor information, and those who approve access to systems.

An ERM approach may be effective here because there must be a risk response, or action plan, associated with the identified risk. A key component of any
action plan is an assigned risk owner and specific roles, responsibilities, and tasks that must be taken to address or “respond” to that risk. In this case, the risk
response and action plan would identify the owner(s) of each risk and associated tasks ranging from contract management to procurement to user access

management. Again, the existence of the plan would enable a clear line of measurement against which to evaluate the university’s performance in this area.

Management Override of Controls or Collusion
While we did not identify any occurrences of management override of controls or employee collusion to bypass controls, this risk always remains relatively high
from an inherent perspective due to the potential impact these could cause. This risk is further increased when an entity is facing budgetary constraints. In
this case, an ERM framework can be an effective tool to consolidate existing statements, bylaws, regulations, and policies (e.g. mission, values, code of
ethics) into an actionable mechanism. Additionally, risk appetite statements for an organization typically reference these components to clarify the entity’s
position on what actions it is willing to take, and what actions it is not willing to take in pursuit of its mission and objectives. Specific examples such as
inappropriate use of designated funds can be added to a risk appetite statement for clarity.

While there are many established frameworks, such as the model established by the Committee of Sponsoring Organizations of the Treadway Commission
(COS0), to establish an ERM program, it is considered a best practice to develop a tailored program that fits the organization’s unique culture, structure, and
environment. We see an opportunity to develop a sustainable ERM program across the SUS, which could be established from the top-down and embedded
into the decision-making practices at the BOG level, the university Board of Trustee levels, and into the management structure. There are many benefits that a
sustainable ERM program could provide to the SUS, including:

¢ Improvement to decision-making and deployment of resources based on an established risk appetite and prioritized risk rankings.
e Integration of risk assessments with strategy, objective setting, and performance.

e Encouragement of open communication about significant risks and reduction of gaps and inconsistencies with the management of process level
objectives.

¢ Enhancement of knowledge management and information sharing.

¢ Benchmarking and collaboration with other mature universities and similar organizations with an established risk management structure.
¢ Introduction of a collaborative approach to identifying and addressing the top SUS priorities from a risk-based perspective.

e Creation of a common language for communicating and reporting on risk and risk management activities.

Establishing a sustainable ERM framework and program requires a significant investment of time and resources; however, the benefits fit the issues that we
have encountered during the course of our assessment.

© 2020 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than this specified party.

174



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
Internal Control and Business Process Assessment
Summary Report
December 2019
12

2. Clarification of BOG Regulations
Throughout the course of our assessment we noted that, given the number and complexity of the active BOG regulations, even university employees who are
highly knowledgeable expressed confusion and had come to varying conclusions on how to interpret the appropriate use of E&G funds. We completed an
analysis of the active regulations at the time of our review in an attempt to recommend potential solutions to the varying interpretations and confusion.

After a search of the State University System of Florida Board of Governors Active Regulations, we found that E&G spending rules are outlined within BOG
9.007. State University Operating Budgets. Subsections 3(a)1-8 outline eligible uses of and reporting on E&G funds as summarized below.

e E&G operating activities such as, but not limited to general instruction, research, public service, plant operations and maintenance, furniture, fixtures,
and equipment, student services, libraries, administrative support, and other enroliment-related and stand-alone operations of the universities.
Non-recurring expenditures. This is not defined further within the regulation.

e Carryforward expenditures included in the university’s E&G Carryforward Spending Plan, some of which include capital outlay project expenditures as
defined under BOG 14.0025. Action Required Prior to Fixed Capital Qutlay Budget Request.

We have outlined several suggestions on areas where the active regulations may be clarified to guide the interpretation of how these funds may be spent.

e Provide a Comprehensive List of E&G Operating Activities. Section 9.007.3(a)1 provides a list of eligible uses of E&G funds; however, it qualifies
the list with the phrase, “but not limited to”, which implies that there are other eligible uses for E&G funds not stated in the active regulations. Providing
a comprehensive list of eligible E&G fund uses may help alleviate confusion or varying interpretations of this regulation.

e Clearly State E&G Cannot Be Used for Capital Projects. If the BOG wants to designate E&G funds as ineligible for use on capital projects, the
wording could be improved by adding an additional point that very clearly states E&G is not to be used for capital projects and remove all references
that may indicate otherwise. For example, BOG 9.007.3(a)4 allows some exceptions to the rule; however, these exceptions may contribute to the
universities’ varying interpretations.

e Clearly Define Capital Thresholds for Renovation. A gray area exists related to the use of E&G funds for plant operations and maintenance.
Specifically, at what point does building renovation turn into a capital project? Some sort of threshold would be useful to define this. Following is an
example from another university:

“Structural remodeling/renovation and additions are capitalized when they enhance the use of or extend the life of the building beyond its original
estimated useful life, and the total cost equals or exceeds $100,000 or 20% of the building’s cost, whichever is less.”

e Clearly Define Plant Operations and Maintenance.

In addition, more clarity around what is included in plant operations and maintenance would narrow its interpretation. Adding it to the Definitions
Section 9.001 would be of benefit. The Integrated Postsecondary Education Data System definition may help in this regard. Itis:

“Operation and maintenance of plant (O&M): An expense category that includes expenses for operations established to provide service and
maintenance related to campus grounds and facilities used for educational and general purposes. Specific expenses include: janitorial and utility
services; repairs and ordinary or normal alterations of buildings, furniture, and equipment; care of grounds; maintenance and operation of buildings
and other plant facilities; security; earthquake and disaster preparedness; safety; hazardous waste disposal; property, liability, and all other insurance
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relating to property; space and capital leasing; facility planning and management; and central receiving. This expense does include amounts charged
to auxiliary enterprises, hospitals, and independent operations. Also includes information technology expenses related to operation and maintenance
of plant activities if the institution separately budgets and expenses information technology resources (otherwise these expenses are included in
institutional support).”

e Establish a Discussion Forum

Establishing an open forum for university management, trustee members, and BOG members to share questions and interpretations on active or
proposed regulations may be an effective tool for identifying and prioritization regulatory issues for clarification. It may also help enhance the frequency
of communications SUS-wide helping to resolve potential problems before they occur.

This concludes our report. We thank the Board of Governors, the various University Board of Trustee members, and the many members of university
management who have given this opportunity and assisted us throughout this engagement.
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the Florida Agricultural and Mechanical University (FAMU) in this report. We used our risk rating methodology
to evaluate and score sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps
or weaknesses noted during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities
implemented to mitigate that risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our procedures precludes us from issuing an opinion on FAMU’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in FAMU’s control structure.

We concluded that eight of the twelve risk categories we evaluated had a minor residual risk rating, and four categories had a low residual risk rating. We also
found several opportunities for FAMU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and FAMU management’s responses can be found in the Observations and Recommendations section of this report.
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FAMU Observations Summary

1. Data Protection — Employee Security Awareness Training. FAMU does not provide reoccurring
Information Technology | security awareness training to its employees. This increases the risk that employees may not understand Low
how to identify and respond to emerging and evolving security threats (e.g. phishing scams).

2. Information Security Governance — Policies and Procedures. FAMU has not documented information
) security policies and procedures for the sections pertaining to: 1) Malicious Code Detection and Integrity, 2)
Information Technology Physical Security, 3) Risk Management, 4) Patch Management and 5) Configuration Management. This Low
increases the risk that tasks will be performed inconsistently.

3. Data Protection — Employee Removable Media. FAMU has not implemented technology controls to
manage employees’ and contractors’ use of removable media, (i.e. USB drives). This increases the risk of
unauthorized disclosure of confidential, personally identifiable, or other sensitive information through loss or
misuse of the storage media.

Information Technology Low

© 2019 Crowe LLP www.crowe.com

This report is furnished solely for the information and use of Florida Agricultural and Mechanical University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these
specified parties or entities.

180



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
Florida Agricultural and Mechanical University (FAMU) Internal Management and Accounting Control and Business Process Assessment
December 2019

II. Assessment Overview

The Board of Governors (the “Board” or “BOG") of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
reviewed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of FAMU. As part of our assessment, we obtained an understanding of BOG regulations, university policies,
procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of FAMU management. Based on
this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
FAMU's control structure.

Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique
components that would not be fully represented by the control effectiveness or residual risk rating. Therefore, we developed an observation and recommendation
for controls rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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S

We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed eight categories to have a minor level of
residual risk and four categories to have a low level of residual risk. FAMU's three highest categories of residual risk were Financial Reporting & Operations, Cash
Management, and Governance. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: FAMU Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering the internal controls. The control mitigation score
represents our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control
structure was adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual
risks below our threshold for reportable observations.

Exhibit 2: FAMU Inherent vs. Residual Risk with Control Rating

Accounts Payable 3.000 0.300
Budgeting 0.260
Capital Asset Management 0.222
Cash Management 3333 0.300
Financial Reporting & Operations 3.083 0.200
Governance 0.300
Grant Mgmt 0.300
Information Technology 0.300
Investments Management 0.300
Payroll 0.300
Procurement 3214 0.300
Revenue 0.300
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Conclusion

Overall, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater). However, our risk and
control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these observations, our
recommendations on how FAMU could address these observations, and FAMU management’s responses to our recommendations have been provided in the
Observations and Recommendations section of this report.

We believe that FAMU would benefit from several low-cost, high-value enhancements such as automating controls over fund transfers and integrating the asset
inventory and accounting function with maintenance and disposal. Additionally, the university could strengthen its control structure over Information Technology
risks with several process and procedural enhancements as well as additional security best practices training for employees.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at FAMU, and to provide observations and recommendations to the FAMU Board of Trustees, FAMU
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at FAMU:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of FAMU have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated FAMU'’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with FAMU management the factual basis for our observations and recommendations. Management’s written responses are included
for each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded three (3) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Information Technology | 1. Data Protection — Employee Security Awareness Training Low
Information Technology | 2. Information Security — Policies and Procedures Low
Information Technology | 3. Data Protection — Employee Removable Media Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Data Protection — Employee Security Awareness Training Information Technology Low

Condition: Although FAMU provides security training to new users upon hire and has held security awareness training events, annual or frequent employee
security awareness training is not required.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AT-3 as the criteria upon which to evaluate these controls.
Root Cause: FAMU has not prioritized resources to provide annual security training to all employees.

Implication: If users are not provided with periodic training, at hire and annually, they may not be prepared to identify emerging threats and tactics and exposes the
organization to an increased risk of a breach.

Recommendation: FAMU should provide annual security awareness training to users. This training should be updated at least annually to cover current
cybersecurity risks and threats. Users should be required to sign an acknowledgement of this training and these acknowledgements should be tracked. In the
absence of a robust Learning Management System, universities may consider the use of readily available mobile applications that can be used to track attendance
at training events.

Management Response:

AGREE: FAMU can enhance its Employee Security Awareness Training by enforcing an annual requirement. Efforts taken to date include FAMU Information
Technology Services (ITS) contracting with a firm to make a training platform available and initiating training in October of 2017. Since this was the initial
awareness training ITS extended it to October of 2018. At the conclusion of that training FAMU initiated a contract with a new vendor at the beginning of 2019 and
began training efforts in July 2019. ITS has continually provided Cybersecurity info-graphic materials to the user community as well as cyber threat intelligence to
key members of administration (Provost, VPs, Deans, etc.). FAMU Board of Trustees Policy Number 2008-01a entitled Enterprise Information Systems Security
and Controls was established on March 20, 2008. This Policy speaks to the role of the Chief Information Security Officer (CISO) in providing adequate Security
Awareness Training for University employees and students. FAMU’s CISO provides security awareness training during our annual management seminars and the
Faculty Senate meetings. The CISO also sends out security awareness information over FAMUINFO to all employees, students, and alumni. The enhanced
Employee Security Awareness Training is planned for implementation in March 2020.
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Observation 2 Process Area Priority Rating

Data Protection — Employee Removable Media Information Technology Low

Condition: Although FAMU has documented an administrative policy to require encryption for removable media (i.e., USB drive), their use is not managed.
Furthermore, technical controls have not been implemented to restrict access and provide data protections, such as encryption and device authentication outside
of the PCl and NIST 800.171 environments.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate
these controls.

Root Cause: FAMU has not prioritized resources to address the risk of employees using removable media.

Implication: Without restrictions on personnel’s’ use of removable storage media through device encryption, there is the risk of unauthorized disclosure of
confidential, personally identifiable, or other sensitive information through the loss or misuse of the storage media.

Recommendation: FAMU personnel should only use encrypted devices and their use should be restricted (for both read and write capabilities) to only authorized
individuals who have a legitimate business need based on the risk of data and systems. Removable media should also be centrally managed, and only company
devices should be used, where possible and appropriate. To account for all files that may be considered sensitive, technical controls should be implemented to force
removable media encryption and reduce the risk of sensitive files being lost can be reduced.

Removable media encryption solutions are listed below:

DiskCryptor https://diskcryptor.net/wiki/Main_Page

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/
PGP Disk http://www.symantec.com/encryption/

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm
Kakasoft USB Security http://www.kakasoft.com/usb-security/

Iron Key (Encrypted USB) http://www.ironkey.com/en-US/

Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article
provides a walkthrough on how this can be accomplished:

e https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx
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Management Response:

We agree that FAMU has not implemented technology controls to manage employee’s and contractors’ use of removable media. FAMU will evaluate further the
costs and benefits of implementing technology controls and/or policy related to the usage of removable media. This is planned for implementation by May 2020.
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Observation 3 Process Area Priority Rating

Information Security — Policies and Procedures Information Technology Low

Condition: Several policies and procedures have not been documented to reflect the current security configurations and industry standards. The following policies
and procedures have not been documented:

e Malicious Code Detection and Integrity — The organization does not maintain a documented malicious code detection and integrity program that
includes the organization's requirements for endpoint and network level protection.

e Physical Security — The organization does not maintain a documented physical security program which includes standards for physical security
surrounding IT assets such as the datacenter and networking closets.

¢ Risk Management — The organization does not maintain a documented risk management program which includes identification and evaluation of risks,
threats, and vulnerabilities.

e Patch Management — The organization does not maintain a documented patch management program that defines requirements for patch documentation,
approvals, patch installation frequency, testing, exceptions, emergency and critical patch processes.

e Configuration Management — The organization does not maintain a documented configuration management program that includes the organization's
requirements and standards around configuration management activities.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PM-1 as the criteria upon which to evaluate these controls.
Root Cause: FAMU has not prioritized resources to address this issue.

Implication: Lack of policies and procedures may result in potential conflicts when performing tasks due to inconsistent and/or lack of documentation. If an
individual is unable to perform his or her duties, a formalized and up-to-date procedure will provide guidance for another individual to complete the necessary task.

Recommendation: FAMU should develop the missing program areas and should include, but not limited to, the purpose, scope, roles and responsibilities, policy
standards, violations, approval and ownership, and references (if applicable). Once the policy has been defined with approved security standards, Management
should document procedures to verify the enforcement of the documented standards. At a minimum, Management should perform a yearly review, update, and
approval of the program and if applicable, procedures to reflect the current industry security standards and practices.
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Management Response:

We agree that FAMU does not currently have documented information security policies and procedures related to the above areas. Management will work to
establish the appropriate policies and procedures to govern malicious code detection and integrity, physical security, risk management, patch management, and
configuration management. This is planned for implementation by May 2020.
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VI. Appendix - List of Interviewees at FAMU

The following individuals were interviewed during our onsite visit to FAMU the week of June 24, 2019. The name, title, and interview subject are included below for
reference.

1. Accounts Payable and Procurement:

a. Keisha Franklin, University Controller

b. Terrica Coleman, Accounting, Payment Distribution Services, & Travel

c. D’Andrea Cotton, Associate Controller for Student Financial Services

d. Mattie Hood, Assistant Controller for Disbursements & Warrant Distribution
Budgeting and Financial Management: Nichole Reese, Assistant Budget Director
Capital Asset Management: Jahan Momen, Assistant Controller for Asset Management Accounting
Cash Management: Keisha Franklin, University Controller
Grants Management: Pamela Blount, Director of Contracts & Grants
Student Billing: Keisha Franklin, University Controller
Payroll: Joyce Ingram, Chief Human Resources and Diversity Officer

Audit and Compliance: Rica Calhoun, Compliance Officer

© © N o gk~ D

Information Technology: Ronald Henry Il, Associate Vice President and Chief Information Officer
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of Florida Atlantic University (FAU) in this report. We used our risk rating methodology to evaluate and score
sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted
during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk.
An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on FAU'’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in FAU'’s control structure.

We concluded that seven of the twelve risk categories we evaluated had a minor residual risk rating, and five categories had a low residual risk rating. We also
found several opportunities for FAU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and FAU management’s responses can be found in the Observations and Recommendations section of this report.
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FAU Observations Summary

1. Information Security Governance - Key Risk and Performance Indicators. FAU has not formally
Information Technology defined a process to measure the effectiveness of the Information Security Program. Additionally, the Moderate
effectiveness of the program is not reported to the Compliance group.

2. Data Protection — Employee Removable Media. FAU has not implemented technology controls to
manage employees’ and contractors’ use of removable media, (i.e. USB drives). This increases the risk of
unauthorized disclosure of confidential, personally identifiable, or other sensitive information through loss or
misuse of the storage media.

Information Technology Low

3. Data Protection - Mobile Device Management Program. FAU has not documented a Mobile Device
Management policy for employees and contractors which details requirements for mobile device security. This
increases the risk that sensitive FIU information may be compromised if a malicious actor gains access to the
phone or other mobile device.

Information Technology Low

4. Physical Security - Clean Desk Policy. FAU does not have a university-wide “clean desk” policy. This

increases the risk that sensitive information may be viewed or accessed by unauthorized parties. Lo

Information Technology

5. Logging and Monitoring - Logging and Monitoring Policy. Although FAU maintains a centralized log
Information Technology and performs regular log reviews, a formalized program has not been documented around logging and Low
monitoring to ensure consistent standards are applied.

6. IT Operations - Asset Tracking. FAU has not compiled a complete listing of all IT assets held by the

s Low
organization.

Information Technology

7. Employee Management — Employee Security Awareness Training. FAU does not provide reoccurring
Information Technology security awareness training to its employees. This increases the risk that employees may not understand how Low
to identify and respond to emerging and evolving security threats (e.g. phishing scams).
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
reviewed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of Florida Atlantic University (FAU). As part of our assessment, we obtained an understanding of BOG
regulations, university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of
FAU management. Based on this information, we developed a risk and control assessment, summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrolliment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
FAU'’s control structure.

Residual Risk Assessment

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs
Improvement” or “Inadequate” in order to provide additional insight into that specific matter.

We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
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consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed seven categories to have a minor level of
residual risk and five categories to have a low level of residual risk. FAU's three highest categories of residual risk were Cash Management, Information
Technology, and Procurement. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: FAU Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but use a different visualization to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our
threshold for reportable observations.

Exhibit 2: FAU Inherent vs. Residual Risk with Control Rating

Accounts Payable

Budgeting Yes
Capital Asset Management Yes
Cash Management Yes
Financial Reporting & Operations Yes
Governance Yes
Grant Mgmt Yes
Information Technology Yes
Investments Management Yes
Payroll Yes
Procurement Yes
Revenue Yes
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these
observations, our recommendations on how FAU could address these observations, and FAU management’s responses to our recommendations have been
provided in the Observations and Recommendations section of this report.

We also noted that the university would likely benefit from an enhanced focus in the Information Technology risk category. While we have addressed specific risks
in our observations and recommendations, this is an area in which FAU could benefit from a more holistic approach to risk management. A strong risk
management framework is critical to maintain pace with the threats that have emerged alongside technological advances. These threats pose not only financial
risks, but may also impact reputation, safety, and strategic initiatives. FAU should consider strengthening their risk management practices through a more formal,
systematic approach to provide an added level of assurance to its Board of Trustees and to the Board of Governors that the university has taken reasonable
measures to manage the risks it faces in the course of pursuing its mission.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at FAU, and to provide observations and recommendations to the FAU Board of Trustees, FAU
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at FAU:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate. The procedures we completed
during our assessment of FAU have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated FAU'’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with FAU management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.

© 2019 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of Florida Atlantic University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or entities.

205



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
Florida Atlantic University (FAU) Internal Management and Accounting Control and Business Process Assessment
November 2019
10

V. Observations and Recommendations

Our procedures yielded seven (7) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Information Technology 1. Information Security Governance - Key Risk and Performance Indicators Moderate
Information Technology 2. Data Protection — Employee Removable Media Low
Information Technology 3. Data Protection — Employee Mobile Device Management Policy Low
Information Technology 4. Physical Security - Clean Desk Policy Low
Information Technology 5. Logging and Monitoring - Logging and Monitoring Policy Low
Information Technology 6. IT Operations - Asset Tracking Low
Information Technology 7. Employee Management — Employee Security Awareness Training Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Information Security Governance - Key Risk and Performance Indicators Information Technology Moderate

Condition: Although the organization does report key risk / performance indicators within the compliance report, the metric included within the report does not
indicate an acceptable level of risk tolerance and the actions required to be taken to measure the effectiveness of their information security program.

Criteria: We relied in part on the National Institute of Standards and Technology SP 800-53 r5 (NIST) PM-6 as the criteria upon which to evaluate these controls.
Root Cause: FAU has not yet prioritized resources to complete the development of information security program metrics.

Implication: If the Compliance group is not aware of the effectiveness of the Information Security Program, the organization cannot effectively identify and mitigate
its risk.

Recommendation: FAU should identify key performance indicators such as number of incidents, incident response times, results of risk and technical security
assessments, etc. These metrics should be performed to the Compliance group on a regular basis (quarterly or annually). These metrics should be compared to
past metrics to determine the overall status of the program and if any changes are necessary.

Management Response:

FAU disagrees with this finding. The finding indicates that FAU was evaluated against NIST 800-53 which is a standard developed by the Federal government and
is stated directly in the standard that it is only applicable to systems operated by the Federal government. Furthermore, the revision used to assess FAU is still in a
draft form and has not yet been finalized. The current non-draft version of NIST 800-53 (Revision 4) states the following in section 1.1: “1.1 PURPOSE AND
APPLICABILITY The purpose of this publication is to provide guidelines for selecting and specifying security controls for organizations and information systems
supporting the executive agencies of the federal government to meet the requirements of FIPS Publication 200, Minimum Security Requirements for Federal
Information and Information Systems. ” REF: NIST800-53r4 available at: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf This is
similarly worded in the draft version of NIST 800-53 Revision 5 (DRAFT) under the same section with the following wording: “1.1 PURPOSE AND
APPLICABILITY This publication establishes controls for federal information systems and organizations. The use of these controls is mandatory, in accordance
with the provisions of the Federal Information Security Modernization Act (FISMA), which require the development and maintenance of minimum controls to protect
federal information and information systems. “REF: NIST 800-53r5 (DRAFT) which is available at: https://csrc.nist.gov/csrc/media/publications/sp/800-53/rev-
5/draft/documents/sp800-53r5-draft.pdf A similar standard, NIST 800-171 may be used to assess FAU on certain requirements as NIST 800-171 is applicable to
the protection of sensitive data provided by the Federal government and can be applied to any organization. This is the closest equivalent for systems not directly
operated by the Federal government. NIST 800-171 would generally not be applicable to the entire institution as a hard requirement, it is a good standard to apply
to an information security program on certain requirements. NIST 800-171 does not list the requirement or recommendation we are being assessed on. However,
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FAU does maintain and report metrics and KPlIs for tracking certain indicators of effort and performance from the Information Security program above and beyond
what would be required in NIST 800-171.

Crowe Comment:

Although the NIST 800.53 criteria was utilized as one of the authoritative sources, our assessment is built upon a variety of industry excepted standards including
ISO, NIST, FFIEC, etc. The controls assessed during this review considered these standards; however, were derived from Crowe subject matter experts and
industry experience. Although the University may not be required to adhere to the NIST standard, based on our experience and the requirements within multiple
security standards we concluded that a risk is present based on the review of information provided.
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Observation 2 Process Area Priority Rating

Data Protection — Employee Removable Media Information Technology Low

Condition: Although FAU has implemented a process to request an encrypted removable media (i.e., USB drive) their use is not managed. Furthermore, technical
controls have not been implemented to protect the access and provide data protection, such as encryption and device authentication.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate
these controls.

Root Cause: FAU has not prioritized resources to address the risk of employees using removable media.

Implication: Without restrictions and the protection of data, confidentiality, on the use of removable storage media through device encryption, there is the risk of
unauthorized disclosure of business and customer information through the loss or misuse of the storage media.

Recommendation: To ensure the confidentiality and integrity of electronic data stored on a removable media, FAU personnel should only use encrypted devices
and their use should be restricted (for both read and write capabilities) to only authorized individuals who have a legitimate business need. Removable media should
also be centrally managed, and only company devices should be used, where possible and appropriate. To account for all files that may be considered sensitive,
technical controls should be implemented to force removable media encryption and reduce the risk of sensitive files being lost can be reduced. Removable media
encryption solutions are listed below:

DiskCryptor https://diskcryptor.net/wiki/Main_Page

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/
PGP Disk http://www.symantec.com/encryption/

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm
Kakasoft USB Security http://www.kakasoft.com/usb-security/

Iron Key (Encrypted USB) http://www.ironkey.com/en-US/

Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article
provides a walkthrough on how this can be accomplished:

e https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx
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Management Response:

FAU partially agrees with this finding. FAU has the toolsets available and deployed in areas with sensitive data; however, in many cases the removable media
functionality is not deployed. The reason for this is many employees serve dual roles as employees and instructors in the classroom. However, FAU is working on
solutions over the next year that will allow for securing these devices without impacting the ability to deliver instruction.

Planned for implementation by December 2020.
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Observation 3 Process Area Priority Rating

Data Protection — Employee Mobile Device Management Policy Information Technology Low

Condition: FAU has not formally documented a Mobile Device Management policy, which details requirements for the security of mobile devices, specifically
phones as FAU users access their FAU email with their personal phones.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AC-19 as the criteria upon which to evaluate these controls.
Root Cause: FAU has not prioritized formally documenting a Mobile Device Management policy.

Implication: Users who use FAU email on their phones without adequate protections, are at risk of compromising FAU information if an attacker gains access to
the phone or other mobile device, both physically and remotely.

Recommendation: To ensure the confidentiality and integrity of electronic data stored on mobile devices, FAU should develop a policy to inform users of the
required security controls to use FAU email on their personal phones. This should include, but not be limited to, full disk encryption, a secure PIN, and a lockout

policy.

Management Response:

FAU partially agrees with this finding. The criteria mentioned, NIST 800-53 recommendations for Federally operated systems which are not present at FAU.
Applying NIST 800-171 recommendations which cover non-Federally operated systems to FAU recommends that the University controls connections of mobile
devices. FAU accomplishes this through many means, including treating wireless network connections as untrusted communications. Mobile devices owned by

university or brought to the university in a BYOD fashion do not gain elevated access to university resources. Users are required to connect via applicable secure
channels such as VPN to access internal university resources.

FAU does have a specific mobile device management policy for our HIPAA covered components and the technology is deployed there. For the remaining
population FAU has mitigating controls such as the one described above. Additional examples of these controls include; DLP (Data Loss Protection), and controls
in financial systems for sensitive data for remote workers. Because email is a public record at State Universities the confidentially of email conversations is not as
high of a priority for protection via Mobile Device Management technologies.

No additional actions planned.
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Observation 4 Process Area Priority Rating

Physical Security - Clean Desk Policy Information Technology Low

Condition: Although some departments have clean desk programs, FAU has not created an enterprise wide clean desk program to enforce the standards across
the organization.

Criteria: We relied on the ISO 27001 A11.2.9 as the criteria upon which to evaluate these controls.
Root Cause: FAU has not yet prioritized resources to develop a university-wide clean desk policy.
Implication: Lack of a clean desk program can result in users leaving sensitive information where it can be viewed or stolen by unauthorized parties.

Recommendation: FAU should develop a policy to address how physical artifacts deemed sensitive in nature located around an employee's workspace need to
be securely stored at the end of each day, or when the employee is away from their desk. The policy should be inclusive of all items that relate to private customer
information, passwords, transaction records, private employee information, etc. Suggested requirements include, but are not limited to:

e Locking screens when employees leave their workstation

¢ Not writing down passwords

e Locking sensitive paper documents when not physically present

e Storing electronic information in designated areas (i.e. not on the local disk)

This policy should be implemented across all departments at FAU. IT should implement a process to periodically perform an inspection of workstation areas to
verify departments are compliant with the policy.

Management Response:

FAU agrees with this finding. However, a clean desk policy is not a part of the Information Technology process area as indicated. A Clean Desk policy falls within
general department operations. FAU has drafted a clean desk policy for consideration over the next year by University Executive Leadership.

Planned for implementation by December 2020.

© 2019 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of Florida Atlantic University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or entities.

212



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
Florida Atlantic University (FAU) Internal Management and Accounting Control and Business Process Assessment
November 2019
17

Observation 5 Process Area Priority Rating

Logging and Monitoring - Logging and Monitoring Policy Information Technology Low

Condition: Although FAU does have centralized log managed and performs regular reviews of logs, a formalized program has not been documented around
logging and monitoring to ensure consistent standards are applied.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AU-1 as the criteria upon which to evaluate these controls.
Root Cause: FAU has not yet prioritized resources to develop a formalized logging and monitoring policy.

Implication: Security incidents may go undetected and may not be stopped or prevented from causing damage to the company's computer systems, network,
data, or business.

Recommendation: FAU should document a formal logging and monitoring program. This program should document the organization's logging and monitoring
requirements. Suggested requirements include but are not limited to:

System types to be logged
Procedures for log review
Alerting thresholds

Log retention requirements
Personnel to be alerted.

Management Response:

FAU Partially Agrees with this finding. NIST 800-53 is not applicable to the University as that standard specifically details recommendations for Federally operated
systems which are not present at FAU. In addition, the version of NIST 800-53 cited is not finalized and is still in a draft form for seeking comments.

Applying NIST 800-171 to FAU, which is the standard recommendations for non-Federal systems, FAU is currently performing the activities recommended in
section 3.3 which includes review and updating of logged events, supporting report generation to support on-demand analysis and reporting, providing systems to
synchronize system times, retention of audit logs, and ensuring accountability for individual users.

Though we perform the activities, we do not have a formal policy governing them. FAU will create the policy and implement in the next 3 months.

Planned for implementation by February 2020.
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Observation 6 Process Area Priority Rating

IT Operations - Asset Tracking Information Technology Low

Condition: FAU has not compiled a complete listing of all IT assets held by the organization.
Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PM-5 as the criteria upon which to evaluate these controls
Root Cause: FAU has not prioritized the resources to compile an IT asset listing.

Implication: Without a fully centralized asset management solution, it is difficult to track the status of organization IT assets, creating a risk of sensitive data and
equipment falling into unauthorized hands. Further, many IT security operations functions rely on an accurate asset inventory such as patch management,
vulnerability management, replacement of unsupported systems, and processing of terminated employees.

Recommendation: FAU should establish an asset life cycle management process to manage the purchase, use, and decommissioning of assets, such as servers
and workstations. The IT asset lifecycle is the sequence of stages that an organization's information technology asset goes through during the time span of its
ownership. An IT asset is any company-owned information, software or hardware that is used in the course of business.

The stages of an IT asset's life-cycle are planning, procurement, deployment, usage, upgrade, decommission, disposition and salvage. IT asset management must
incorporate effective procedures for each stage to promote the most effective use and maintenance of assets throughout the lifecycle and ensure their proper
upgrading, replacement and disposal.

The three major stages are:

1. Acquisition — this begins the life-cycle of the asset. Once the asset is designed, procured, and installed according to specifications, it is placed in the RPI
(Real Property Inventory). Here, it is tracked through its useful life.
2. Useful life — this stage encompasses the vast majority of the life-cycle. All operations and maintenance (O&M) activities are performed and tracked during
the useful life stage in the life-cycle. When the asset has reached the end of its useful life, it is disposed.
3. Disposal — at the end of the asset's useful life, it is removed from service and sold, re-purposed, thrown away, or recycled. If there is still an operational
need for the disposed asset's purpose, the life-cycle begins again with acquisition of a replacement.
Once a comprehensive asset lifecycle process has been established, a thorough review should be conducted for all assets in use by the organization. While
conducting the review, all devices connected to the internal network should be logged including virtual servers, networking devices, and all software in use by the
organization. These assets should be imported into the ServiceNow tool after the review is finished.

Management Response:

FAU agrees with this finding. FAU will develop a plan over this fiscal year to implement the tracking of IT assets and control avenues of procurement.
Planned for implementation by July 2020.
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Observation 7 Process Area Priority Rating

Employee Management — Employee Security Awareness Training Information Technology Low

Condition: Although FAU provides training upon hire and does provide ongoing security awareness activities, annual training is not currently required.
Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AT-3 as the criteria upon which to evaluate these controls.
Root Cause: FAU has not prioritized resources to provide annual security training to all employees.

Implication: Cybersecurity is a constantly changing landscape of risks and threats. If users are not provided with continuous training, they may not be prepared to
identify newer threats and tactics and can expose the organization to risk.

Recommendation: FAU should develop a program to provide annual training to users. This training should be updated at least annually to cover current and
emerging cybersecurity risks and threats. Users should be required to sign an acknowledgement of this training and these acknowledgements should be tracked to
ensure compliance.

Management Response:
FAU agrees with this finding. FAU is working to implement focused refresher training for all employees annually. We expect implementation in 3 to 6 months.
Planned for implementation by June 2020.
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VI. Appendix - List of Interviewees at FAU
The following individuals were interviewed during our onsite visit to FAU the week of August 26, 2019. The name, title, and interview subject are included below.

1. Accounts Payable & Procurement:
a. Jessica Cohen, University Controller
b. Aaron Tramp, Assistant Director of Procurement
c. Ed Schiff, Associate Director of Procurement
2. Budget and Financial Reporting:
a. Stacey Bell, Associate Vice President for Finance, Planning and Analysis
b. Jessica Cohen, University Controller
c. Amy Cavasos, Director of Finance and Human Resource Information Systems
3. Capital Asset Management:
a. Jessica Cohen, University Controller
b. Stacy Volnick, Vice President for Administrative Affairs
c. Azita Dashtaki, Associate Vice President for Facilities Management
4. Cash Management:
a. Jessica Cohen, University Controller
b. Elise Morgenstern, Associate Controller for Treasury Services and Financial Reporting
c. Diana Zaia — Associate Controller over Cash and Investment Management
5. Compliance and Ethics: Elizabeth Rubin, Chief Compliance Officer
6. Grants Management:
a. Lynn Asseff, Director of Financial Management
b. Heather Saunders, Director of Research Accounting
7. Information Technology: Jason Ball, Chief Information Officer
Payroll: Rosa Naujoks, Tax Services Director, Payroll
9. Student Billing:
a. Jessica Cohen, University Controller
b. Desi Angelova, Assistant Controller
10. Governance: FAU Board of Trustees Chair, Anthony K. G. Barbar

@
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of Florida Gulf Coast (FGCU) in this report. We used our risk rating methodology to evaluate and score sixty-two
(62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted during
our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk. An in-
depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our procedures precludes us from issuing an opinion on FGCU'’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in FGCU’s control structure.

We concluded that six of the twelve risk categories we evaluated had a minor residual risk rating, and six categories had a low residual risk rating. We also found
opportunities for FGCU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as specific
opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by this gap in
internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our recommendations to
address them, and FGCU management’s responses can be found in the Observations and Recommendations section of this report.
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FGCU Observations Summary

Risk Category

Grant Management

Description

1. Segregation of Duties - Grant Drawdown Process. When reviewing FGCU's grant drawdown process,
Crowe identified a segregation of duties issue. The office of RSP has sole custody of the grant drawdown
process, including drawing down the funds from the funding entities into the general account, transferring the
funds from the general account to the grant specific account, and performing the reconciliation.

Risk Rating

Moderate

Information Technology

2. Employee Management — Employee Security Awareness Training. Although FGCU provides annual
security awareness training, the training is not conducted for newly hired employees prior to accessing FGCU
information systems.

Low
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
reviewed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of FGCU. As part of our assessment, we obtained an understanding of BOG regulations, university policies,
procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of FGCU management. Based on
this information, we developed a risk and control assessment, summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
FGCU's control structure.

Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique
components that would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls
rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed six categories to have a minor level of residual
risk and six categories to have a low level of residual risk. FGCU's three highest categories of residual risk were Procurement, Cash Management, and Grant
Management. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: FGCU Inherent vs. Residual Risk by Category

3.429 3333

3200 13100

2.929 2875 2833

2.800 2.750 > 688
2.400 21313
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering the internal controls. The control mitigation score
represents our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control

structure was adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual
risks below our threshold for reportable observations.

Exhibit 2: FGCU Inherent vs. Residual Risk with Control Rating

Accounts Payable
Budgeting
Capital Asset Management
Cash Management
Financial Reporting & Operations
Governance
Grant Mgmt
Information Technoloay
Investments Management
Payroll
Precurement

Rewvenue
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify areas to improve risk management and control practices. Additional detail on these observations,
our recommendations on how FGCU can address these observations, and FGCU management’s responses to our recommendations have been provided in the
Observations and Recommendations section of this report.

We believe that FGCU would benefit from improved segregation of duties within the grant drawdown process, as errors in this process could damage FGCU
financially, reputationally, and also result in non-compliance with grant agreements. In addition, with new cyber-security and technology threats emerging every
day, it is critical that FGCU require information security training upon hire, so new users of the FGCU systems are aware of all potential risks. We believe that
making these changes will provide an added level of assurance to its Board of Trustees and to the Board of Governors that the university has taken reasonable
measures to manage the risks it faces in the course of pursuing its mission.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at FGCU, and to provide observations and recommendations to the FGCU Board of Trustees, FGCU
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at FGCU:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of FGCU have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated FGCU'’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with FGCU management the factual basis for our observations and recommendations. Management’s written responses are included
for each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded two (2) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Grant Management 1. Segregation of Duties - Grant Drawdown Process Moderate
Information Technology 2. Employee Management - Employee Security Awareness Training Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Segregation of Duties - Grant Drawdown Process Grant Management Moderate

Condition: When reviewing FGCU's grant drawdown process, Crowe identified a segregation of duties issue. The Office of Research and Sponsored Programs
(ORSP) has sole custody of the grant drawdown process, including drawing down the funds from the funding entities into the general account, transferring the
funds from the general account to the grant specific account, and performing the grant fund reconciliation.

Criteria: It is best practice to have more than one person complete a key process as an internal control to prevent fraud and error.
Root Cause: The condition was due to a relatively limited number of personnel in the ORSP among which to delegate tasks.

Implication: By segregating the steps of the grant drawdown process and having the Controller’s office execute the drawdown, this will help mitigate fraud and
ensure there is oversight and review to catch errors.

Recommendation: Crowe recommends that the drawing down of funds be performed by the Controller’s office, while the transferring of the funds and the
reconciliation of the grant drawdowns remains in the custody of the ORSP.
Management Response:

We concur with the observation and beginning November 1, 2019, the Bursar’s Office, which is part of the Controller’s Office, will draw down the funds from the
funding entities and record the funds in the grant specific account.

Planned for Implementation by November 2019.
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Observation 2 Process Area Priority Rating

Employee Management - Employee Security Awareness Training Information Technology Low

Condition: Although FGCU provides annual security awareness training, the training is not conducted for newly hired employees prior to granting them access to
FGCU information systems.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AT-3 as the criteria upon which to evaluate these controls.
Root Cause: FGCU has not prioritized resources to provide security training to new employees as part of the on-boarding process.

Implication: If users are not trained prior to working within FGCU systems, they may not be prepared to identify emerging threats and tactics. This may expose
the university to an increased risk of a breach.

Recommendation: FGCU should require all newly hired employees complete a security training, prior to accessing any FGCU system. This training should be
updated at least annually to cover current cybersecurity risks and threats. Users should be required to sign an acknowledgement of this training and these
acknowledgements should be tracked.

Management Response:

We concur with the observation and beginning January 1, 2020, new employees will receive employee security awareness training as part of their orientation. We
will continue to provide our annual security awareness training as well.

Planned for implementation by January 2020.
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VI. Appendix - List of Interviewees at FGCU

The following individuals were interviewed during our onsite visit to FGCU the week of September 8, 2019. The name, title, and interview subject are included
below.

1. Accounts Payable & Procurement:
a. June Gutknecht — Controller
b. Maryan Egan — Director of Procurement
c. Renee Garcia — Senior Associate Controller
d. Amanda Jobes — Assistant Controller
2. Cash and Investment Management:
a. June Gutknecht — Controller
b. Renee Garcia — Senior Associate Controller
c. Amanda Jobes — Assistant Controller
3. Budget:
a. David Vazquez — AVP of Budget
b. Megan Clipse, Assistant Director of Budget
4. Financial Operations and Reporting
a. June Gutknecht — Controller
b. Dee Waigand - Associate Controller
c. Amanda Jobes — Assistant Controller
5. Capital Asset Management:
a. June Gutknecht — Controller
b. Jina Hernandez — Assistant Controller
6. Grants Management
a. June Gutknecht — Controller

b. Donna Gilmore - Director of Research and Sponsored Programs
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7. Internal Audit and Compliance
a. June Gutknecht — Controller
b. Bill Foster — Director of Internal Audit
8. Information Technology
a. Mary Banks — AVP, Business Technology Services and CIO
b. Sven Hahues — Senior Director of Infrastructure and Operations
9. Revenue:
a. June Gutknecht — Controller
b. David Vazquez — AVP of Budget
c. Mark Rusnak - University Bursar
10. Payroll
a. June Gutknecht — Controller
b. Jina Hernandez — Assistant Controller
c. Sara Wood - Payroll Manager
11. Board of Trustees

a. Dr. Ken Smith — Board of Trustees Member
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the Florida International University (FIU) in this report. We used our risk rating methodology to evaluate and
score sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses
noted during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that
risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on FIU’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in FIU’s control structure.

We concluded that seven of the twelve risk categories we evaluated had a minor residual risk rating, and five categories had a low residual risk rating. We also
found a few opportunities for FIU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as specific
opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by this gap in
internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our recommendations to
address them, and FIU management’s responses can be found in the Observations and Recommendations section of this report.
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FIU Observations Summary

1. Configuration Management — Configuration Management Program. — FIU has not documented a

Configuration Management Program, which includes documented policies and procedures for system baseline
Information Technology | and security configurations (hardening). This increases the risk of inconsistencies across network security Moderate
configurations, which may expose FIU to vulnerabilities. FIU’s current plan covers some areas (such as
network, wireless and host configuration) but is not detailed in all areas, such as authentication controls.

2. Data Protection — Employee Mobile Device Management Policy. FIU has not documented a Mobile
Device Management policy for employees and contractors which details requirements for mobile device

oo s olegy security. This increases the risk that sensitive FIU information may be compromised if a malicious actor gains Lty
access to the phone or other mobile device.
3. Information Security Governance — Cybersecurity Risk Management Program. FIU has not
implemented an IT and Cybersecurity Risk Assessment Program that defines cybersecurity risks, inherent risk
. (impact, threats, likelihood), and residual risk. FIU’s current security risk management review is limited to two
Information Technology Low

general topics of “Failure to maintain security” and “Failure to maintain confidentiality of information”. This
increases the risk that the university may not identify areas of high inherent risk and take the appropriate steps
to prioritize and implement the appropriate mitigating controls.

4. Data Protection — Data Handling and Classification Policy. FIU has not formally documented a Data
Information Technology | Handling and Classification policy to prioritize the security of systems and allocate protection resources based Low
on sensitivity.
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of the Florida International University (FIU). As part of our assessment, we obtained an understanding of BOG
regulations, university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of
FIU management. Based on this information we developed a risk and control assessment, summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enroliment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Minor 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the effectiveness of controls according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control effectiveness ratings on the results of our research, discussions with management, and the supporting documentation they provided to help
us analyze FIU’s control structure.

Residual Risk Assessment

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs
Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed seven categories to have a minor level of
residual risk and five categories to have a low level of residual risk. FIU’s three highest categories of residual risk were Information Technology, Investment
Management, and Procurement. However, based on our methodology, all risk categories were below our threshold for a reportable observation

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: FIU Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our
threshold for reportable observations.

Exhibit 2: FIU Inherent vs. Residual Risk with Control Effectiveness Score

Accounts Payable 0.300
Budgeting 0.300

Capital Asset Management 0.300
Cash Management 0.300
Financial Reporting & Operations 3.000 0.300
Governance 0.300

Grant Mgmt 0.300
Information Technology 0.175
Investments Management 0.300

Procurement 3357 0.300
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify a few areas to improve risk management and control practices. Additional detail on these
observations, our recommendations on how FIU could address these observations, and FIU management’s responses to our recommendations have been
provided in the Observations and Recommendations section of this report.

We believe that FIU would benefit from strengthening its control structure over Information Technology risks with a few policy and program enhancements. Areas
where we identified gaps included enhancing to a comprehensive baseline and security configuration program, in addition to a more thorough cybersecurity risk
management program. A policy should also be established for enterprise-wide mobile device management, as well as data handling and classification. These
policies will assist the university in prioritizing security.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at FIU, and to provide observations and recommendations to the FIU Board of Trustees, FIU leadership,
and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at FIU:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of FIU have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated FIU’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with FIU management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded four (4) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Information Technology 1. Configuration Management — Configuration Management Program Moderate
Information Technology 2. Data Protection — Employee Mobile Device Management Policy Low
Information Technology 3. Information Security Governance — Cybersecurity Risk Management Program Low
Information Technology 4. Data Protection — Data Handling and Classification Policy Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Configuration Management — Configuration Management Program Information Technology Moderate

Condition: FIU has not documented a Configuration Management Program, which includes documented policies and procedures for system baseline and security
configurations (hardening). This increases the risk of inconsistencies across network security configurations, which may expose FIU to vulnerabilities. FIU’s
current plan covers some areas (such as network, wireless and host configuration) but is not detailed in all areas, such as authentication controls.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 CM-1 as the criteria upon which to evaluate these controls.
Root Cause: FIU has not prioritized the standardization of forming a Configuration Management Program.

Implication: Information systems may not be configured with industry security standards, resulting in configuration inconsistencies across the network increasing
the risk of vulnerabilities.

Recommendation: FIU should formally document the organization's configuration requirements based on industry best practices. FIU should implemented a
process to document information system baselines standards (Operating System [OS] images or checklist) when deploying information system assets. These
baselines or checklists should be pro-actively updated for information system assets (networking devices, servers, and workstations) on a periodic basis.
Additionally, security configuration standards (hardening guides) should be referenced when developing system baselines. Information system baselines should be
updated during the following conditions:

e Operating system updates;

e Critical software updates;

¢ New software implementation; and

e New security tool implementation(s).
Security configuration standards should also be applied to all baselines. Following security configuration standards helps to mitigate risk to systems before
systems are implemented on the network.

Management Response:

Management agrees. FIU will document our configuration management requirements by December 31, 2019 and will have a configuration management policy in
place by March 31, 2020.

Planned for implementation by April 2020.

© 2019 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of Florida International University and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties.

245



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System

Florida International University (FIU) Internal Management and Accounting Control and Business Process Assessment
November 2019

12

Observation 2 Process Area Priority Rating

Data Protection — Employee Mobile Device Management Policy Information Technology Low

Condition: FIU has not formally documented a Mobile Device Management policy, which details requirements for the security of mobile devices, specifically
phones as FIU users access their FIU email with their personal phones.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AC-19 as the criteria upon which to evaluate these controls.
Root Cause: FIU has not prioritized formally documenting a Mobile Device Management policy.

Implication: Users who use FIU email on their phones without adequate protections, are at risk of compromising FIU information if an attacker gains access to the
phone or other mobile device, both physically and remotely.

Recommendation: To ensure the confidentiality and integrity of electronic data stored on mobile devices, FIU should develop a policy to inform users of the
required security controls to use FIU email on their personal phones. This should include, but not limited to, full disk encryption, a secure PIN, and a lockout
policy.

Management Response:

Management partially agrees. FIU does have documentation on required security controls to use the FIU VPN. FIU will develop a Mobile Device Policy and have it
effective by March 31, 2020.

Planned for implementation by April 2020.
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Observation 3 Process Area Priority Rating

Information Security Governance — Cybersecurity Risk Management Program Information Technology Low

Condition: FIU has not implemented an IT and Cybersecurity Risk Assessment Program that defines cybersecurity risks, inherent risk (impact, threats, likelihood),
and residual risk.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PM-9 as the criteria upon which to evaluate these controls.
Root Cause: FIU has not prioritized resources to create a Cybersecurity Risk Management Program.

Implication: The organization may not be able to identify areas of high inherent risk and take the appropriate steps to prioritize and implement the appropriate
mitigating controls.

Recommendation: FIU should institute a cybersecurity risk assessment process to determine compliance with the company's security requirements and controls.
The risk assessment program should include requirements for determining risk, performing assessments to measure control effectiveness, and establishing a risk
tolerance threshold.

The cybersecurity risk assessment process should consider:
1. The criticality of the system;

The sensitivity of the information processed;
The value of the system or application;
The threats associated with the system or application;
The likelihood of the threats occurring, and the potential damage of an incident derived from the threat;
The system's exposure to the threat;
The system's or application's vulnerabilities; and

8. The system interfaces and extent of system interconnections, including internal and external dependencies.
The result(s) of the risk assessment should include:

9. Residual risk and risk level (i.e., high, moderate, or low, for each risk).

10. Findings identified based on lack of controls or non-compliance with required controls to reduce the inherent risk.

No gk owbd

11. Finding Action Plan — The action taken to remediate, transfer, mitigate or accept the risk.

The annual security assessment should be performed for all information systems to determine the control effectiveness of the security controls and ensure that
they are functioning properly. FIU should use the outcome of this assessment to prioritize information security initiatives to reduce the overall risk profile.
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Management Response:

Management partially agrees. FIU does have a risk registrar for IT-related risks and inherent risk. FIU will formalize and document the Cybersecurity Risk
Management Program by June 30, 2020.

Planned for implementation by July 2020.
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Observation 4 Process Area Priority Rating

Data Protection — Data Handling and Classification Policy Information Security Low

Condition: FIU has not formally documented a data handling and classification policy.
Criteria: We relied on the ISO 27001 A 8.2.1 as the criteria upon which to evaluate these controls.
Root Cause: FIU has not prioritized resources to create a data handling and classification policy.

Implication: A lack of formal data classification and handling program can result in data being mishandled and exposed to unauthorized people.

Recommendation: FIU should define a data classification scheme to help prioritize the security of systems and allocate protection resources based on sensitivity.

An example of a data classification scheme could be:

¢ Public — types of information that should be open to the public for viewing and has no legal ramifications. Examples include press releases or job postings.

¢ Internal — types of information that should only be viewed from an employee perspective and although it is not illegal to disclose, it should be restricted.
Examples include employment information such as salaries and benefits.

e Confidential — types of information that are disclosed on a need-to-know basis and have legal ramifications if exposed in an inappropriate manner.
Examples include payment information and product designs.

By classifying data in such a way, FIU can more easily assess the risk and impact of data loss based on the respective classifications. Classification information
should be incorporated into “bottom-up” risk assessment activities and the asset inventory so that personnel have a clear understanding of the potential security
impact if a system or information is compromised.

To help facilitate safe data handling, Information Security should utilize the classification scheme to define handling requirements associated with the sensitivity
and type of media (e.g. paper, email, etc.) being transferred. Classification information can also be used during the system hardening process and establish the
minimum set of technical controls required to protect information of a given classification to outline what, where, and how data is stored and who should have
access.

Once a clear classification scheme has been created, security tools that monitor data should be adjusted to match governance standards.
Management Response:

Management agrees. FIU does currently have a data classification draft policy which is currently under review. FIU will finalize and implement the data
classification policy by March 31, 2020.

Planned for implementation by April 2020.
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VI. Appendix - List of Interviewees at FIU

The following individuals were interviewed during our onsite visit to FIU the week of August 12, 2019. The name, title, and interview subject are included below for
reference.

1. Capital Asset Management - John Cal, Associate VP, Facilities Management, Aime Martinez, Associate Vice President, Business and Finance, Edward Brozic,
Director of Budget, Katharine Brophy, Controller, Alexandra Mirabal, Deputy Controller, Ramon Duenas, Associate Controller
Financial Operations and Reporting - Katharine Brophy, Controller, Alexandra Mirabal, Deputy Controller, Bonnie Bair, Asst. Controller
Cash Management - Katharine Brophy, Controller, Alexandra Mirabal, Deputy Controller, Jose Zumimendi, Assistant Controller, Leslie-Anne Triana,
Professional Accountant Ill, Benjamin Jarrell, Treasurer

4. Investment Management - Katharine Brophy, Controller, Alexandra Mirabal, Deputy Controller, Bonnie Bair, Asst. Controller, Aime Martinez, Associate Vice
President, Benjamin Jarrell, Treasurer

5. Payroll - Alexandra Mirabal, Deputy Controller, Ciro Castro, Assistant Controller, Carlos Flores, Assistant VP, HR Operations Compliance & Systems, Idorys
Calvo, Director of Payroll

6. Revenue - Katharine Brophy, Controller, Alexandra Mirabal, Deputy Controller, Jose Zumimendi, Assistant Controller, David Snider, Assistant VP Auxiliary and
Enterprise Development
Student Billing - Katharine Brophy, Controller, Natassia Martinez, Director, Student Financial Services & Systems
Internal Audit - Trevor Williams, CAE

9. Procurement - Katharine Brophy, Controller, Kelly Loll, Executive Director, Procurement

10. Accounts Payable - Katharine Brophy, Controller, Alexandra Mirabal, Deputy Controller, Ramon Duenas, Associate Controller

11. Information Technology - Robert Grillo, CIO, Carlos Varona, Director, Enterprise and Applications, Helvetiella Longoria, Interim Chief Info Security Officer

12. Grant Management - Andres Gil, VP, Research, Tonja Moore, Associate VP, Strategic Planning & Operations, Roberto Gutierrez, Assistant VP Research

13. Budgeting - Aime Martinez, Associate Vice President, Business and Finance

14. Governance — Jennifer LaPorta Baker, Chief Compliance Officer

15. FIU Board of Trustees Finance Committee Chair, Leonard Boord
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|. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of Florida Polytechnic University (FPU) in this report. We used our risk rating methodology to evaluate and score
sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted
during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk.
An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on FPU'’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in FPU’s control structure.

We concluded that seven of the twelve risk categories we evaluated had a minor residual risk rating, and five categories had a low residual risk rating. We also
found opportunities for FPU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as specific
opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by this gap in
internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our recommendations to
address them, and FPU management’s responses can be found in the Observations and Recommendations section of this report.

FPU Observations Summary

1. Information Security Governance — Policies and Procedures. FPU has not documented information
security policies and procedures for the sections pertaining to: 1) Data Protection, 2) Logging and Monitoring,
3) Risk Management, 4) Change Management Program 5) Patch Management and 5) Mobile Device
Management. This increases the risk that tasks will be performed inconsistently.

Information Technology Low

2. Data Protection — Employee Removable Media. FPU does not have a method to manage the use of
Information Technology removable media. Technical controls have not been implemented to protect the access and provide data Low
protection, such as encryption and device authentication.
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of FPU. As part of our assessment, we obtained an understanding of BOG regulations, university policies,
procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of FPU management. Based on
this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
FPU’s control structure.

Residual Risk Assessment

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs
Improvement” or “Inadequate” to provide additional insight into that specific matter.
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed seven categories to have a minor level of
residual risk and five categories to have a low level of residual risk. FPU’s three highest categories of residual risk were Procurement, Cash Management, and
Information Technology. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that
exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: FPU Inherent vs. Residual Risk by Category

3.357
3167

3.000 3.000 3.00'.'}: 3.00q 2900
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our
threshold for reportable observations.

Exhibit 2: FPU Inherent vs. Residual Risk with Control Rating

Accounts Payable

Budgeting 3.000

Capital Asset Management - 0.300
Cash Management 3167 0.300
Financial Reporting & Operations 3.000 0.300
Governance - 0.300
Grant Mgmt 3.000 0.300
Information Technology 0.285
Investments Management 0.300
Payroll 0.300
Procurement 0.289
Revenue - 0.300
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify areas to improve risk management and control practices. Additional detail on these observations,
our recommendations on how FPU could address these observations, and FPU management’s responses to our recommendations have been provided in the
Observations and Recommendations section of this report.

We also noted that the university would likely benefit from an enhanced focus in the Information Technology risk category. While we have addressed specific risks
in our observations and recommendations, this is an area in which FPU could benefit from a more holistic approach to risk management. A strong risk
management framework is critical to maintain pace with the threats that have emerged alongside technological advances. These threats pose not only financial
risks, but may also impact reputation, safety, and strategic initiatives. FPU should consider strengthening their risk management practices through a more formal,
systematic approach in order to provide an added level of assurance to its Board of Trustees and to the Board of Governors that the university has taken
reasonable measures to manage the risks it faces in the course of pursuing its mission.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at FPU, and to provide observations and recommendations to the FPU Board of Trustees, FPU
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at FPU:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of FPU have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated FPU’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with FPU management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded two (2) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to

address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Rating

Risk Category Description

1. Information Security Governance — Policies and Procedures

Information Technology

Information Technology 2. Data Protection — Employee Removable Media

Www.crowe.com
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Information Security Governance — Policies and Procedures Information Technology Low

Condition: Several policies and procedures have not been documented or need enhancement to reflect the current security configurations and industry standards.
The following policies and procedures have not been documented:

e Data Protection — The organization does not maintain a documented data protection program which includes requirements for data inventory, data protection,
and data sanitization.

e Logging and Monitoring — The organization does not maintain a documented logging and auditing requirements that includes the system types to be logged,
procedures for log review, alerting thresholds, log retention requirements, and personnel to be alerted.

¢ Risk Management — The organization does not maintain a documented risk management program which includes documented risks, threats, and
vulnerabilities.

e Change Management Program — The organization does not maintain a change management program with requirements which include documented change
control criteria, functional testing, back-out procedures, and reporting.

e Patch Management — The organization does not maintain a documented patch management program that defines requirements for patch documentation,
approvals, patch installation frequency, testing, exceptions, and emergency and critical patch processes.

e Mobile Device Management — The organization does not maintain a documented mobile device management program which includes standards for securing
mobile devices and requirements for users to access company data from their mobile devices.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PM-1 as the criteria upon which to evaluate these controls.

Root Cause: FPU has not yet prioritized resources to complete the development of the policies and procedures noted in the Condition above.

Implication: Lack of policies and procedures may result in potential conflicts when performing tasks due to inconsistent and/or lack of documentation. Policies
help constitute what is acceptable behavior and formalized and up-to-date procedures provide guidance and clearly defined steps on how to execute the
necessary task in a consistent manner.
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Recommendation: FPU should develop policies and procedures around the noted program areas. These policies and procedures should, at a minimum, include
the purpose, scope, roles and responsibilities, policy standards, violations, approval and ownership, and references (if applicable). Once the policy has been
defined with approved security standards, Management should document procedures to verify the enforcement of the documented standards. At a minimum,
Management should perform a yearly review, update, and approval of the policies and if applicable, the procedures, to reflect the current industry security
standards and practices.

Management Response:

Management agrees. As a smaller institution, we mitigate risks by close managerial supervision. Based on Crowe’s recommendation and their low-risk
assessment, we have prioritized resources to complete the documentation of the policies and procedures noted in the Crowe observation by December 31, 2019.

Planned for implementation by January 2020.
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Observation 2 Process Area Priority Rating

Data Protection — Employee Removable Media Information Technology Low

Condition: FPU does not have a method to manage the use of removable media. Technical controls have not been implemented to protect the access and
provide data protection, such as encryption and device authentication.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate
these controls.

Root Cause: FPU has not prioritized resources to address the risk of employees using removable media.

Implication: Without restrictions and the protection of data confidentiality on the use of removable storage media through device encryption, there is the risk of
unauthorized disclosure of business and customer information through the loss or misuse of the storage media.

Recommendation: To ensure the confidentiality and integrity of electronic data stored on a removable media, FPU personnel should only use encrypted devices
and their use should be restricted (for both read and write capabilities) to only authorized individuals who have a legitimate business need. Removable media should
also be centrally managed, and only company devices should be used. To account for all files that may be considered sensitive, technical controls should be
implemented to force removable media encryption and reduce the risk of sensitive files being lost. Removable media encryption solutions are listed below:

USB Encryption Solutions

DiskCryptor https://diskcryptor.net/wiki/Main_Page

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/
PGP Disk http://www.symantec.com/encryption/

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm
Kakasoft USB Security http://www.kakasoft.com/usb-security/

Iron Key (Encrypted USB) http://www.ironkey.com/en-US/

Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article
provides a walkthrough on how this can be accomplished:

e https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx
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Management Response:

Management partially agrees. All University employees receive and sign written guidance on the proper handling of removable media. The University adopted
Data Classification and Protection Policy FPU-11.00122P that requires that the “highest level of access and security controls and protection will be applied both in
storage and in transit,” and we have trained University employees on that policy. Based on Crowe’s recommendations, the University partially agrees and is
exploring removable media management software to determine if the benefit exceeds the cost, considering the low-risk assessment noted by Crowe.

Timeline for implementation has not yet been determined.
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VI. Appendix - List of Interviewees at FPU
The following individuals were interviewed during our onsite visit to FPU the week of July 29, 2019. The name, title, and interview subject are included below.
1. Accounts Payable & Procurement:
a. David O’'Brien— Director of Procurement
b. Treasa McLean — Assistant Director of Procurement
c. Laura Marrone — Associate Director of Procurement
d. John Irvine — Director of Finance and Accounting, Accounts Payable, & Construction
2. Cash Management:
a. Derek Horton — University Controller
b. John Irvine — Director of Finance and Accounting, Accounts Payable, & Construction
3. Budget and Financial Reporting:
a. Regina Siewart, Budget Officer
b. Derek Horton, University Controller
c. John Sprenkle, Director of Finance and Accounting for Financial Reporting
4. Capital Asset Management:
a. John Irvine — Director of Finance and Accounting, Accounts Payable, & Construction
b. David Calhoun, Assistant Vice President of Facilities and Safety Services
Grants Management: Nicole Tardiff, Director of Sponsored Programs
Internal Audit and Compliance: David Blanton, Chief Compliance Officer and Chief Audit Executive
Information Technology: Ben Beachy, Chief Information Officer
Student Billing:
a. Derek Horton, University Controller

© N o u

b. John Sprenkle, Director of Finance and Accounting for Financial Reporting
c. Andrew Strazi, Director of Reporting and Analytics
9. Governance: FPU Board of Trustees Chair, Don Wilson
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of Florida State University (FSU) in this report. We used our risk rating methodology to evaluate and score sixty-
two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted
during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk.
An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on FSU’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in FSU’s control structure.

We concluded that eleven of the twelve risk categories we evaluated had a minor residual risk rating, and one category had a low residual risk rating. We also
found several opportunities for FSU to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and FSU management’s responses can be found in the Observations and Recommendations section of this report.
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FSU Observations Summary

1. Information Security Governance — Key Risk and Performance Indicators. FSU does not have a policy
Information Technology for measuring key risk and performance indicators within its information security program, making it difficult to Moderate
determine the program’s effectiveness.

2. Configuration Management — Configuration Management Program. FSU has not documented a
Configuration Management Program, which includes documented policies and procedures for system baseline

i fiFatien s el and security configurations (hardening). This increases the risk of inconsistencies across network security S
configurations, which may expose FSU to vulnerabilities.
3. Data Protection — Employee Removable Media. FSU does not require employees to use only authorized,

Information Technology encrypted removable devices. This increases the risk of unauthorized disclosure of sensitive data due to theft Low

or loss.

4. Data Protection — Sensitive Data-Tracking. FSU has not established a process to identify and track
Information Technology sensitive data across university systems to verify that appropriate security controls are in place. This Low
increases the risk of a data breach occurring in an inadequately secured system.

5. Third Party Risk Management — Monitoring of Third-Party Service Providers. FSU has not established
a process to identify and track third party service providers with access to university information systems. This
increases the risk that a vendor may retain access to sensitive data after it is no longer necessary or
appropriate.

Information Technology Low

6. Employee Management — User Termination and Role Change. FSU does not have an established
Information Technology notification process to terminate user access within a twenty-four-hour period, which is a timeframe commonly Low
recommended by security practices and standards.
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (FSU)

This report represents the results of our assessment of Florida State University (FSU). As part of our assessment, we obtained an understanding of BOG
regulations, university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of
FSU management. Based on this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
FSU’s control structure.

Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique
components that would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls
rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter.

We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
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consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed eleven categories to have a minor level of
residual risk and one category to have a low level of residual risk. FSU’s three highest categories of residual risk were Revenue, Information Technology, and
Governance. However, based on our methodology all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: FSU Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering the internal controls. The control mitigation score
represents our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control
structure was adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual
risks below our threshold for reportable observations.

Exhibit 2: FSU Inherent vs. Residual Risk with Control Effectiveness Score

Accounts Payable - 0.300

Budgeting 3.2M
Capital Asset Management 3.063 0.300
Cash Management 3.333 0.300
Financial Reporting & Operations 3333 0.300
Governance 3.500 0.300
Grant Mgmt 3.300 0.300
Information Technology 3.200 0.150
Investments Management - 0.300
Payroll 3.000 0.275
Procurement 3.643 0.300
Revenue 3.188 0.300

Conclusion
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Overall, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater). However, our risk and
control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these observations, our
recommendations on how FSU could address these observations, and FSU management’s responses to our recommendations have been provided in the
Observations and Recommendations section of this report.

We also noted that the university would likely benefit from an enhanced focus in the Information Technology risk category. While we have addressed specific risks
in our observations and recommendations, this is an area in which FSU could benefit from a more holistic approach to risk management. A strong risk
management framework is critical to maintain pace with the threats that have emerged alongside technological advances. These threats pose not only financial
risks, but may also impact reputation, safety, and strategic initiatives. FSU should consider strengthening their risk management practices through a more formal,
systematic approach in order to provide an added level of assurance to its Board of Trustees and to the Board of Governors that the university has taken
reasonable measures to manage the risks it faces in the course of pursuing its mission.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at FSU, and to provide observations and recommendations to the FSU Board of Trustees, FSU
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at FSU:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of FSU have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated FSU's risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with FSU management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded six (6) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Information Technology 1. Information Security Governance — Key Risk and Performance Indicators Moderate
Information Technology 2. Configuration Management — Configuration Management Program Moderate
Information Technology 3. Data Protection — Employee Removable Media Low
Information Technology 4. Data Protection — Sensitive Data-Tracking Low
Information Technology 5. Third Party Risk Management — Monitoring of Third-Party Service Providers Low
Information Technology 6. Employee Management — User Termination and Role Change Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Information Security Governance — Key Risk and Performance Indicators Information Technology Moderate

Condition: Although the organization does report key risk / performance indicators to Information Technology Services (ITS), the Chief Information Officer,
Provost, and the Vice President of Finance and Administration, the metric included within the report does not indicate an acceptable level of risk tolerance and the
actions required to be taken to measure the effectiveness of their information security program.

Criteria: We relied on the National Institute of Standards and Technology SP 800-53 r5 (NIST) PM-6 as the criteria upon which to evaluate these controls.
Root Cause: FSU has not yet prioritized resources to complete the development of information security program metrics.

Implication: In the absence of clear metrics for monitoring risk and performance, the risk increases that management’s response to threats will be inconsistent,
and the overall effectiveness of the information security program will be unclear.

Recommendation: FSU should take a holistic look at the threat landscape applicable to organization and the existing information security program to enumerate
key risk and key performance indicators (KRI / KPI). These indicators can be used to determine how well FSU is managing its information security risk. Once these
indicators have been determined, a process should be implemented for compiling data used and quantifying these indicators to measure KRI / KPIs on a periodic
basis to measure performance over time. Management should implement a tracking mechanism to document and report on KRI / KPls.

This data should be used as a resource for updating the Board of Trustees or other governance committees on the information security program’s effectiveness.
This will assist the board or governance committee to provide proper guidance around cybersecurity risk.

Some common key risk indicators include, but are not limited to:

Number of missing patches / patch exceptions

Number of vulnerabilities identified and trending over time (remediated and un-remediated)

Number of social engineering (i.e. phishing) attempts or emails received in a given period.

Number of security alerts generated by monitoring tools (SIEM, IPS/IDS, etc.) (actionable vs non-actionable)

Number of cybersecurity Incidents trending over time.

o g bk~ w NP

Number of new risk and emerging threats
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Management Response:
Disagree.

The FSU Information Security and Privacy Office does take a holistic look at threat landscape and measures Key Performance Indicators (KPI) for security
management, risk management and vulnerability management. We track the specific metrics recommended in the observation. These reports are provided to ITS
leadership on a monthly basis. The CIO and CISO report metrics as appropriate or requested by senior management. The Information Security and Privacy
Advisory Committee, made up of leaders from academic, research and administration, meets quarterly, and selected information is presented as appropriate.

Crowe Comment:

We acknowledge FSU'’s efforts to monitor their information security risk landscape, as stated above. However, despite our requests, we did not receive the
requested evidence from FSU to support the implementation of these control and performance management activities. As a result, this item remains an
observation in our report.
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Observation 2 Process Area Priority Rating

Configuration Management — Configuration Management Program Information Technology Moderate

Condition: FSU has not documented a Configuration Management Program, which includes documented policies and procedures for system baseline and
security configurations (hardening). This increases the risk of inconsistencies across network security configurations, which may expose FSU to vulnerabilities.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 CM-9 as the criteria upon which to evaluate these controls.
Root Cause: FSU has not yet prioritized resources to complete the configuration management documentation.

Implication: Information systems may not be configured with industry security standards, resulting in configuration inconsistencies across the network increasing
the risk of vulnerabilities.

Recommendation: FSU should formally document the organization's configuration requirements based on industry best practices.

FSU should implement a process to document information system baseline standards (e.g. operating system [OS] images or checklists) when deploying
information system assets. These baselines or checklists should be proactively updated for information system assets (e.g. networking devices, servers, and
workstations) on a periodic basis. Additionally, security configuration standards (i.e. hardening guidelines) should be referenced when developing system
baselines. Information system baselines should be updated during the following conditions:

e Operating system updates;

o Critical software updates;

¢ New software implementation; and
e New security tool implementation(s).

Security configuration standards should also be applied to all baselines. Following security configuration standards helps to mitigate risk to systems before
systems are implemented on the network.

FSU should also ensure that configuration management activities are included in the system development life-cycle (SDLC) process.
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Management Response:
Agree.

FSU Information Security Policy 4-OP-H-5 requires a documented standard configuration to be used to harden IT resources. The FSU Information Security and
Privacy Office offers Center for Internet Security (CIS) Benchmark resources for baseline security configurations for desktops, servers, network devices, and other
IT resources. However, FSU does not have documented procedures for a Configuration Management Program. The university will develop formal configuration
management procedures to remediate this observation.

Planned Remediation Date: June 2021
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Observation 3 Process Area Priority Rating

Data Protection — Employee Removable Media Information Security Low

Condition: Although FSU has documented an administrative policy to require encryption for removable media (i.e., USB drive), their use is not managed.
Furthermore, technical controls have not been implemented to restrict access and provide data protections, such as encryption and device authentication outside
of the PCl and NIST 800.171 environments.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate
these controls.

Root Cause: FSU has not prioritized resources to address the risk of employees using removable media.

Implication: Without restrictions on personnel’s’ use of removable storage media through device encryption, there is the risk of unauthorized disclosure of
confidential, personally identifiable, or other sensitive information through the loss or misuse of the storage media.

Recommendation: FSU personnel should only use encrypted devices and their use should be restricted (for both read and write capabilities) to only authorized
individuals who have a legitimate business need based on the risk of data and systems. Removable media should also be centrally managed, and only company
devices should be used, where possible and appropriate. To account for all files that may be considered sensitive, technical controls should be implemented to force
removable media encryption and reduce the risk of sensitive files being lost can be reduced.

Removable media encryption solutions are listed below:

DiskCryptor https://diskcryptor.net/wiki/Main_Page

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/
PGP Disk http://www.symantec.com/encryption/

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm
Kakasoft USB Security http://www.kakasoft.com/usb-security/

Iron Key (Encrypted USB) http://www.ironkey.com/en-US/

Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article
provides a walkthrough on how this can be accomplished:

e https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx
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Management Response:

Disagree.

The encryption of data can be handled in two ways; centrally or “de-centrally”. The University has opted to take a decentralized approach and this has served the
university well. University Policy, 4-OP-H-5 Information Security Policy requires each University entity to bear responsibility for protecting its data. This policy
requires encryption for private and protected data. The university utilizes preventive controls to limit and monitor access to sensitive data. Information Technology
Services coordinates periodic risk assessments to monitor compliance with this policy. If circumstances would change, the University will reassess its current

policy.
Crowe Comment:

Although we recommend a centralized approach, we understand that an organization may choose to manage data encryption from a decentralized approach and
accept the associated levels of risk. However, FSU did not provide evidence that there were mitigating controls in place (i.e. the periodic risk assessments stated
above) to enable us to confirm their risk management approach. As a result, this item remains an observation in our report.
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Observation 4 Process Area Priority Rating

Data Protection — Sensitive Data-Tracking Information Security Low

Condition: While FSU has documented policy standards within the Information Security Policy 4-OP-H-5, which requires data owner or designated data manager
to maintain a list of the data and information collected, processed, transmitted, or stored by the units under his/her purview; however, since the implementation of
the requirements, a process has not been implemented to re-assess / audit all pre-existing information systems to track sensitive data stored.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 CM-12 as the criteria upon which to evaluate these controls.
Root Cause: FSU has not prioritized resources to create a tracking mechanism for sensitive data across university systems.

Implication: If FSU is unaware of the location and storage of sensitive data, the university may not be able to effectively secure it in accordance with industry
security controls (e.g. NIST). This could lead to a data breach if data is left improperly secured within university systems.

Recommendation: FSU should perform a review of university information systems to identify and create an inventory of where sensitive data resides. These
systems should be categorized and risk-ranked based on data type and number of records. Based on the results of this assessment, FSU should determine if
additional security controls are required for the identified systems and system security plans should be developed or updated to include these additional controls.

1. They should be categorized, and risk ranked (criticality rating) based on type of data and number of records.

2. Evaluation should occur to determine if additional security controls are necessary based on the criticality rating of the information system(s).

3. System security plans should be documented or enhanced to include additional security controls based on the criticality of the system.
Management Response:
Disagree.
FSU Information Security Policy 4-OP-H-5 requires each data owner or designated data manager to maintain a list of the data and information collected,
processed, transmitted, or stored by the units under his/her purview. The university has preventive controls in place to manage access to sensitive data by
utilizing restricted security roles within the Enterprise Resource System. Supervisors and role owners evaluate access needs and approve or deny requests
accordingly. Periodic reviews of security roles assigned to employees are conducted by supervisors and role owners.
Crowe Comment:

FSU did not provide evidence that there were mitigating controls in place (i.e. the periodic security role assessments stated above) to enable us to confirm their
risk management approach. As a result, we were unable to remove this observation from the report.
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Observation 5 Process Area Priority Rating

Third Party Risk Management — Monitoring of Third-Party Service Providers Information Security Low

Condition: FSU has not formally documented a list of all third-party service providers and external information system connections that are required for critical
business functionality. Additionally, FSU does not preform access reviews for third parties to ensure that access is appropriate for their function.

Criteria: We relied on the National Institute of Standards and Technology (NIST) Cybersecurity Framework ID.SC-2 as the criteria upon which to evaluate these
controls.

Root Cause: FSU has not prioritized resources to compile and maintain a list of third-party vendors and their level of access in order to facilitate this assessment.

Implication: If FSU is not aware of all third parties that are accessing FSU systems, the risk of a breach due to malicious intent or negligence is increased. This is
especially true if third party access is not reviewed regularly.

Recommendation: FSU should build a procedure into the vendor setup/onboarding process to document a data flow diagram of external connections. Once all
third-party access is identified, roles and responsibilities should be assigned to management to review the appropriateness of that access on a regular basis.
Mechanisms should also be established to remove that access as soon as management has deemed it no longer necessary (e.g. contract expiration or
termination, or changes to vendor role).

Management Response:

Disagree.

The procurement process requires review and approval by Information Technology Services via and IT Software Checklist for requisitions of IT software and
services. In a 2018 Florida State University conducted a Business Impact Analysis, which identified all critical third-party service providers. The university uses
preventive controls to limit access to critical third-party service providers. Periodic reviews are conducted to monitor the appropriateness of access.

Crowe Comment:

In their response, FSU has not addressed our recommendation to build a procedure into the vendor setup/onboarding process to document a data flow diagram of
external connections. Additionally, FSU did not provide evidence of the Business Impact Analysis or the third-party review process, stated above. As a result, this
item remains an observation in our report.
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Observation 6 Process Area Priority Rating

Employee Management — User Termination and Role Change Information Security Low

Condition: While FSU does have automated processes for termination through their ERP system, they do not have a consistent process to terminate user access
with 24 hours of the end of employment.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PS-4 as the criteria upon which to evaluate these controls.
Root Cause: FSU has not established mechanism to enable terminations and role change notifications to be submitted within 24 hours.

Implication: Employees may retain permissions related to their former roles or maintain access to the organization's systems after the termination of their
employment.

Recommendation: FSU should document a procedure and implement a process to notify the security team in the event of a role change or termination. In the
event of a termination, access should be removed within 24 hours of the notification. For role changes, an access review should be performed in a timely manner
to identify the required permissions for the new role and remove any access that is no longer necessary.

Management Response:
Partially Agree.

FSU Separation from Employment Policy and Procedures 4-OP-C-7-D11, requires employees and departments to submit the necessary termination forms and
actions in advance of an employee’s termination date. When FSU Human Resources terminates an employee in the University’'s PeopleSoft Human Capital
Management (HCM) System, an automated process is initiated to remove all roles within the University’'s Online Management of Networked Information (OMNI)
systems except those required for basic employee services such as accessing the employee’s W2 or changing the employee’s mailing address. The university will
conduct a study to evaluate the effectiveness of this control.

Planned Remediation Date: June 2021
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VI. Appendix - List of Interviewees at FSU

The following individuals were interviewed during our onsite visit to FSU the week of July 8, 2019. The name, title, and interview subject are included below.
1. Operating and Capital Budget Management: Michael Lake, Chief Budget Officer.
2. Procurement and Contract Management:
a. Rosey Murton, Chief Procurement Officer
b. Karen Gibson, Associate Director Procurement
c. Casey Laurienzo, Contract Administrator
3. Financial Accounting:
a. Sandra Scanlan, Controller
b. Judd Enfinger, Senior Associate Controller
c. Carla Daniels, Associate Controller
d. Daniel Pearce, Associate Controller
4. Information Technology and Security:
a. Jane Livingston, Chief Information Officer
b. Bill Hunkapillar, Chief Information Security Officer
c. Joe Brigham, PCI Compliance Officer
d. Byron Menchion, Senior Director of Enterprise Applications
Grants Management: Pamela Ray, Senior Director Sponsored Research Administration
Compliance and Ethics: Robyn Blank, Chief Compliance and Ethics Officer
Internal Audit and Governance: Sam McCall, Chief Audit Officer

Office of Financial Aid Management: Somnath Chatterjee, Associate Director

© © N o a

Risk Management and Insurance Practices:
a. Thomas Jacobson, Director Environmental Health and Safety

b. Laymon Gray, Associate Director Environmental Health and Safety
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the New College of Florida (NCF) in this report. We used our risk rating methodology to evaluate and score
sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted
during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk.
An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on NCF’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in NCF’s control structure.

We concluded that nine of the twelve risk categories we evaluated had a minor residual risk rating, and three categories had a low residual risk rating. We also
found several opportunities for NCF to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and NCF management’s responses can be found in the Observations and Recommendations section of this report.
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NCF Observations Summary

1. Restricted Funds — Interfund Transfers. NCF does not restrict interfund transfers through automated
Financial Reporting (i.e. system) controls nor does it review interfund transfers outside of auxiliary and athletic funds. This Moderate
increases the risk that a transfer resulting in an unauthorized use of funding may go undetected.

2. Monitoring of Budget-to-Actual Performance. The efficiency of NCF's process to monitor budget to
actual spending may be improved through the use of available system controls. Automated “budget-

Agiueel) feveliiy checking” controls are available within NCF’s current financial system and would reduce the risk of e
expenditures exceeding budgeted amounts.
3. Data Protection — Employee Mobile Device Management Program. NCF has not implemented a
. Mobile Device Management policy for employees and contractors which details requirements for mobile
Information Technology Low

device security. This increases the risk that sensitive NCF information may be compromised if a malicious
actor gains access to the phone or other mobile device.

4. Data Protection - Data Center Moisture Detection. NCF has not installed moisture sensors in the Data
Information Technology | center to detect excess humidity or standing water. If left unaddressed, moisture can cause damage to Low
computer components resulting in loss of availability and destruction of the physical hardware.

5. Information Security - Clean Desk Policy. NCF does not have a university-wide “clean desk” policy.

This increases the risk that sensitive information may be viewed or accessed by unauthorized parties. Lot

Information Technology
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of NCF. As part of our assessment, we obtained an understanding of BOG regulations, university policies,
procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of NCF management. Based on
this information we developed a risk and control assessment, summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
NCF’s control structure.

Residual Risk Assessment

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs
Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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s

We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed nine categories to have a minor level of residual
risk and three categories to have a low level of residual risk. NCF’s three highest categories of residual risk were Investment Management, Information

Technology, and Financial Reporting and Operations. However, based on our methodology, all risk categories were below our threshold for a reportable
observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: NCF Inherent vs. Residual Risk by Category

3.500

3214 3.200

2.688 2625
2.450
2.345
2250 2.240 2179 2100 2.100 2030
1.838
I I 1.667

© 2019 Crowe LLP

Www.crowe.com

This report is furnished solely for the information and use of New College of Florida and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or entities

295



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
New College of Florida (NCF) Internal Management and Accounting Control and Business Process Assessment
November 2019

Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that these risk categories had average residual risks below
our threshold for reportable observations.

Exhibit 2: NCF Inherent vs. Residual Risk with Control Rating

Accounts Payable - -
Budgeting 3.071 0.293 -
Capital Asset Management - 0.300 -
Cash Management 3.000 0.300 -
Financial Reporting & Operations 3.000 0.250 -
Governance 3.000 0.300 -
Grant Mgmt 3.200 0.300 -
Information Technology 3.100 0.245 -
Investments Management 3.500 0.300 -
Procurement 3214 0.300 -
Revenue - 0.300 -

© 2019 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of New College of Florida and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or entities.

296



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
New College of Florida (NCF) Internal Management and Accounting Control and Business Process Assessment
November 2019

Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these
observations, our recommendations on how NCF could address these observations, and NCF management’s responses to our recommendations have been
provided in the Observations and Recommendations section of this report.

We believe that NCF would benefit from several low-cost, high-value enhancements such as automating controls over fund transfers and budget checking within
the Banner ERP system. This would alleviate the administrative effort needed to perform these functions with a relatively limited number of personnel. Additionally,
the university could strengthen its control structure over Information Technology risks with several process and procedural enhancements over mobile computing
and workspace security, as well as a moderate level of investment to improve safety features for the Data Center.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at NCF, and to provide observations and recommendations to the NCF Board of Trustees, NCF
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at NCF:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of NCF have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated NCF’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with NCF management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded five (5) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Financial Reporting 1. Restricted Funds — Interfund Transfers Moderate
Financial Reporting 2. Budget-to-Actual Performance Monitoring Low
Information Technology | 3. Data Protection - Mobile Device Management Program Low
Information Technology | 4. Data Protection - Data Center Moisture Detection Low
Information Technology | 5. Information Security - Clean Desk Policy Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Restricted Funds — Interfund Transfers Financial Reporting Moderate

Condition: NCF has not implemented controls to prevent or detect transfers in or out of restricted funds. While reports may be run on an ad-hoc basis to detect
such transfers, a process has not been established to review these transactions.

Criteria: Interfund transfers should be prohibited, unless extraordinary circumstances prevail, to prevent unauthorized or inappropriate use of restricted funds.
Root Cause: NCF has not yet prioritized resources to implement controls over fund transfers.

Implication: In the absence of preventive or detective control mechanisms, the risk increases that an inappropriate transfer and/or use of funds will go
undetected.

Recommendation: We recommend that NCF configure and implement automated controls within their financial accounting system to restrict interfund transfers
where possible. In the short-term NCF should establish a review process to identify and validate all interfund transfers.

Management Response:

Management agrees with this finding. We already limit those authorized to make transfer entries into the financial system to four individuals. It requires two of
these individuals to make a transfer; one to initiate it and the second to approve the transfer if it is appropriate. We will add an additional level of review by
requiring the Associate Vice President of Administration/Budget Officer or the Vice President of Finance and Administration to review and approve all transfers in
excess of $100,000 out of any fund type into another. For transfers of $500,000 or more, a report will be automatically generated from our ERP system (Ellucian
Banner) and sent to the College President. This additional level of review is now in place. We estimate that programming the automated report will be ready to "go
live" by January 31, 2020.

Planned for implementation by February 2020.
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Observation 2 Process Area Priority Rating

Budget-to-Actual Performance Monitoring Financial Reporting Low

Condition: The efficiency of NCF's process to monitor budget to actual spending may be improved through the use of available system controls.

Criteria: Board of Governors Regulation 9.007 (3) (a) (3) regarding State University Operating Budgets states, "Expenditures from any source of funds by any
university shall not exceed the funds available. No expenditure of funds, contract, or agreement of any nature shall be made that requires additional appropriation
of state funds by the Legislature unless specifically authorized in advance by law or the General Appropriations Act. University expenditures must remain within
budget constraints."

Root Cause: NCF relies on manual detective controls (i.e. ad hoc reports) to monitor spending in order to verify that expenditures do not exceed budget limits.

Implication: The efficiency of NCF's process to monitor budget to actual spending may be improved through the use of available system controls. Automated
“budget-checking” controls are available within NCF's current financial system and would reduce the risk of expenditures exceeding budgeted amounts.

Recommendation: We recommend that NCF activate the automated controls available in the Banner ERP system to improve the efficiency and effectiveness of
budget-to-actual monitoring activities.

Management Response:

Management agrees with this recommendation and will engage its ERP vendor (Ellucian Banner) to provide training to College Controller staff on utilization of the
budget checking feature and to assist in implementing the feature. We estimate that the budget checking feature will go " live" no later than March 31, 2020.

Planned for implementation by April 2020.
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Observation 3 Process Area Priority Rating

Data Protection — Mobile Device Management Information Technology Low

Condition: NCF has not documented a Mobile Device Management policy for employees and contractors, which details requirements for the security of mobile
devices.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AC-19 as the criteria upon which to evaluate these controls.

Root Cause: NCF has not prioritized resources to implement a mobile device management policy for its employees and contractors who use their personal mobile
devices to access NCF email or other applications.

Implication: Employees or contractors who use NCF email on their phones without security protections are at risk of compromising NCF information if a malicious
actor gains access to the phone, both physically or remotely.

Recommendation: NCF should develop a policy to inform users of the security controls that are required through the information security program for the user of
NCF email on their personal phones. Information security standards should include, but not limited to, full disk encryption, a secure PIN, and a lockout policy. NCF
should also consider using a Mobile Device Management solution. For example, while we do not endorse any specific products, the VMware ® AirWatch is one of
many solutions that may be implemented to enforce these controls and remotely wipe devices in the event that they are lost or stolen.

Management Response:

Management agrees with this recommendation. A Mobile Device Management "best practices" policy will be developed to inform users of the security controls that
are required by those who access NCF email on their personal phones. We estimate that this policy will be drafted and adopted by December 31, 2019, with
awareness training to follow in early 2020.

Implementation planned by July 2020. -
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Observation 4 Process Area Priority Rating

Data Protection - Data Center Moisture Detection Information Technology Low

Condition: NCF has not installed moisture sensors in the Data center to detect excess humidity or standing water.

Criteria: The audit evaluated controls utilizing regulator guidance and industry best practices, including the National Institute of Standards and Technology
(NIST), NIST Cybersecurity Framework and SANS Critical Security Controls

Root Cause: NCF has not prioritized resources to implement moisture sensors in the Data Center.
Implication: If left unaddressed, moisture can cause damage to computer components resulting in loss of availability and destruction of physical hardware.

Recommendation: We recommend that NCF purchase and install moisture sensors in the Data center. These sensors should be capable to alerting NCF IT or
facilities staff when moisture levels cross a certain level.

Management Response:

Management agrees with this recommendation. Moisture detection solutions are currently being evaluated. We expect to have the resulting preferred solution
installed by December 31, 2019.

Planned for implementation by January 2020.
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Observation 5 Process Area Priority Rating

Information Security — Clean Desk Policy Information Technology Low

Condition: Although some departments have clean desk programs, NCF has not created an enterprise wide clean desk program to enforce the standards across
the organization.

Criteria: The audit evaluated controls utilizing regulator guidance and industry best practices, including the National Institute of Standards and Technology (NIST),
NIST Cybersecurity Framework and SANS Critical Security Controls.

Root Cause: NCF has not yet prioritized resources to develop a university-wide clean desk policy.
Implication: Lack of a clean desk program can result in users leaving sensitive information where it can be viewed or stolen by unauthorized parties.

Recommendation: NCF should develop a policy to address how physical artifacts deemed sensitive in nature located around an employee's workspace need to
be securely stored at the end of each day, or when the employee is away from their desk. The policy should be inclusive of all items that relate to private customer
information, passwords, transaction records, private employee information, etc. Suggested requirements include, but are not limited to:

Locking screens when employees leave their workstation

Not writing down passwords

Locking sensitive paper documents when not physically present

Storing electronic information in designated areas (i.e. not on the local disk)

This policy should be implemented across all departments at NCF. IT should implement a process to periodically perform an inspection of workstation areas to
verify departments are compliant with policy.
Management Response:

Management agrees with this recommendation. An enterprise wide clean desk program will be established no later than January 30, 2020. Awareness training will
be provided to our compliance partners by March 31, 2020. Our Internal Audit and Compliance Office will perform an audit that will include an inspection of
workstation areas to verify departments are compliant with the clean desk policy. This audit will be included in the 2020-2021 Internal Audit and Compliance work
plan.

Full implementation planned by July 2021.
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I. Appendix - List of Interviewees at NCF

The following individuals were interviewed during our onsite visit to NCF the week of August 18, 2019. The name, title, and interview subject are included below for
reference.

1. Student Billing and Accounting:
a. Kim Bendickson-Diem, Associate Vice President of Finance
b. Rick Bartelt, Associate Controller
c. Brian Scholten, Registrar
d. Alisa Lannon, Assistant Director of Records
2. Capital Asset Management:
a. Kim Bendickson-Diem, Associate Vice President of Finance
b. Alan Burr, Director of Facilities
c. John Martin, Vice President of Finance and Administration
Accounts Payable: Kim Bendickson-Diem, Associate Vice President of Finance
4. Cash Management:
a. Kim Bendickson-Diem, Associate Vice President of Finance
b. Rick Bartelt, Associate Controller
5. Financial Operations:
a. Kim Bendickson-Diem, Associate Vice President of Finance
b. John Martin, Vice President of Finance and Administration
Procurement: Jean Harris, Director of Procurement
Payroll: Luchi Hernandez, Assistant Director of Human Resources
Grants Management:
a. Kim Bendickson-Diem, Associate Vice President of Finance

b. Rick Bartelt, Associate Controller
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9. Budget:
a. John Martin, Vice President of Finance and Administration
b. Kim Bendickson-Diem, Associate Vice President of Finance
10. Internal Audit: Barbara Stier, Chief Audit Executive/Chief Compliance Officer

11. Information Technology: Ben Foss, Director of Information Technology

© 2019 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of New College of Florida and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or entities.

307



Crowe

18

Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

308



Board

of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
University of Central Florida (UCF) Internal Management and Accounting Control and Business Process Review
November 2019

VI.

EXECUTIVE SUMMARY ...vteiuttteiuteesueeesuseesssessssseessssessassessssssessssessssssessssessssssessssessssssessssssssssessssssssssesssssessssessnssessssssssssseessssessnssesssssesssssssesssesssssseesssseesssseesssseessseeesssessnseesnssessnssens 1
ASSESSIMENT OVERVIEW ....veeeuuteeeuuteeesureeesuseessureeesssseesusesesssseesaseeessssessssesessseesssseesssessssseessnseesssssessnsessssssessssessssssessssssessseesssseessssessssseessssessssseeesnsseesssessasesessssessnseeessnseesnseeesnseesnseenns 3
OBJECTIVES AND SCOPE ....uuutttteeeesittteeeessiusteeessasuttaeessaassaeeeessausasaeesssssssteesssssssseeesssnsssseesssssssseeesssnsssesesssssssseeesssssssseesssssssseeesssnssssesssssnsssseesssssssseeesssssseeesssnssseessssnssseeessnssseeeessnmsseees 8
PROCEDURES PERFORIMED. ... 00eutveeettteesutueeassesassseesssseesassesassssesassesssssessassesesssssssssesessssssassssssssssssnsssssssessssssssnsssssssssssnsssssssssssassesssssssssssssssnsssssssssssnssssassssesssesensssssnssssssssessnssessnssessnnsens 9
OBSERVATIONS AND RECOMMENDATIONS. ...veeeuttteeusreeesseesssesasssesssssesesssesssssessssssesssesessssesssssssssssssssssssssssssnssssssssessssssssssssssssssssssesessssssssssssssssessssesssssssssnsessssssesssssesssssesenssessssesessseses 10

APPENDIX - LIST OF INTERVIEWEES AT UCF

309



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
University of Central Florida (UCF) Internal Management and Accounting Control and Business Process Review
November 2019

I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Review”. The purpose of this review was to evaluate the existing internal controls and review business processes to
identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established by the
American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards established by
the American Institute of Certified Public Accountants, and therefore, Crowe does not express an opinion on the accuracy or efficacy of the material reviewed
during the performance of these services.

The scope of our review was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our review of the University of Central Florida (UCF) in this report. We used our risk rating methodology to evaluate and score
sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted
during our review. Residual risk refers to the level of risk after considering the effectiveness of controls and other activities implemented to mitigate that risk. An in-
depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our review precludes us from issuing an opinion on UCF’s system of internal controls, based on our procedures we noted no risk categories
with a high level of residual risk, or significant control gaps or weaknesses in UCF’s control structure.

We concluded that seven of the twelve risk categories we evaluated had a minor residual risk rating, and five categories had a low residual risk rating. We also
found several opportunities for UCF to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities, but we do not provide an opinion on the system of internal controls. The risk rating for each
observation is indicative of the risk to university objectives posed by this gap in internal controls and is separate and distinct from the residual risk ratings in each
category. Additional information on these observations, our recommendations to address them, and UCF management’s responses can be found in the
Observations and Recommendations section of this report.
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UCF Observations Summary

1. Restricted Funds — Interfund Transfers. UCF has not implemented controls to prevent or detect transfers in
Financial Reporting or out of restricted funds. Reports may be run on an ad-hoc basis to detect such transfers. This increases the Moderate
risk that inappropriate transfers and use of restricted funds will go undetected.

2. Configuration Management — Configuration Management Program. UCF has not documented a

) Configuration Management Program, which includes documented policies and procedures for system baseline
Information Technology | and security configurations (hardening). This increases the risk of inconsistencies across network security Moderate
configurations, which may expose UCF to vulnerabilities.

3. Information Security Governance — Cybersecurity Risk Management Program. UCF has not

) implemented an IT and Cybersecurity risk assessment program that defines cybersecurity risks, inherent risk
Information Technology | (impact, threats, likelihood), and residual risk. This increases the risk that the university may not identify areas of Low
high inherent risk and take the appropriate steps to prioritize and implement the appropriate mitigating controls.

4. Employee Management — Employee Security Awareness Training. UCF does not provide security training
Information Technology | to @mployees on a reoccurring basis. If employees are not be prepared to identify emerging and evolving threats Low
and tactics, it increases the likelihood of a successful breach.

) 5. Data Protection — Clean Desk Policy. UCF does not have a university-wide “clean desk” policy. This
Information Technology | increases the risk that sensitive information may be viewed or accessed by unauthorized parties. Low

6. Data Protection — Employee Removable Media. UCF has not implemented technology controls to manage
) employees’ and contractors’ use of removable media, (i.e. USB drives). This increases the risk of unauthorized
Information Technology | gisclosure of confidential, personally identifiable, or other sensitive information through loss or misuse of the Low
storage media.
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG") of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Review”. The purpose of this review was to evaluate the existing internal controls and review business processes to
identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established by the
American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards established by
the American Institute of Certified Public Accountants, and therefore, Crowe does not express an opinion on the accuracy or efficacy of the material reviewed
during the performance of these services.

The scope of our review was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve universities
within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our review of the University of Central Florida (UCF). As part of our review, we obtained an understanding of BOG regulations,
university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of UCF
management. Based on this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Effectiveness Ratings

We also rated the effectiveness of controls according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control effectiveness ratings on the results of our research, discussions with management, and the supporting documentation they provided to help
us analyze UCF’s control structure.

Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and control effectiveness. We recognized that each control and its related risk had unique components
that would not be fully represented by the control effectiveness or residual risk rating. Therefore, we developed an observation and recommendation for controls
rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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S

We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
review. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed seven categories to have a minor level of
residual risk and five categories to have a low level of residual risk. UCF's three highest categories of residual risk were Procurement, Information Technology, and
Grant Management. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: UCF Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control effectiveness rating reduced the level of inherent risk (i.e.
resulting in the residual risk score). The inherent risk represents the baseline score in each category prior to considering the effectiveness of controls. The control
mitigation effectiveness score represents our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to
indicate whether the control structure was adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk
categories had average residual risks below our threshold for reportable observations.

Exhibit 2: UCF Inherent vs. Residual Risk with Control Effectiveness Score

Accounts Payable

Budgeting - 0.300 -
Capital Asset Management - 0.300 -
Cash Management - 0.300 -
Financial Reporting & Operations - 0.250 -
Governance - 0.300 -
Grant Mgmt 3.200 0.300 -
Information Technology - 0.064 -
Investments Management - 0.300 -
Procurement 3429 0.300 -
Revenue - 0.300 -
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these
observations, our recommendations on how UCF could address these observations, and UCF management’s responses to our recommendations have been
provided in the Observations and Recommendations section of this report.

We believe that UCF would benefit from several high-value enhancements such as automating controls over fund transfers within their existing financial reporting
ERP modules or when the university begins implementing its new ERP system, which is currently in the planning stages. Additionally, the university could
strengthen its control structure over Information Technology risks with several process and procedural enhancements over mobile computing and workspace
security.

Finally, we conclude that with continuous advances in technology, universities can exponentially improve the level and reach of services to its students and
increase administrative efficiencies. However, a strong risk management framework is critical to maintain pace with the threats that have emerged alongside the
advances. These threats pose not only financial risks, but may also impact reputation, safety, and strategic initiatives. UCF should consider strengthening their risk
management practices through its developing enterprise risk management program to provide an added level of assurance to its Board of Trustees and to the
Board of Governors that the university has taken reasonable measures to manage the risks it faces while pursuing its mission.
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lll.  Objectives and Scope

The purpose of this review was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We accomplished
this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal controls and
make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business processes
related to financial accounting and operations at UCF, and to provide observations and recommendations to the UCF Board of Trustees, UCF leadership, and the
BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at UCF:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

We performed these consulting services in accordance with the Standards for Consulting Services established by the American Institute of Certified Public
Accountants. These services do not constitute an audit, review, or examination in accordance with standards established by the American Institute of Certified
Public Accountants, and therefore, Crowe does not express an opinion on the accuracy or efficacy of the material reviewed during the performance of these
services. It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur,
and that procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the
potential effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions,
mistakes in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution
and recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our review of UCF have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our review of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated UCF’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with UCF management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded six (6) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Financial Reporting 1. Restricted Funds — Interfund Transfers Moderate
Information Technology | 2- Configuration Management — Configuration Management Program Moderate
Information Technology | 3- Information Security Governance — Cybersecurity Risk Management Program Low
Information Technology | 4- Employee Management — Employee Security Awareness Training Low
Information Technology | 5- Data Protection — Clean Desk Policy Low
Information Technology | 6- Data Protection — Employee Removable Media Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Restricted Funds — Interfund Transfers Financial Reporting Moderate

Condition: UCF has not implemented controls to prevent or detect transfers in or out of restricted funds. While reports may be run on an ad-hoc basis to detect
such transfers, a process has not been established to review these transactions.

Criteria: Interfund transfers should be prohibited, unless extraordinary circumstances prevail, to prevent unauthorized or inappropriate use of restricted funds.
Root Cause: UCF has not yet prioritized resources to implement controls over fund transfers.

Implication: In the absence of preventive or detective control mechanisms, the risk increases that an inappropriate transfer and/or use of funds will go
undetected.

Recommendation: We recommend that UCF configure and implement automated controls within their financial accounting system to restrict interfund transfers.
In the short-term UCF should establish a review process to identify and validate all interfund transfers.

Management Response:

The university is establishing an additional automated ERP financial system workflow control at the executive management level to review and approve
construction general ledger journals of $2 million or more prior to posting the journal. Ongoing training will be provided to key personnel to ensure that these
controls are effectively and consistently implemented.

Planned for implementation by December 31, 2019.
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Observation 2 Process Area Priority Rating

Configuration Management — Configuration Management Program Information Technology Moderate

Condition: Although UCF has documented IT configuration standards, templates, and system baselines for information systems (server, networking device,
workstation, mobile devices, etc.), a Configuration Management Program, which includes security configurations (hardening guides) has not been documented. As
an example, the configuration standards and templates do not include:

e Security Impact Statements — Prior to being placed into production use, each new, or significantly modified, or enhanced information system must
include a brief security impact statement that has been prepared according to standard procedures.

e Acceptance Criteria — The acceptance criteria for new information systems, upgrades, and the implementation of new versions must include performance
and capacity management requirements

e Security Requirements ldentification — Before an information system undergoes configuration activities, Management must have clearly specified and
documented the relevant security requirements.

e Production Systems Documentation — Every software or hardware system to be used for production business activities must be clearly documented
and approved in advance of its deployment.

e Security Hardening Standards — All information systems placed into product must conform to minimum security configurations standards defined by the
Information Security Department, which may include but not limited to:

o Default Passwords — All vendor-supplied default passwords must be changed before any computer or communications system is used for
business.

o0 User ID Review — Before any production multi-user computer operating system is installed, all privileged user IDs that are not assigned to a
specific employee or partner must be renamed or disabled.

0 Unnecessary Software — Software features that could be used to compromise security, and that are clearly unnecessary in the computing
environment, must be disabled at the time when software is installed on multi-user systems.

0 Unnecessary Functionality — All unnecessary functionality, such as scripts, drivers, features, subsystems, file systems, and unnecessary web
servers, must be removed from the computer and communication infrastructure.

0 System Security Status Tools — Every multi-user system must include sufficient automated tools to assist the Security Administrator in verifying
the security status of the computer and must include mechanisms for the correction of security problems.
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e Certified Organization — A procedure document should be obtained describing the organization manages configuration compliance. Document any tools
used to support this process.

e System Integrity Checking Software — Based on risk, information systems must run integrity checking software that detects changes in configuration
files system software files, application software files, and other system resources.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 CM-1 as the criteria upon which to evaluate these controls.
Root Cause: UCF has not prioritized the standardization of forming a Configuration Management Program.

Implication: Information systems may not be configured with industry security standards, resulting in configuration inconsistencies across the network increasing
the risk of vulnerabilities.

Recommendation: UCF should formally document a Configuration Management Program, which is based on industry IT and Security best practices and should
reference all currently documented standards / templates. Additionally, security configuration standards (hardening guides) should be referenced when developing
system baselines.

The Configuration Management Program and each standard / guideline should include, but not limited to, the purpose, scope, roles and responsibilities, violations,
approval and ownership, and references (if applicable). At a minimum, Management should perform a yearly review, update, and approval of each procedure,
standard, and guideline to verify they meet or exceed current industry security standards and practices.

Management Response:

UCF management agrees with the need to document the organization’s configuration requirements and procedures, and accordingly has previously established a
comprehensive set of such standards, copies of which have been previously provided. As an element of UCF’s ongoing efforts to increase the efficacy of its
cybersecurity posture, we are implementing NIST 800-53 standards more broadly, while pursuing NIST 800-171 controls where appropriate.

Planned for implementation by August 2020.
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Observation 3 Process Area Priority Rating

Information Security Governance — Cybersecurity Risk Management Program Information Technology Low

Condition: UCF has not implemented an IT and Cybersecurity Risk Assessment Program that defines cybersecurity risks, inherent risk (impact, threats,
likelihood), and residual risk.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PM-9 as the criteria upon which to evaluate these controls.

Root Cause: UCF has not prioritized resources to develop an IT and Cybersecurity Risk Assessment Program as recommended by the referenced security
standards.

Implication: The organization may not be able to identify areas of high inherent risk and take the appropriate steps to prioritize and implement the appropriate
mitigating controls.

Recommendation: UCF should institute a cybersecurity risk assessment process to determine compliance with the university’s security requirements and
controls. The risk assessment program should include requirements for determining risk, performing assessments to measure control effectiveness, and
establishing a risk tolerance threshold.

The program should document the methodology for performing risk assessments, including a “top-down" or “bottom-up" approach.

A “top-down" risk assessment identifies cybersecurity risk(s) at the business or organizational level (i.e. risk scenarios). A “bottom-up" risk assessment assigns
risks to organizational asset(s) or software. Each approach should develop and use impact categories to determine how each risk may affect the organization, if
realized. The process should include employee surveys and an evaluation of controls, with applicable departments, to determine the impact, likelihood (threat
assessment), and residual risk in order to determine inherent cybersecurity risks. UCF should use the outcome of this assessment to prioritize information security
initiatives to reduce the overall risk profile. Management should also investigate solutions for developing and implementing a risk management framework.

The “bottom-up" risk assessment can also be utilized during the planning stage of the system development life cycle (SDLC), during the evaluation stage of a
vendor product review, and\or annually for critical high-risk systems and when critical changes are made. The chosen risk assessment methodology and process
should be evaluated on an annual basis.

The cybersecurity risk assessment process should consider:
1. The criticality of the system;
2. The sensitivity of the information processed;
3. The value of the system or application;
4

The threats associated with the system or application;
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The likelihood of the threats occurring, and the potential damage of an incident derived from the threat;
The system's exposure to the threat;

The system's or application's vulnerabilities; and

© N o o

The system interfaces and extent of system interconnections, including internal and external dependencies.

The result(s) of the risk assessment should conclude:
1. Residual risk and risk level (i.e., high, moderate, or low, for each risk).
2. Findings identified based on lack of controls or non-compliance with required controls to reduce the inherent risk.

3. Finding Action Plan — The action taken to remediate, transfer, mitigate or accept the risk.

Management Response:

UCF Management agrees with the essence of the audit recommendation. The UCF Information Security Office strives to comply with the NIST Cybersecurity
Framework (CSF) and has several elements of a risk management program in place; these have been previously provided.

Implementing an institution-wide Cybersecurity Risk Management Program will require considerable resources. UCF Information Security Office does not currently
have the resources to establish a comprehensive risk management program for the entire organization. The UCF Information Security Office, in collaboration with
the University’'s Compliance & Risk Management Office, will submit a fiscal year 2020-21 request for the resources required to develop a comprehensive internal
program. Contingent on resources and applicable scope of IT risk management, the Information Security Office will aim to implement an appropriate Cybersecurity
Risk Management Program by Fall 2023.

Planned for Implementation by Fall 2023 (contingent upon funding).
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Observation 4 Process Area Priority Rating

Employee Management — Employee Security Awareness Training Information Technology Low

Condition: Although UCF provides security training to new users upon hire, annual training is not required.
Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AT-3 as the criteria upon which to evaluate these controls.
Root Cause: UCF has not prioritized resources to provide annual security training to all employees.

Implication: If users are not provided with periodic training, at hire and annually, they may not be prepared to identify emerging threats and tactics and exposes the
organization to an increased risk of a breach.

Recommendation: UCF should provide annual security awareness training to users. This training should be updated at least annually to cover current
cybersecurity risks and threats. Users should be required to sign an acknowledgement of this training and these acknowledgements should be tracked. In the
absence of a robust Learning Management System, universities may consider the use of readily available mobile applications that can be used to track attendance
at training events.

Management Response:

UCF Management agrees with the audit recommendation. The UCF Information Security Office is in the process of creating a security awareness policy that will
require all employees to complete annual security awareness training. We anticipate the policy will be approved in Spring 2020 and by Fall 2020 every employee
will be assigned to an online security awareness training course delivered through the University’s learning management system. This meets NIST 800-53 r4 AT-1
and AT-2 requirements. However, to meet the NIST requirement SP 800-53 r5 AT-3, as suggested by the audit, will require additional staff resources and content
development. The UCF Information Security Office will submit a fiscal year 2020-21 request for resources to establish a Security Awareness Program Manager
position, which will further develop the security awareness program, implement initiatives to increase the reach of awareness efforts, and establish partnerships
with other UCF departments.

Planned for implementation by Fall 2020.
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Observation 5 Process Area Priority Rating

Data Protection — Clean Desk Policy Information Technology Low

Condition: Although some departments have clean desk programs, UCF has not created an enterprise wide clean desk program to enforce the standards across
the organization.

Criteria: We relied on the ISO 27001 A11.2.9 as the criteria upon which to evaluate these controls.

Root Cause: UCF has not yet prioritized resources to develop a university-wide clean desk policy.
Implication: Lack of a clean desk program can result in users leaving sensitive information where it can be viewed or stolen by unauthorized parties.

Recommendation: UCF should develop a policy to address how physical artifacts deemed sensitive in nature located around an employee's workspace need to
be securely stored at the end of each day, or when the employee is away from their desk. The policy should be inclusive of all items that relate to private customer
information, passwords, transaction records, private employee information, etc. Suggested requirements include, but are not limited to:

Locking screens when employees leave their workstation

Not writing down passwords

Locking sensitive paper documents when not physically present

Storing electronic information in designated areas (i.e. not on the local disk)

This policy should be implemented across all departments at UCF. IT should implement a process to periodically perform an inspection of workstation areas to
verify departments are compliant with policy.
Management Response:

UCF Management agrees with the audit recommendation. The UCF Information Security Office, in concert with the General Counsel’s Office and University
Compliance, Ethics, and Risk, will centralize existing policies and training materials into a specific Clean Desk policy and deliver it to the University Policy
Committee for approval by Fall 2020.

Planned for Implementation by Fall 2020.
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Observation 6 Process Area Priority Rating

Data Protection — Employee Removable Media Information Technology Low

Condition: Although UCF has documented an administrative policy to require encryption for removable media (i.e., USB drive), their use is not managed.
Furthermore, technical controls have not been implemented to restrict access and provide data protections, such as encryption and device authentication outside
of the PCl and NIST 800.171 environments.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate
these controls.

Root Cause: UCF has not prioritized resources to address the risk of employees using removable media.

Implication: Without restrictions on personnel’s’ use of removable storage media through device encryption, there is the risk of unauthorized disclosure of
confidential, personally identifiable, or other sensitive information through the loss or misuse of the storage media.

Recommendation: UCF personnel should only use encrypted devices and their use should be restricted (for both read and write capabilities) to only authorized
individuals who have a legitimate business need based on the risk of data and systems. Removable media should also be centrally managed, and only university
devices should be used, where possible and appropriate. To account for all files that may be considered sensitive, technical controls should be implemented to force
removable media encryption and reduce the risk of sensitive files being lost can be reduced.

Removable media encryption solutions are listed below:

DiskCryptor https://diskcryptor.net/wiki/Main_Page

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/
PGP Disk http://www.symantec.com/encryption/

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm
Kakasoft USB Security http://www.kakasoft.com/usb-security/

Iron Key (Encrypted USB) http://www.ironkey.com/en-US/

Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article
provides a walkthrough on how this can be accomplished:

e https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx
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Management Response:

UCF Management agrees with the audit recommendation and will work on an implementation plan that balances effective controls while avoiding excessive
disruption. The UCF IT Endpoint Engineering Team will conduct research during summer of 2020 and determine the feasibility of implementing technical
controls in the fall 2020 timeframe.

Planned for Implementation by Fall 2020.
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20

Appendix - List of Interviewees at UCF

The following individuals were interviewed during our onsite visit to UCF the week of June 24, 2019. The name, title, and interview subject are included below for

reference.
1. Information Technology — David Canova, Director Enterprise Applications, Mike Sink, Assoc VP & COO, Aaron Stremish, Sr. Director IT Strategy & Planning
2. Grant Management — Michelle Greco, Grant & Regulatory Assoc. Controller, Dorothy Yates, Assoc. VP, Research Admin, Doug Backman, Dir. Sponsored
Programs
3. Governance — Liz Klonoff, VP of Research
4. Payroll — Jeremy Armstrong, Payroll Manager
5. Capital Projects — Misty Shepherd, Interim VP for Admin and Finance
6. Compliance, Ethics and Risk Management — Andrea Gandy, Risk Management Director, Christina Serra, Interim Chief Compliance Ethics and Risk
7. Accounts Payable & Procurement — Joel Levenson, Executive Director of Tax, Payables and Procurement
8. Accounting — Brad Hodum, Accounting Operations Interim Controller, Meghan Nelson, Assistant Controller
9. Budgeting — Dennis Crudele, Financial Statement Preparation Interim CFO, Donna DuBuc, University Budgeting Director
10. Information Security — Chris Vakhordjian, Assoc. VP & Chief Security Officer
11. Student Billing — Kelly D’Agostino, Bursar
12. Revenue — Alicia Keaton, Director of Financial Aid
13. Internal Audit — Robert Taft, Internal Audit
14. Board of Trustee — Robert Garvy, Representative
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|. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the University of Florida (UF) in this report. We used our risk rating methodology to evaluate and score sixty-
two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses noted
during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that risk.
An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on UF’s system of internal controls, based on our procedures we noted no risk categories
with a high level of residual risk, or significant control gaps or weaknesses in UF’s control structure.

We concluded that five of the twelve risk categories we evaluated had a minor residual risk rating, and seven categories had a low residual risk rating. We also
found several opportunities for UF to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and UF management’s responses can be found in the Observations and Recommendations section of this report.

UF Observations Summary

1. Employee Management — Termination and Role Changes. Currently, UF has not formally documented a
Information Technology | procedure for the timely notification of IT of role changes or terminations to prompt removal of access within a Low
timely manner (i.e. 24 hours) and user access reviews to ensure compliance with the principle of least privilege.

2. Employee Management — Employee Security Awareness Training. UF requires training for employees
Information Technology | before role access is granted to specific Restricted Data types, but UF has not established an Information Low
Security Training Program to provide all employees with training on-hire and on an annual basis.
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)
University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of the University of Florida (UF). As part of our assessment, we obtained an understanding of BOG
regulations, university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of
UF management. Based on this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enroliment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

; ; We established the threshold for
Minor 2 Improbable 2 Minor 2 reportable risk levels at a residual

risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
UF’s control structure.

Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique
components that would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls
rated as “Needs Improvement” or “Inadequate” to provide additional insight into that specific matter.
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed five categories to have a minor level of residual
risk and seven categories to have a low level of residual risk. UF’s three highest categories of residual risk were Information Technology, Investment Management
and Procurement. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: UF Inherent vs. Residual Risk by Category

3.500
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our
threshold for reportable observations.

Exhibit 2: UF Inherent vs. Residual Risk with Control Rating

Accounts Payable - 0.300 -
Budgeting - 0.300 -
Capital Asset Management - 0.300 -
Cash Management - 0.300 -
Financial Reporting & Operations - 0.300 -
Governance - 0.300 -
Grant Mgmt 3.100 0.300 -
Infermation Technology 0.050 -
Investments Management 3.500 0.300 -
Frocurement 3.143 0.300 -
Revenue 0.300 -
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify a few areas to improve risk management and control practices. Additional detail on these
observations, our recommendations on how UF could address these observations, and UF management’s responses to our recommendations have been provided
in the Observations and Recommendations section of this report.

We believe that UF would benefit from several high-value enhancements, such as establishing an Information Security Training Program to provide to employees
with training on-hire and on an annual basis. An evolving, annual Security Training Program is critical to maintain pace with the threats that have emerged
alongside the continuous advances in technology. These threats pose not only financial risks, but may also impact reputation, safety, and strategic initiatives.

Finally, we conclude that the university can improve administrative efficiencies with established policies and procedures. A couple areas where we noted a need
for improvement was in an enterprise-wide established clean desk program and procedures for timely notification to IT of employee role changes/terminations. A
clean desk policy established enterprise-wide can enhance the workplace security. Procedures over notifying IT of role changes and terminations can hold
university employees to established standards to ensure timely offboarding of access.

© 2019 Crowe LLP WWw.crowe.com

This report is furnished solely for the information and use of University of Florida and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or entities.

337



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
University of Florida (UF) Internal Management and Accounting Control and Business Process Assessment
November 2019

lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at UF, and to provide observations and recommendations to the UF Board of Trustees, UF leadership,
and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at UF:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of UF have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated UF's risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with UF management the factual basis for our observations and recommendations. Management's written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded two (2) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Information Technology 1. Employee Management — Termination and Role Changes Low
Information Technology 2. Employee Management — Employee Security Awareness Training Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Employee Management — Termination and Role Changes Information Security Low

Condition: UF has not formally documented a procedure for the timely notification of IT of role changes or terminations to prompt removal of access within a
timely manner (i.e. 24 hours) and user access reviews to ensure compliance with the principle of least privilege. A process will be implemented by the end of
calendar year 2019 to provide a report to the Departmental Security Administrators for all terminated and transferred employees that will assist a timely removal of
roles and access granted at the departmental level.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 PS-4 as the criteria upon which to evaluate these controls.

Root Cause: UF has not prioritized documenting its practices for terminations and role changes due to its reliance on experienced staff members with substantial
institutional knowledge.

Implication: Employees may retain permissions related to their old roles or maintain access to the organization's systems after the termination of their
employment.

Recommendation: UF should continue the project plan for the implementation of a periodic report that will be provided to Departmental Security Administrators to
facilitate a timely removal of roles and reconfiguration of access. Additionally, this process should be documented within a procedure to verify consistence for the
removal or modification of access.

Management Response:

UF management disagrees with the observation. NIST 800-53 r5 referenced in this audit has not been released in a final version and is still under review by the
Office of Management and Budget, Office of Information and Regulatory Affairs. Instead, UF conforms to the most current version, NIST 800-53 r4.

As stated previously, the university has documented standards and procedures for removal of inappropriate access upon termination of employees:

e The UF Account Management Standard requires that accounts and authorizations be promptly modified when a user’s job duties change.
https://it.ufl.edu/policies/information-security/related-standards-and-documents/account-management-standard/

e The UF HR Employee Exit Checklist includes steps to disable accounts. https://hr.ufl.edu/wp-content/uploads/2018/04/exit_checklist.pdf

e The information security risk assessment process addresses all aspects of data protection, including access management, using controls selected from
NIST 800-53r4.

¢ Roles require an annual re-certification by the Departmental Security Administrator to verify the continued need for access.
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UF began a multi-phase project in 2018 to implement improved processes for prompt removal of access rights. The first phase was implemented on January 30,
2019, to automate removal of roles that grant access to HR, Finance and Student systems the morning after a termination date occurs in PeopleSoft. The second
phase, a report to Departmental Security Administrators (DSAs) of transferred employees to facilitate timely removal of inappropriate roles and access granted at
the departmental level, was implemented October 31, 2019. As part of the second phase, an email was sent to all DSAs informing them of their responsibility to
review and update enterprise security roles for transferred employees. The third and final phase is on target to be completed by December 31, 2019. Phase 3 will
enhance the report to DSAs to include terminated employees.

It is important to note that many former employees retain their account access after separating from the university to services such as: Library, email, etc.
Instances in which this is the case include retired faculty that are guaranteed continuing access by contract, and alumni that need the ability to access their
educational records. Because of this, the university is focused on processes to remove roles, rights, and permissions that are no longer appropriate rather than
termination of accounts.

Crowe Comment:

During our assessment, UF provided a standard and a checklist. They did not provide documented procedures, which is what the condition has referenced. While
management’s response indicates the basis for procedures that UF may utilize; based on the evidence provided there were no procedures for how the university
or each business unit actually adhered to the standards provided.
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Observation 2 Process Area Priority Rating

Employee Management — Security Awareness Training Information Security Low

Condition: Although UF requires training for employees before role access is granted to specific Restricted Data types, UF has not established an Information
Security Training Program to provide all employees with training on-hire and on an annual basis.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AT-3 as the criteria upon which to evaluate these controls.
Root Cause: UF has not prioritized resources to address the risk of employees not receiving security awareness training.

Implication: Cybersecurity is a constantly changing field. If employees are not provided with continuous training, they may not be prepared to identify newer
threats and tactics and can expose the organization to risk.

Recommendation: UF should implement an on-hire and annual security training program for all employees. This training should be updated at least annually to
cover current cybersecurity threats. This program should include a holistic approach, with both periodic security awareness exercises and specialized training for IT
skill development. Employees should be required to sign an acknowledgement of this training and these acknowledgements should be tracked to ensure compliance.

Management Response:

UF management partially agrees with the observation. NIST 800-53 r5 referenced in this audit has not been released in a final version and is still under review by
the Office of Management and Budget, Office of Information and Regulatory Affairs. Instead, UF conforms to the most current version, NIST 800-53 r4.

As stated previously, UF requires role-based training for employees working with specific data types. This training is privacy-focused but includes security content.
UFIT offers optional security awareness training in a variety of formats, including just-in-time, online and classroom delivered content.

UF provides the following required online role-based training:
e HIPAA & Privacy — General Awareness
e FERPA Basics
e FERPA for Faculty
e Protecting Social Security Numbers & Identity Theft Prevention
e Payment Card Security Awareness Training

e UF also provides optional security awareness training, available at https://training.it.ufl.edu/training/:

e UF Restricted Data Training
e Cyber Security at UF
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As an example, in calendar year 2019 alone, UFIT offered the following security awareness messaging to all employees:

10 UFIT News stories, published on https://news.it.ufl.edu/

5 stories in email (such as Faculty Update) sent to all faculty
7 stories in email (such as Gator Times) sent to all students
4 stories in email (such as UF at Work) sent to all staff

109 social media posts (Facebook, Twitter and Instagram)

5 live training events

Various other placements, including The Alligator, UF Health Post, and UFH Villager

Additionally, UF has purchased KnowBe4 security awareness training, and will conduct simulated phishing exercises against faculty, staff and students and deliver
just-in-time training. UF will provide mandatory security awareness training to all new hires. UF will also provide training to employees who demonstrate the need
for additional training. UF will start mandatory training in July 2020.
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VI. Appendix - List of Interviewees at UF

The following individuals were interviewed during our onsite visit to UF the week of July 29, 2019. The name, title, and interview subject are included below for
reference.

1. Payroll — Alan West, Assistant VP and Controller, Brad Bennett, Sr. Assoc Controller, Scott Easton, Assoc. Controller
2. Bursar/Student Account/Billing/Student AR - Alan West, Assistant VP and Controller, Brad Bennett, Sr. Assoc Controller, Terry Wooding

3. Cash Management & Investments — Mike McKee, CFO, Alan West, Assistant VP and Controller, Brad Bennett, Sr. Assoc Controller, Shane Anderson, Asst.
Controller Ed Kelly, UFICO

4. Budget — George Kolb, Asst. VP

5. Accounts Payable — Alan West, Assistant VP and Controller, Randy Staples, Assoc. Controller

6. Planning, Design and Construction — Gene Herring, Director of Capital Programs and Financial Management, Curtis Reynolds, VP of Business Affairs

7. Construction Accounting & Capital Asset Management — Alan West, Assistant VP and Controller, Brenda Harrell, Asst. Controller, Ryan Parris, Asst. Controller

8. Preparation/lssuance of Audit Financial Statements — James House, Asst. Controller, Patrice Lecomte, Assoc. Controller, Alan West, Asst. VP and Controller

9. Revenue/Accounts Receivable — Patrice Lecomte, Assoc. Controller, Alan West, Asst. VP and Controller

10. Internal Audit — Joe Canella, Internal Audit

11. Information Technology — Rob Adams, CISO

12. Procurement — Lisa Deal, Asst. VP and Chief Procurement Officer, Nicola Heredia, Director

13. Grant & Regulatory Reporting Compliance — Tiffany Schmidt, Director of Sponsored Programs, Stephanie Gray, Asst. VP Sponsored Programs
14. Sponsored Program Accounts Receivable — Tiffany Schmidt, Director of Sponsored Programs, Stephanie Gray, Asst. VP Sponsored Programs

15. UF Board of Trustees Finance Committee Chair, Thomas Kuntz
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the University of North Florida (UNF) in this report. We used our risk rating methodology to evaluate and
score sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses
noted during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that
risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on UNF’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in UNF’s control structure.

We concluded that one of the twelve risk categories we evaluated had a minor residual risk rating, and eleven categories had a low residual risk rating. We also
found several opportunities for UNF to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and UNF management’s responses can be found in the Observations and Recommendations section of this report.
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UNF Observations Summary

Description Risk Rating

Risk Category

1. Data Protection — Mobile Device Management. UNF has not documented a Mobile Device
Management policy for employees and contractors which details requirements for mobile device security.
This increases the risk that sensitive UNF information may be compromised if a malicious actor gains
access to the phone or other mobile device.

Information Technology

2. Information Security — Clean Desk Policy. UNF does not have a university-wide “clean desk” policy.

IEETON Voo loe This increases the risk that sensitive information may be viewed or accessed by unauthorized parties.
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I[I. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of UNF. As part of our assessment, we obtained an understanding of BOG regulations, university policies,
procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of UNF management. Based on
this information, we developed a risk and control assessment, summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Minor 2 Improbable 2 Minor 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
e Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
UNF’s control structure.

Residual Risk Assessment

We assigned a control effectiveness rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to
provide an overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique
components that would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls
rated as “Needs Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed one category to have a minor level of residual
risk and eleven categories to have a low level of residual risk. UNF’s three highest categories of residual risk were Grant Management, Procurement, and
Governance. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: UNF Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our
threshold for reportable observations.

Exhibit 2: UNF Inherent vs. Residual Risk with Control Rating
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Conclusion

Based on our procedures we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater).
However, our risk and control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these
observations, our recommendations on how UNF could address these observations, and UNF management’s responses to our recommendations have been
provided in the Observations and Recommendations section of this report.

We believe that UNF would benefit from several low-cost, high-value enhancements such as:
1. Strengthening security policies around mobile computing,
2. Communicating policies and best practices for securing sensitive information (e.g. a clean desk policy), and
3. Training employees to be aware of and properly respond to security threats.

Finally, we conclude that with continuous advances in technology, universities can exponentially improve the level and reach of services to its students and
increase administrative efficiencies. However, a strong risk management framework is critical to maintain pace with the threats that have emerged alongside the
advances. These threats pose not only financial risks, but may also impact reputation, safety, and strategic initiatives. UNF should consider strengthening their risk
management practices through a more formal, systematic approach in order to provide an added level of assurance to its Board of Trustees and to the Board of
Governors that the university has taken reasonable measures to manage the risks it faces in the course of pursuing its mission.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at UNF, and to provide observations and recommendations to the UNF Board of Trustees, UNF
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at UNF:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:

a. Procurement

b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management

d. Information Systems Management

e. Cyber Security

f. Contract Management

3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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V. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of UNF have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated UNF’s risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with UNF management the factual basis for our observations and recommendations. Management’s written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded two (2) observations which are summarized in the table below. These observations represent areas where we determined that controls
were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to
address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Risk Category Description Risk Rating
Information Technology | 1. Data Protection — Mobile Device Management Low
Information Technology | 2. Information Security — Clean Desk Policy Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Data Protection — Mobile Device Management Information Technology Low

Condition: UNF has not documented a Mobile Device Management policy for employees and contractors, which details requirements for the security of mobile
devices.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AC-19 as the criteria upon which to evaluate these controls.

Root Cause: UNF has not prioritized resources to develop a mobile device management policy for its employees and contractors who use their personal mobile
devices to access UNF email or other applications.

Implication: Employees or contractors who use UNF email on their phones without security protections are at risk of compromising UNF information if a malicious
actor gains access to the phone, both physically or remotely.

Recommendation: UNF should develop a policy to inform users of the security controls that are required through the information security program for the user of
UNF email on their personal phones. Information security standards should include, but not limited to, full disk encryption, a secure PIN, and a lockout policy. UNF
should also consider using a Mobile Device Management solution. For example, while we do not endorse any specific products, the VMware ® AirWatch is one of
many solutions that may be implemented to enforce these controls and remotely wipe devices in the event that they are lost or stolen.

Management Response:

We agree with the recommendation for a Mobile Device Management (MDM) policy. Accordingly, we are working toward updating our current policies to
incorporate these issues. We should have these policy statements in place by the Spring of 2020. We also agree with the suggestion for a MDM solution. To that
end, we had already initiated a project to implement such as solution.

Implementation Plan: We expect this project to be completed by Fall 2020 or Spring 2021.
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Observation 2 Process Area Priority Rating

Information Security — Clean Desk Policy Information Technology Low

Condition: Although some departments have clean desk programs, UNF has not created an enterprise wide clean desk program to enforce the standards across
the organization.

Criteria: The audit evaluated controls utilizing regulator guidance and industry best practices, including the National Institute of Standards and Technology (NIST),
NIST Cybersecurity Framework and SANS Critical Security Controls.

Root Cause: UNF has not yet prioritized resources to develop a university-wide clean desk policy.
Implication: Lack of a clean desk program can result in users leaving sensitive information where it can be viewed or stolen by unauthorized parties.

Recommendation: UNF should develop a policy to address how physical artifacts deemed sensitive in nature located around an employee's workspace need to
be securely stored at the end of each day, or when the employee is away from their desk. The policy should be inclusive of all items that relate to private customer
information, passwords, transaction records, private employee information, etc. Suggested requirements include, but are not limited to:

Management Response:

We agree with the recommendation for a Clean Desk Policy. We have already drafted a policy that is currently in the management review stage.
Implementation Plan: We expect to have this policy published by Spring 2020.
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VI.  Appendix - List of Interviewees at UNF

The following individuals were interviewed during our onsite visit to UWF the week of June 24, 2019. The name, title, and interview subject are included below for
reference.

1. Accounts Payable & Procurement:
a. Valerie Stevenson, University Controller
b. Shawn Asmuth, Director of Procurement
2. Budgeting and Financial Management:
a. Valerie Stevenson, University Controller
b. Devany Grooves, Budget Director
3. Governance:
a. Shari Shuman, Vice President for Administration and Finance
b. Scott Bennett, Chief Information Officer
4. Grants Management: John Kantner, Associate Vice President for Research
Information Technology: Scott Bennett, Chief Information Officer
Payroll:
a. Valerie Stevenson, University Controller
b. Carrie Guth, Director of Human Resources
7. Cash Management and Invetments:
a. Valerie Stevenson, University Controller
b. Mike Neglia, University Treasurer
8. Student Billing: Valerie Stevenson, University Controller
9. Capital Asset Management:
a. Valerie Stevenson, University Controller

b. John Hale, Associate Vice President for Administration and Finance
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the University of South Florida (USF) in this report. We used our risk rating methodology to evaluate and
score sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses
noted during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that
risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our assessment precludes us from issuing an opinion on USF’s system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in USF’s control structure.

We concluded that five of the twelve risk categories we evaluated had a minor residual risk rating, and seven categories had a low residual risk rating. We also did
not identify any reportable gaps in internal control where USF could improve controls or risk mitigation activities.

USF Observations Summary

Crowe noted no observations.
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of the University of South Florida (USF). As part of our assessment, we obtained an understanding of BOG
regulations, university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of
USF management. Based on this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enrollment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
USF's control structure.

Residual Risk Assessment

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs
Improvement” or “Inadequate” to provide additional insight into that specific matter.
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We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed five categories to have a minor level of residual
risk and seven categories to have a low level of residual risk. USF’s three highest categories of residual risk were Cash Management, Procurement, and Grant
Management. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: USF Inherent vs. Residual Risk by Category

3200
2.950 2929
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S

Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the

residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our

threshold for reportable observations.

Exhibit 2: USF Inherent vs. Residual Risk with Control Rating

Accounts Payable
Budgeting
Capital Assol Managemant
Cash Management
Financial Reporting & Operations
Govemance
Grant Mgmi
Infermmation Technology
Investmants Management
Payrol
Procurement
Revenue
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Conclusion

Based on our procedures, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater). In
addition, our risk and control assessment did not identify any specific gaps in control or areas to significantly improve risk management and control practices.
Therefore, no observations were noted.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at USF, and to provide observations and recommendations to the USF Board of Trustees, USF
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at USF:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations

© 2019 Crowe LLP www.crowe.com

This report is furnished solely for the information and use of University of South Florida and the Florida Board of Governors. The report is not intended to be and should not be used by anyone other than these specified parties or
entities.

369



Board of Governors Committees and Meeting - January 29-30, 2020 - Budget and Finance Committee

Florida Board of Governors State University System
University of South Florida (USF) Internal Management and Accounting Control and Business Process Assessment
November 2019

IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate A summary of the procedures we
completed during our assessment of USF have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated USF'’s risk management and control structure based on the information gathered above.

6. Where applicable, we identified gaps in controls and process improvement opportunities.

7. We have confirmed with USF management the factual basis for our conclusions.
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V. Observations and Recommendations

Our procedures did not yield any observations in areas where we determined that controls were absent or were not adequate to mitigate the associated risk to an
acceptable level.
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VI. Appendix - List of Interviewees at USF

The following individuals were interviewed during our onsite visit to USF the week of August 12, 2019. The name, title, and interview subject are included below.

1. Accounts Payable & Procurement:
a. Jennifer Condon, University Controller
b. Robert Hunt, Associate Controller for Payment Services
c. George Cotter, Director for Procurement Services
d. Russ Nally, Associate controller for Accounting & Reporting Services
2. Budgeting and Financial Management: Jennifer Condon, University Controller
3. Capital Asset Management:
a. Jennifer Condon, University Controller
b. Calvin Williams, VP Facilities Management
4. Cash Management:
a. Jennifer Condon, University Controller
b. Russ Nally, Associate controller for Accounting & Reporting Services
Grant Management: Keith Anderson, Director of Sponsored Research
Student Billing: Jennifer Condon, University Controller
Payroll: Donna Keener, Assistant Vice President Human Resources

Information Technology: Sidney Fernandes, Chief Information Officer

© 0o N o O

Compliance & Ethics: Jeff Muir, Compliance Officer
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I. Executive Summary

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this Assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS.

The scope of our assessment was focused on financial and operational risks, and regulatory compliance risks among the twelve universities within the SUS.

We have presented the results of our assessment of the University of West Florida (UWF) in this report. We used our risk rating methodology to evaluate and
score sixty-two (62) risks statements grouped into twelve categories. Our conclusions were based on the level of residual risk and any control gaps or weaknesses
noted during our assessment. Residual risk refers to the level of risk after considering the internal controls in place and other activities implemented to mitigate that
risk. An in-depth discussion of our approach and rating methodology can be found in the Assessment Overview section of this report.

Conclusion

While the scope of our procedures precludes us from issuing an opinion on UWF's system of internal controls, based on our procedures we noted no risk
categories with a high level of residual risk, or significant control gaps or weaknesses in UWF’s control structure.

We concluded that nine of the twelve risk categories we evaluated had a minor residual risk rating, and three categories had a low residual risk rating. We also
found several opportunities for UWF to strengthen internal controls, identified as “observations” in the table below. We have highlighted these observations as
specific opportunities to improve controls or risk mitigation activities. The risk rating for each observation is indicative of the risk to university objectives posed by
this gap in internal controls and is separate and distinct from the residual risk ratings in each category. Additional information on these observations, our
recommendations to address them, and UWF management’s responses can be found in the Observations and Recommendations section of this report.
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UWF Observations Summary

1. Contract Management — Shared Services Contracts. UWF has not established roles and responsibilities for
managing shared service contracts. As a result, it was unclear how UWF established contract ownership and vendor
Procurement o . e Lo . . Moderate
performance monitoring, as well as how it verified that appropriate insurance, data privacy, and intellectual property
protections were in place.
2. Policies and Procedures — Vendor Setup and Monitoring. UWF did not have documented standards or
Procurement processes for vendor performance monitoring, as stipulated in BOG regulations 18.001, subsection (f). Therefore, it Moderate
was unclear what standard practices, roles, and responsibilities had been implemented.
. 3. Business Continuity Management — Incident Classification. UWF does not have documented procedures or a
Information e I L o )
Security classification sc_hema to prioritize and respond to cybersecurity incidents. This increases the risk that UWF may not be Moderate
able to appropriately and effectively respond to threats.
4. Data Protection — Employee Removable Media. UWF has not established a policy or technology controls to
Information manage employees’ and contractors’ use of removable media, (i.e. USB drives). This increases the risk of unauthorized
. . - . . o A . - Low
Security disclosure of confidential, personally identifiable, or other sensitive information through loss or misuse of the storage
media.
. 5. Employee Management — Employee Security Awareness Training. UWF does not provide security training to
Information ; . > . . A
. employees on a reoccurring basis. If employees are not be prepared to identify emerging and evolving threats and Low
Security A N
tactics, it increases the likelihood of a successful breach.
. 6. Data Protection — Employee Mobile Device Management Policy. UWF has not documented a Mobile Device
Information - - . . - . ) .
. Management policy for employees and contractors which details requirements for mobile device security. This Low
Security . . " : : X . . ;
increases the risk that sensitive UWF information may be compromised if a malicious actor gains access to the phone
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II. Assessment Overview

The Board of Governors (the “Board” or “BOG”) of the Florida State University System (SUS) engaged Crowe LLP to perform a system-wide “Internal Management
and Accounting Control and Business Process Assessment”. The purpose of this assessment was to evaluate the existing internal controls and review business
processes to identify any areas of risk for the SUS. We performed these consulting services in accordance with the Standards for Consulting Services established
by the American Institute of Certified Public Accountants. These services do not constitute an audit, review, or examination in accordance with standards
established by the American Institute of Certified Public Accountants, and therefore, Crowe did not express an opinion on the accuracy or efficacy of the material
assessed during the performance of these services.

The scope of our assessment was focused primarily on financial and operational risks, and secondarily on regulatory compliance risks. It included the twelve
universities within the SUS as follows:

Florida Agricultural and Mechanical University (FAMU)
Florida Atlantic University (FAU)
Florida Gulf Coast University (FGCU)
Florida International University (FIU)
Florida Polytechnic University (FPU)
Florida State University (FSU)

New College of Florida (NCF)
University of Central Florida (UCF)
University of Florida (UF)

University of North Florida (UNF)
University of South Florida (USF)
University of West Florida (UWF)

This report represents the results of our assessment of the University of West Florida (UWF). As part of our assessment, we obtained an understanding of BOG
regulations, university policies, procedures, processes and business requirements. In addition, we sent surveys and conducted interviews with various members of
UWF management. Based on this information, we developed a risk and control assessment, the results of which are summarized below.

Inherent Risk Assessment

We developed an inherent risk assessment for each university in the SUS. The inherent risk assessments consisted of a list of risk factors which, based on our
research and experience, are relevant, impactful, and likely to occur in a university environment. We rated some inherent risks differently across universities due to
environmental or organizational variables (e.g. research-based universities, student enroliment, campus location(s), age of infrastructure, student housing, etc.). At
this point in the assessment we did not yet consider the specific risk management and controls that each university had in place to mitigate these risks. It was
designed to provide a baseline upon which to measure control effectiveness at the university level.
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Risk Rating Scale

Impact Score Likelihood Score Risk Rating Score

Low 1 Remote 1 Low 1

We established the threshold for

Viman 2 Improbable 2 i 2 reportable risk levels at a residual
risk score of 4 or higher.

Moderate 3 Possible 3 Moderate 3
High 4 Probable 4 High 4
Severe 5 Almost Certain 5 Severe 5

We established a risk rating methodology to assign a score to each risk factor in the assessment as illustrated above. Our risk rating methodology considered two
criteria, “Impact” and “Likelihood”. The “Risk Rating” represents the average of those two scores. The impact criterion addressed the effect on financial,
operational, or compliance objectives if the risk factor were to occur. The likelihood criterion addressed the probability that the risk would occur in the current
environment. Our scores were based on a five-point rating scale with one (1) representing the lowest, and five (5) representing the highest risk score. We labeled
the risk rating in the same manner as the impact criterion for the purpose of simplicity and consistency.

Control Ratings

We also rated the internal controls in place according to the three criteria below. The percentage assigned to each rating represents the reduction in perceived
levels of risk and was used to calculate the residual risk score.

¢ No Observations Noted (30% reduction to the inherent risk rating),
¢ Needs Improvement (15% reduction to the inherent risk rating), or
¢ Inadequate (0%, no reduction to the inherent risk rating)

We based the control ratings on the results of our research, discussions with management, and the supporting documentation they provided to help us analyze
UWF’s control structure.

Residual Risk Assessment

We assigned a control rating to each control to arrive at a residual risk rating in a consistent manner. The residual risk assessment was intended to provide an
overview of the university’s risk management and system of internal control. We recognized that each control and its related risk had unique components that
would not be fully represented by the control or residual risk rating. Therefore, we developed an observation and recommendation for controls rated as “Needs
Improvement” or “Inadequate” in order to provide additional insight into that specific matter.
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S

We used the risk category ratings, as illustrated in Exhibit 1 below, to summarize the sixty-two (62) risk statements which we evaluated and scored during this
assessment. We assessed the risk factors from the perspective of “inherent risk” (i.e. prior to considering implementation of controls) and “residual risk” (i.e. after
consideration of controls in place to mitigate the risk). In total we grouped risks into twelve categories and deemed nine categories to have a minor level of residual
risk and three categories to have a low level of residual risk. UWF’s three highest categories of residual risk were Governance, Procurement, and Information
Technology. However, based on our methodology, all risk categories were below our threshold for a reportable observation.

The bar graph illustrates the difference between the average inherent and residual risk scores for each risk category. Please note that if an individual risk factor
exceeded the threshold, we would have reported an observation and recommendation for those factors. However, we did not note any individual risk factors that

exceeded the threshold, and these key functions/risk categories also have average residual risk scores below our threshold. This is an indicator that our
observations identified were not systemic to the functional area.

Exhibit 1: UWF Inherent vs. Residual Risk by Category
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Exhibit 2 highlights similar information but uses different visualizations to illustrate how the control rating reduced the level of inherent risk (i.e. resulting in the
residual risk score). The inherent risk represents the baseline score in each category prior to considering internal controls. The control mitigation score represents
our assessment of the controls in each category. The residual risk score is the net result of the two scores and is used to indicate whether the control structure was
adequately designed to mitigate the associated risks to a reasonable level. Again, this exhibit indicates that all risk categories had average residual risks below our
threshold for reportable observations.

Exhibit 2: UWF Inherent vs. Residual Risk with Control Rating

Accounts Payable

Budgeting

Capital Asset Management

Cash Management

Financial Reporting & Operations

Governance

Grant Mgmt

Information Technology

Investments Management

Payroll

Procurement

Revenue
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Conclusion

Overall, we noted no individual risk factors which arose to the level of a reportable observation (i.e. a residual risk score of 4 or greater). However, our risk and
control assessment enabled us to identify several areas to improve risk management and control practices. Additional detail on these observations, our
recommendations on how UWF could address these observations, and UWF management’s responses to our recommendations have been provided in the
Observations and Recommendations section of this report.

We also noted a common theme throughout our assessment that the university would likely benefit from an enhanced focus in the areas where third-party risk
management and data protection intersect. While we have addressed specific risks in our observations and recommendations, we understand that this is an area
in which UWF and many other higher education institutions are expanding or will be planning to expand their operational activities. For example, the number of
providers and types of services in this area is rapidly expanding, and consequently, so are the associated risks. For example, university student support, call
centers, or collection agencies are commonly granted access to student account information. Payroll service providers receive and transmit data electronically, and
cloud-based storage services are becoming an increasingly efficient and inexpensive way in which to manage large amounts of data, including personally
identifiable and sensitive data.

While these advances in technology can exponentially improve the level and reach of services to students, and increase administrative efficiencies, a strong risk
management framework is critical to maintain pace with the threats that have emerged alongside the advances. These threats pose not only financial risks, but
may also impact reputation, safety, and strategic initiatives. UWF should consider strengthening their risk management practices through a more formal,
systematic approach in order to provide an added level of assurance to its Board of Trustees and to the Board of Governors that the university has taken
reasonable measures to manage the risks it faces in the course of pursuing its mission.
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lll.  Objectives and Scope

The purpose of this assessment was to evaluate the existing internal controls and review business processes to identify any areas of risk for the SUS. We
accomplished this by completing a risk and control assessment for each university within the SUS, which enabled us to identify gaps or weaknesses in internal
controls and make recommendations to the university and the BOG for improvement. In summary, our objectives were to evaluate the risks, controls, and business
processes related to financial accounting and operations at UWF, and to provide observations and recommendations to the UWF Board of Trustees, UWF
leadership, and the BOG on improving the risk management, controls, and business processes within the university.

The scope of our assessment included the following activities and processes at UWF:
1. Internal Management and Accounting Controls over:
a. Accounting Operations (e.g. Accounts Payable, Accounts Receivable, Payroll)
b. Financial Statement Preparation and Issuance
c. Grant Management
2. Business Processes and Operations, including:
a. Procurement
b. Budget Management and Oversight (Capital and Operating)
c. Capital Program and Asset Management
d. Information Systems Management
e. Cyber Security
f. Contract Management
3. Compliance matters, including:
a. Data Privacy rules and regulations
b. Federal and State Grant reporting requirements

c. Financial Aid regulations
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IV. Procedures Performed

It should be recognized that internal controls are designed to provide reasonable, but not absolute, assurance that errors and irregularities will not occur, and that
procedures are performed in accordance with management’s intentions. There are inherent limitations that should be recognized in considering the potential
effectiveness of any system of internal controls. In the performance of most control procedures, errors can result from misunderstanding of instructions, mistakes
in judgment, carelessness, or other factors. Internal control procedures can be circumvented intentionally by management with respect to the execution and
recording of transactions, or with respect to the estimates and judgments required in the processing of data. Controls may become ineffective due to newly
identified business or technology exposures. Further, the projection of any evaluation of internal control to future periods is subject to the risk that the procedures
may become inadequate because of changes in conditions, and that the degree of compliance with procedures may deteriorate. A summary of the procedures we
completed during our assessment of UWF have been summarized in the table below.

Summary of Procedures

1. We reviewed BOG regulations, university policies, procedures, processes and business requirements.

2. We prepared an inherent risk assessment, which includes risks arising from our assessment of the above, as well as our experience in common risks within
higher education, specific to financial and operational issues.

3. We analyzed risk/control questionnaires completed by university management and identified key controls in place to manage the risks identified above.

4. We conducted interviews onsite with university management for insight into risk management and control perspectives and activities.

5. We evaluated UWF's risk management and control structure based on the information gathered above.

6. We have identified gaps in controls and process improvement opportunities. These have been documented in this report as observations and
recommendations.

7. We have confirmed with UWF management the factual basis for our observations and recommendations. Management's written responses are included for
each recommendation in this report.
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V. Observations and Recommendations

Our procedures yielded six (6) observations which are summarized in the table below. These observations represent areas where we determined that controls

10

were absent or were not adequate to mitigate the associated risk to an acceptable level. In the following section we have provided details and recommendations to

address each of these observations. Management’s responses to each of our recommendations are also included in this section.

Procurement 1. Contract Management — Shared Service Contracts Moderate
Procurement 2. Policies and Procedures — Vendor Setup and Monitoring Moderate
Information Security 3. Business Continuity Management — Incident Classification Moderate
Information Security 4. Data Protection — Employee Removable Media Low
Information Security 5. Employee Management — Employee Security Awareness Training Low
Information Security 6. Data Protection — Employee Mobile Device Management Policy Low
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Observations and Recommendations

Observation 1 Process Area Priority Rating

Contract Management — Shared Services Contracts Procurement Moderate

Condition: UWF has not established roles and responsibilities for managing shared services contracts with other entities. For example, UWF did not provide
copies of executed contracts to demonstrate that service level expectations, insurance requirements, data privacy and intellectual property protections, and other
significant areas of risk had been identified, adequately addressed, and monitored for compliance. Additionally, the ownership for monitoring performance under
the terms and conditions of those agreements had not been clearly established.

Criteria: BOG Regulation 18.001 (1) Each university Board of Trustees shall adopt regulations establishing basic criteria related to procurement, including
procedures and practices to be used in acquiring commaodities and contractual services, as follows: (¢) Evaluating, approving, and utilizing contracts let by any
State of Florida agency or department, the Federal Government, other states, political subdivisions, not-for-profit cooperatives or consortia, or any independent
college or university for the procurement of commodities and contractual services, when it is determined to be cost-effective and in the best interest of the
University, to make purchases under contracts let by such other entities.

Root Cause: UWF stated that they primarily rely on the entity who negotiated the agreement to manage the contract (e.g. the BOG, other universities in the SUS,
or other third parties). As a result, UWF has not prioritized the standardization of forming these types of agreements or assigning ownership to monitor
performance.

Implication: The lack of standard practices for establishing shared service contracts increases UWF's exposure to a wide-range of risks, which include loss of
intellectual property or personally identifiable information, financial liability, excessive costs or delays, subpar quality of goods and services, and the inability to
achieve expected outcomes.

Recommendation: Crowe recommends that UWF document the process for executing shared service contracts. The process should include but is not limited to
1) Identifying roles and responsibilities for initiating, reviewing, and executing the agreement. 2) Clarifying scope of services, period of performance, performance
metrics, and other technical matters.3) Establishing standard terms and conditions that address issues of data privacy, intellectual property, and insurance
requirements. 4) Identifying ownership, roles, and responsibilities for monitoring performance throughout the length of the agreement.
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Management Response:
Management agrees. For shared services we will create Participation Agreements with the other institutions. We will ensure the following information is covered:

¢ Roles and responsibilities for initiating, reviewing and executing the agreement,

e Scope of services, period of performance, technical matters and performance metrics,

e Standard terms and conditions addressing data privacy, intellectual property and insurance requirements, and
e Ownership, roles and responsibilities for monitoring performance.

Planned for implementation by April 30, 2020
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Observation 2 Process Area Priority Rating

Policies and Procedures — Vendor Setup and Monitoring Procurement Moderate

Condition: The University did not have documented standards or a process for monitoring and tracking the performance of vendors as stipulated in BOG
regulations. UWF had documented procedures for several components of the procurement function, such as for P-Cards and purchase requisitions; however, they
did not have documented procedures for vendor setup or monitoring. UWF'’s Director of Procurement stated that UWF consistently performs a thorough vendor
certification process to ensure new vendors are not on any disbarred list, will be able to provide the requested goods or services, and present no conflict of interest
issues; however, these practices were not documented as standard operating procedures. It was also unclear what standard practices, roles, and responsibilities
were established for monitoring vendor performance.

Criteria: BOG Regulations 18.001 requires universities to establish, "Basic criteria related to procurement, including procedures and practices to be used in
acquiring commodities and contractual services." Subsection (f) of that regulation specifies that these criteria should include, "barring any vendor from doing
business with the University for demonstrated cause, including previous unsatisfactory performance."”

Root Cause: UWF has not prioritized documenting its practices for vendor setup and monitoring due to its reliance on experienced staff members with substantial
institutional knowledge.

Implication: Without a formally documented procedure in place for third party vendor setup, there is an increased risk that new suppliers will not be properly
vetted before being allowed to do business with UWF. Similarly, vendor monitoring practices are more likely to be overlooked or performed inconsistently without
documented standard operating procedures. This risk would increase further in the event of turnover in positions currently responsible for vendor setup and
monitoring.

Recommendation: We recommend that UWF document standard operating procedures for vendor setup, including requirements for conducting:
o Reference and background checks
¢ Verifying proper licensing and insurance coverage
e Validating tax identification information
We recommend that UWF document standard practices for vendor performance monitoring, including:
e Assigning of ownership for monitoring procedures
Contract compliance checks
Invoice review and approvals by technical or subject matter experts
Mechanisms for reporting subpar performance and debarring vendors.

UWEF should incorporate these standard procedures into routine employee training for those charged with procurement or vendor management responsibilities.
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Management Response:

Management Agrees. UWF will identify ‘critical’ vendors and contracts to monitor performance and assign ownership of monitoring procedures, contract
compliance checks, and mechanisms for reporting subpar performance and debarring of vendors. The invoice review and approval by technical or subject matter
experts will be the responsibility of the department acquiring the goods or services. This will be included in the UWF Procurement Manual.

Planned for implementation by April 30, 2020.
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Observation 3 Process Area Priority Rating

Business Continuity Management — Incident Classification Information Security Moderate

Condition: The organization has not documented a procedure for the classification and prioritization of cybersecurity incidents. Additionally, a classification
schema has not been documented within policy that details criteria for detected cybersecurity incidents.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 IR-1, IR-8 as the criteria upon which to evaluate these controls.

Root Cause: UWF has not prioritized resources to create a classification policy. UWF stated in their response to our control questionnaire that they do not deal
with a significant number of cybersecurity incidents.

Implication: Without an implemented procedure to classify and prioritize incidents, UWF may not be able to effectively respond to threats, resulting in the
misidentification of the severity of an incident and hampering the response effort.

Recommendation: UWF should update the incident response program to include requirements and procedures to classify and prioritize cybersecurity incidents.
This should include an analysis of the systems affected and what data is stored on those systems. A classification schema should be created to rank the criticality
of each incident. Each level of criticality should include detailed instructions on response time expectations, and communication plans.

Management Response:

Management agrees. We will develop a cybersecurity classification schema based on several factors including the category of the system, the level of data
sensitivity and possible broader consequences to dependent systems. The schema will describe the kind of incident and expected response plans.

Planned for implementation by the close of Q1 2020.
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Observation 4 Process Area Priority Rating

Data Protection — Employee Removable Media Management Information Security Low

Condition: UWF has not established a policy to manage employees’ and contractors’ use of removable media, (i.e. USB drives). Also, technical controls have not
been implemented to restrict access and provide data protection, such as encryption and device authentication.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 MP-1, MP-2, MP-5, MP-7 as the criteria upon which to evaluate
these controls.

Root Cause: UWF has not prioritized resources to address the risk of employees using removable media.

Implication: Without restrictions on the use of removable storage media through device encryption, there is the risk of unauthorized disclosure of confidential,
personally identifiable, or other sensitive information through the loss or misuse of the storage media.

Recommendation: UWF personnel should only use encrypted devices and their use should be restricted (for both read and write capabilities) to only authorized
individuals who have a legitimate business need based on the risk of data and systems. Removable media should also be centrally managed, and only company
devices should be used, where possible and appropriate. To account for all files that may be considered sensitive, technical controls should be implemented to force
removable media encryption and reduce the risk of sensitive files being lost can be reduced.

Removable media encryption solutions are listed below:

DiskCryptor https://diskcryptor.net/wiki/Main_Page

Rohos Disk Encryption https://www.rohos.com/products/rohos-disk-encryption/
PGP Disk http://www.symantec.com/encryption/

Gilisoft USB Stick Encryption http://gilisoft.com/product-usb-stick-encryption.htm
Kakasoft USB Security http://www.kakasoft.com/usb-security/

Iron Key (Encrypted USB) http://www.ironkey.com/en-US/

Alternatively, if there is no business need for removable media, it can be restricted using third party tools or through Microsoft Group Policy. The following article
provides a walkthrough on how this can be accomplished:

e https://technet.microsoft.com/en-us/library/Cc772540(v=WS.10).aspx
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Management Response:

Management partially agrees. This observation as written is impractical and possibly detrimental to the academic mission of the University. A University by its very
nature needs to allow for the use of removable media given there are innumerable reasons and needs for external devices (many which have storage capabilities)
which serve teaching and learning purposes. The University is not a “company” with homogenous and strictly defined equipment. In addition, the solutions
suggested in the table (a few of which no longer point to secure web pages) and the Technet article are not adequate to provide sufficient technical controls for the
kind of environment we have. However, we do recognize that the use of USB drives can be a risk and UWF has already banned their use with respect to Protected
information via our Information Security & Privacy Policy. In addition, we recognize that we can, in a limited fashion, apply technical controls to administrative
endpoint workstations used by employees with elevated privileges who would pose the greatest risk to an information breach.

We will employ our existing endpoint protection product (Cylance) to place a technical control to prevent the use of USB devices on computers within certain areas
of high risk due to the access to large stores of Protected information. We will determine this by grouping these endpoint workstations in a special ‘area’ within the
management capabilities of the Cylance platform.

Implementation Plan: We will implement these controls in a pilot area by close of Q1 2020 and if the pilot is successful, we will implement to all other identified
areas of risk by end of Q4 2020.
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Observation 5 Process Area Priority Rating

Employee Management — Employee Security Awareness Training Information Security Low

Condition: Although UWF provides security training to new users upon hire, annual training is not required. Through discussion with UWF, they are evaluating an
annual security awareness training program; however, one was not in place at the time of the assessment.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AT-3 as the criteria upon which to evaluate these controls.
Root Cause: UWF has not prioritized resources to provide annual security training.

Implication: If users are not provided with periodic training, at hire and annually, they may not be prepared to identify emerging threats and tactics and exposes the
organization to an increased risk of breach.

Recommendation: UWF should continue with the plan to provide annual security awareness training to users. This training should be updated at least annually to
cover current cybersecurity risks and threats. Users should be required to sign an acknowledgement of this training and these acknowledgements should be
tracked. In the absence of a robust Learning Management System, universities may consider the use of readily available mobile applications that can be used to
track attendance at training events.

Management Response:

Management agrees. We are reviewing cybersecurity awareness material we have already developed and additionally compiled from other sources. We will create
a ‘certification’ that will be tracked electronically and will track the yearly completion of cybersecurity awareness for all employees classified as “knowledge
workers”. We will review and update the material yearly as appropriate to highlight new threats. Additionally, we will amend the University Information Security &
Privacy policy to compel employees to complete this yearly awareness training.

Implementation Plan: The training and certification will become available by the end of Q2 2020.

© 2019 Crowe LLP WWw.crowe.com
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Observation 6 Process Area Priority Rating

Data Protection — Employee Mobile Device Management Policy Information Security Low

Condition: UWF has not documented a Mobile Device Management policy for employees and contractors, which details requirements for the security of mobile
devices.

Criteria: We relied on the National Institute of Standards and Technology (NIST) SP 800-53 r5 AC-19 as the criteria upon which to evaluate these controls.

Root Cause: UWF has not prioritized resources to develop a mobile device management policy for its employees and contractors who use their personal mobile
devices to access UWF email or other applications.

Implication: Employees or contractors who use UWF email on their phones without security protections are at risk of compromising UWF information if a
malicious actor gains access to the phone, both physically or remotely.

Recommendation: UWF should develop a policy to inform users of the security controls that are required through the information security program for the user of
UWF email on their personal phones. Information security standards should include, but not limited to, full disk encryption, a secure PIN, and a lockout policy.
UWF should also consider using a Mobile Device Management solution. For example, while we do not endorse any specific products, the VMware ® AirWatch is
one of many solutions that may be implemented to enforce these controls and remotely wipe devices in the event that they are lost or stolen.

Management Response:

Management partially agrees. The University does not provide mobile phones to its employees nor does it have the budget for an enterprise-wide MDM. However,
we recognize that policy and guidelines for the safe use of personal mobile devices are an important addition to our security posture. We will also include a training
module to inform employees of the proper safety best practices.

Implementation Plan: We have drafted a mobile and personal device policy and will be submitting this policy through the policy process by the start of Q1 2020.

© 2019 Crowe LLP WWw.crowe.com
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VI. Appendix

List of Interviewees at UWF

The following individuals were interviewed during our onsite visit to UWF the week of June 24, 2019. The name, title, and interview subject are included below for
reference.

Budgeting and Financial Management: Betsy Bowers, Vice President Finance & Administration

Capital Budget Management: Melinda Bowers, Associate Vice President Facilities Management

Capital and Operating Budget Preparation and Management: Michelle Randu, Budget Manager

Business Continuity & Disaster Recovery: Peter Robinson, Director of Environmental Health & Safety

Business Continuity & Disaster Recovery: Nicole McDonald, Assistant Director of Environmental Health & Safety
Business Continuity & Disaster Recovery: Pennie Sparks, Risk Manager

Financial Accounting and Operations: Colleen Asmus, Controller

Financial Accounting and Operations: Billy Pollard, Senior Associate Controller

© © N o gk wDdhPE

Financial Accounting and Operations: Jeffrey Djerlick, Associate Controller

[y
o

. Student Billing: Lisa Griswold Student Accounts

AN
=

. Student Billing: Audrey Liss, Student Accounts

AN
N

. Grants Management, Dr. Matthew Schwartz, Associate Vice President of Research Administration

-
w

. Information Security and Data Privacy: Geissler Golding, Director of Infrastructure & Chief IT Security Officer

[EEY
E

Procurement: Angie Jones, Director, Procurement & Contracts

[EY
a1

. Regulatory Compliance: Matt Packard, Chief Compliance Officer
. UWF Board of Trustee Chair, J. Mort O’Sullivan

[EY
o
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AGENDA
Strategic Planning Committee
Room 208
Turnbull Conference Center
Florida State University
555 West Pensacola Street
Tallahassee, FL 32301
January 29, 2020
1:00 p.m. — 2:45 p.m.
or
Upon Adjournment of Previous Meetings

Chair: Mr. Tim Cerio; Vice Chair: Mr. Alan Levine
Members: Felton, Frost, Huizenga, Jr., Jordan, Lamb, Scott, Silagy

Call to Order and Opening Remarks Governor Tim Cerio

Minutes of Strategic Planning Committee Meeting Governor Cerio
Minutes, October 30, 2019

Florida Job Outlook and Demand Ms. Adrienne Johnston
Chief, Bureau of Workforce Statistics

and Economic Research

Department of Economic Opportunity

U.S. News and World Report Rankings Mr. Troy Miller
Deputy Chief Data Officer
Office of Data and Analytics

Monitoring Pillars of Excellence Progress Dr. Christy England
Vice Chancellor for
Academic and Student Affairs

University of North Florida Strategic Plan Dr. David Szymanski
President
University of North Florida
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University of South Florida Consolidation Update Dr. Steven Currall
President
University of South Florida

Concluding Remarks and Adjournment Governor Cerio
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Strategic Planning Committee
January 29, 2020

SUBJECT: Minutes of Committee Meeting held October 30, 2019

PROPOSED COMMITTEE ACTION

Consider approval of the minutes of the Strategic Planning Committee meeting held on
October 30, 2019, at the University of Florida.

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

The Strategic Planning Committee will consider approval of the minutes of the meeting
held on October 30, 2019, at the University of Florida.

Supporting Documentation Included: October 30, 2019, minutes

Facilitators/Presenters: Governor Tim Cerio
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MINUTES
STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
STRATEGIC PLANNING COMMITTEE
UNIVERSITY OF FLORIDA
GAINESVILLE, FL
October 30, 2019

Video or audio archives of the meetings of the Board of Governors
and its committees are accessible at http.//www.flbog.edu/.

1. Call to Order and Opening Remarks

Chair Darlene Jordan convened the meeting on October 30, 2019, at 8:33 a.m. with the
following members present: Governors Cerio, Felton, Frost (by phone), Huizenga,
Lamb, Levine, and Scott. A quorum was established.

2. Minutes of Strategic Planning Committee Meeting

Chair Jordan called for a motion to approve the meeting minutes from the Committee’s
August 28 and October 3, 2019, meetings. Governor Cerio moved to approve the
minutes, Governor Huizenga seconded the motion, and the motion carried unanimously.

3. Florida International University’s Revised 2019 Accountability Plan

Chair Jordan announced that the next item on the agenda was to consider approval of
Florida International University’s (FIU) Revised 2019 Accountability Plan. She cited
Board of Governors Regulation 2.002, which requires the development of an
institutional accountability plan intended to reflect each institution’s distinctive mission
and focus on core strengths within the context of State University System goals as well
as regional and statewide needs. She further explained that FIU revised its
Accountability Plan due to a typographical error in the 2017-18 actual graduate degrees
awarded metric discovered after the Board of Governors’ approval at the June 13, 2019,
meeting. As a result of this revision, the university modified the goals for this metric.
Chair Jordan further indicated that the revised plan was approved by the FIU Board of
Trustees on September 18, 2019, and, as a result, the Committee and full Board must
also review and consider for approval the revised plan

Governor Huizenga moved to approve the FIU Revised Accountability Plan, Governor
Lamb seconded the motion, and the motion carried unanimously.

4. 2019 System Accountability Plan

Chair Jordan mentioned Board of Governor’s Regulation 2.002, which requires the
Board of Governors to annually submit institutional accountability plans and a system
summary to the Governor, the President of the Senate, and the Speaker of the House of
Representatives. Based on the data and information provided in the institutional
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accountability plans, Board staff analyzed system-level data and created the 2019
System Accountability Plan. Chair Jordan reminded the Committee that an update was
received on the plan at its August 28, 2019, meeting, but the System plan was not
considered for approval at the August meeting since Florida International University
made a revision to its graduate degrees awarded goals that required its Board of
Trustees to approve the revised FIU plan.

Chair Jordan stated the Committee would consider for approval the 2019 System
Accountability Plan, and if approved, the 2019 System Accountability Plan would be
forwarded to the full Board for consideration.

Governor Cerio moved to approve the 2019 System Accountability Plan, Governor
Huizenga seconded the motion, and the motion carried unanimously.

5. State University System 2025 Strategic Plan: 2019 Update

Chair Jordan said the next item on the agenda was to consider approval of the State
University System 2025 Strategic Plan: 2019 Update. She explained that at the
Committee’s January 31, 2019, meeting, a review was initiated of the Board’s 2025
Strategic Plan metrics. The committee continued this work throughout the year, making
final recommendations regarding metrics and goals at its October 3, 2019, meeting.
She stated that the Committee would consider for approval a revised 2025 System
Strategic Plan.

Chair Jordan recognized Dr. Christy England, Vice Chancellor for Academic and
Student Affairs, to present an overview of the changes to the State University System
2025 Strategic Plan.

Dr. England walked through the Committee’s recommended changes to the 2025
Strategic Plan. She began with the changes to the teaching and learning metrics. She
explained that the goal for the four-year graduation rate was increased to 65%, and the
six-year rate has been raised to 80%. She said the goal for bachelor’s degrees
awarded annually was adjusted down to 78,500, reflecting the current system capacity.
Similarly, the graduate degree target has also been revised downward to 27,400, she
specified. Dr. England mentioned that the goal for bachelor's degrees awarded to
African-American and Hispanic students was increased to 46%. Finally, she said that
the Committee is recommending that the quality online course metric refers to a
structured review process for new and substantively revised online courses and dictates
that these courses must meet Florida standards with a goal of 100%.

Dr. England stated that the Committee recommended adding a new metric to track the
four-year graduation rate for Pell Grant recipients with the goal set at 54%. She also
described another new metric, the Florida College System Associate in Arts transfer
three-year graduation rate, with a goal set at 62%.

Dr. England next described the scholarship, research, and innovation metric revisions.
She said the Committee recommended increasing the goal of the number of
licenses/options executed annually to 500. For the Number of Start-up Companies, she

2
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explained, the goal was adjusted to be 60. Regarding total research expenditures, the
goal was increased to $3 billion, she illuminated. Dr. England confirmed that she and
Governor Levine had met with the Vice Presidents for Research to work on a plan to get
to this new goal, and she asked Governor Levine to give the committee an update.

Governor Levine stated that the meeting with the Vice Presidents for Research was a
productive discussion about how the System plans to achieve the revised goal. The
SUS institutions are working on different opportunities at the federal level and
collaboratively, and these opportunities are not fully captured in the data. He said it was
encouraging to watch the SUS Vice Presidents for Research work together in
Washington, D.C. to further our goals in this arena. He noted that this is a huge
opportunity for the state.

Dr. England next presented that the Committee had recommended replacing the
percent of research expenditures from external fund sources with the amount of
research expenditures from external fund sources, with a goal of $1.75 million. Finally,
she said, the Committee recommended adding a question to the institutions’ senior exit
survey to measure the percent of undergraduates engaged in research. The Committee
recommended the change be implemented on the 2020 exit surveys.

Finally, Dr. England reviewed the changes to the community and business engagement
metrics. The Committee recommended that the metric of the percent of baccalaureate
graduates continuing their education or employed align with the definition used in
Performance Based Funding, and further recommended adjusting the salary threshold
to $30,000 or higher. Dr. England reported that the Committee recommended including
the median wage metric used in Performance Based Funding and setting the goal at
$43,200.

Governor Morton moved to approve the State University System 2025 Strategic Plan:

2019 Update, Governor Lamb seconded the motion, and the motion carried
unanimously.
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6. Programs of Strategic Emphasis: 2019 Update

Chair Jordan stated that the next item on the agenda was to consider approval of the
Programs of Strategic Emphasis: 2019 Update. The Chair went on to say that these
programs are an essential component of the 2025 Strategic Plan, and the Board’s
Programs of Strategic Emphasis (PSE) list is one of several tools for aligning degree
production goals of the State University System with the economic and workforce needs
of Florida. It is also important to note, she said, that PSE degree production is a
component of the Performance Based Funding Model.

Chair Jordan explained that every few years, Board staff review the PSE list to ensure
that the programs listed align with the workforce needs of Florida and make
recommendations to keep, remove, or add programs to the list. In this tradition, she
stated, Board of Governors' staff recently conducted an environmental scan and
workforce analysis to identify labor market demand for postsecondary graduates. Staff
reviewed and analyzed economic and workforce-related reports and data sources, both
at the state and national levels.

Chair Jordan articulated that at the Committee’s August 28 meeting, Board staff
presented several recommended updates to the PSE list. Since that meeting, staff has
received input from the 12 SUS institutions and is recommending one additional change
to the list.

Chair Jordan recognized Dr. Christy England, Vice Chancellor for Academic and
Student Affairs, to present the Committee with the final recommended changes to the
PSE list for approval. If approved by the Committee, she expressed, this list will go to
the full Board for approval. Chair Jordan also reminded the Committee that the new list
would take effect for the 2020-21 academic year and would influence Performance
Based Funding and accountability plans starting in the summer of 2022.

Dr. England began by assuring the Committee that the PSE-related analyses were
thorough and that the review process was comprehensive, involving all of the SUS
institutions as well as staff from the Department of Economic Opportunity and the
Department of Education. Dr. England stated the change referenced by the Chair in her
introduction was the addition of School Psychology, which is based on relevant data
and the contribution of this program to K-12 student mental health, which has been a
focus of the Board.

Dr. England referred the Committee to several documents included in the meeting
information packets detailing the recommended changes and the analysis
methodologies.

Governor Levine moved to approve the Programs of Strategic Emphasis: 2019 Update,

including the supporting methodology, Governor Huizenga seconded the motion, and
the motion carried unanimously.

422



Board of Governors Committees and Meeting - January 29-30, 2020 - Strategic Planning Committee

7. How SUS Career Services Impact Student Success

Chair Jordan announced that the last item on the agenda was to hear a presentation
and have a panel discussion regarding university career centers and their impact on
student employment outcomes. She stated that on October 3, the Committee
discussed making changes to the percentage of graduates employed metric and
increasing the salary threshold. Based on that conversation, she said, this was a good
time to understand how the State University System (SUS) Career Centers are helping
to move the needle on this metric and how they are fostering student success after
graduation.

Chair Jordan recognized Dr. Lynn Nelson, Director of Student Affairs, to provide a
System overview of the services offered by the career centers.

Dr. Nelson presented an overview of SUS career center operations. She explained that
all SUS institutions offer career services to students and alumni, and that career
services are embedded in every campus culture. Dr. Nelson described the broad range
of services and mechanisms available to students to help with career planning,
including providing in-person, walk-in, and online appointments, and services that
include career workshops, resume writing, mock interviewing, and on-campus
interviewing. She stated that every SUS institution is proactive in engaging students
during freshman orientation or first-year experience courses to begin conversations on
career exploration and the types of services the career center offers. She also
explained that every career center is working to move the needle on wages by providing
salary information to students as part of degree exploration, new student orientation,
and academic advising.

Dr. Nelson said career centers also prepare students for the workforce by enhancing
employability or soft skills such as effective communication, teamwork, problem-solving,
work ethic, time management, adaptability, and interpersonal skills. She stated that
other programs offered include personal branding, proper etiquette, and dressing as a
professional. Further, she indicated that career centers connect and partner with
companies and organizations that may provide internship opportunities and full-time
positions to students upon graduation. She also said that all institutions hold both
general and specialized career fairs throughout the year.

Dr. Nelson indicated that career centers assist students in securing employment by
utilizing enterprise systems that provide easy access to career preparation tools and job
opportunities. These systems allow students to build profiles that highlight their
academic accomplishments, various types of skills, and extracurricular activities, and
they can be used to apply for job opportunities.

Finally, Dr. Nelson said the directors of the SUS career centers collectively form the
Florida Career Centers consortium, which facilitates the exchange of information and
best practices to enhance career readiness for the benefit of the students and alumni of
the SUS institutions. She referred the Committee to the handout included in their
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meeting information packets titted How SUS Career Services Impact Student Success
for more detailed information.

Chair Jordan thanked Dr. Nelson and recognized the panel participants: Ms. Ja’Net
Glover from the University of Florida; Ms. Karen Gough from Florida Atlantic University;
Ms. Myrna Hoover from Florida State University; and Ms. Lauren Loeffler from the
University of West Florida. Chair Jordan thanked the panel participants and asked them
to explain what career centers of 2019 are like and how they might be different from the
past.

Ms. Hoover responded that the career center today was definitely different than the
career center from when she was in college. Three things have happened, she said,
because of accountability, the focus on return on investment, and high student debt
ratios. These things have combined to spur more resources being dedicated to the
career centers for use in pursuing their mission, which is to help students reach their
definition of success. She stated that today, career centers engage students where
they are, teach them about career competencies while providing relevant workforce
information, and use outcome and engagement data to inform their work.

Ms. Hoover explained that students today want individualized services. She described
the walk-in service delivery model at FSU that individually addresses each student who
arrives and responds to his or her particular reason for that visit. It is different now, she
expounded, because they are able to embed career liaisons in academic units. This
puts career advisers sitting next to academic advisers in each college, which gives
students unprecedented access to career services and gives the liaisons more
information and context to understand and relate to the students. Ms. Hoover stated
that last year at FSU, they saw 19,500 advising contacts, and that represents just one of
their four services. Ms. Hoover described a more integrated campus culture now in
effect where all parties work towards student success, which includes career success.

Ms. Hoover went on to describe the mentor program at FSU that connects students with
alumni and others working in the fields they are considering. She said they want to talk
with people actually working in the jobs they are working towards to gain an increased
understanding of work environments and make better-informed decisions. Ms. Hoover
talked about the many different modalities they use, including in-person, online, and
through their curriculum, to reach students and teach job skills to prepare them to
change jobs multiple times throughout their careers as workers now do.

Ms. Hoover stated that data and engagement inform their work. She said they now
collect more and better data, such as requiring senior survey responses. This provides
both more information and more relevant data to inform decisions. She acknowledged
that the number one way students find jobs was through career services based on
survey responses. Her office, she noted, served about 25,000 unique students last
year, but that was not enough since FSU enrolls around 42,000 students.

Chair Jordan asked how Ms. Hoover planned to get more students to utilize their
services. Ms. Hoover responded by describing a new micro-credentialing/badging
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system that will reach more students. She said they focus on teaching students how to
effectively job search and market themselves so they can be successful in the future
long after graduation.

Governor Kitson commended the career center efforts and asked how to spread best
practices and knowledge throughout the system. He inquired as to how active the
consortium is in the system in disseminating that knowledge and what the business
community can do to better support career center endeavors. Ms. Loeffler responded
that the business community is an invaluable partner in establishing pathways to
employment, but there is much more opportunity to involve businesses in the process.

Governor Morton asked the panel if they were working with employers throughout the
state and getting actionable feedback from them regarding university graduate quality.
Ms. Hoover said that yes, they absolutely do that by working with their local chambers,
employers, and other organizations, and the feedback has been very positive. Ms.
Gough added that they work closely with their employer advisory councils and other
employer partners regarding career readiness.

Governor Tripp asserted that SUS internship numbers were not as robust as they need
be, and he asked who champions internship efforts on campuses. Ms. Hoover replied
that internships are generally decentralized, so no one person or group is necessarily
responsible for implementing them. She also stressed that many students are
participating in internships that are not always captured or reported for a number of
reasons. She said internship numbers would skyrocket as more and better data was
being collected. Ms. Gough added that FAU now offers a professional internship course
that is based on career skills that employers have declared are critically important. Ms.
Loeffler then argued that many students are participating in undergraduate research
where they are accruing the same benefits and skills also obtained during an internship.

Governor Lamb commented that there is a focus on wages as a component of the
Board’s strategic plan and asked what was being done to help students make good
choices during their academic careers to help lead to a good quality of life after
graduation. Ms. Gough replied that internships are very important in this regard and
sharing workforce data with students is an essential tool. Ms. Hoover further
commented that entrepreneurship is also critical to Florida’s economy, but many
entrepreneurs have low wages early in their careers or those wages are not captured in
reporting mechanisms. Ms. Loeffler professed that many times students have
misconceptions about wages and starting salaries, so employers should be invited into
classrooms to provide real-world information and help students manage their
expectations.

Chancellor Criser asked if there was anything career centers need in terms of data to
more effectively understand student outcomes and achieve their missions. Ms. Hoover
responded that she would like to see data on where graduates were ten years after
graduation, not in one or two years, because long-term outcomes better represent how
much higher education benefitted a student. Ms. Gough referenced surveys FAU uses
to assess immediate employment outcomes, but she reiterated three, five, and ten-year
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information would be very helpful. Ms. Glover agreed longer-term data would be useful.
Ms. Hoover mentioned that it is not just about wages once you get past a $70,000
threshold but also about fulfillment, so broader issues like career happiness must be
considered.

President Rosenberg commended the Board for helping institutions focus on their
responsibility to help students get great jobs but requested more help in working with
the business community. He mentioned that a major internship initiative in conjunction
with organizations like the Florida Chamber and the Florida Council of 100 would
facilitate moving the needle more quickly for students.

Chair Jordan thanked the panel for their participation and for the great work being done
at career centers throughout the SUS.

8. Concluding Remarks and Adjournment

Having no further business, Chair Jordan adjourned the meeting at 9:30 a.m.

Darlene Jordan, Chair

Roger Strickland
Director, Economic Development
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Strategic Planning Committee
January 29, 2020

SUBJECT: Florida Job Outlook and Demand

PROPOSED COMMITTEE ACTION

For information

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

The Florida Department of Economic Opportunity (DEO) produces, analyzes, and
delivers timely and reliable labor statistics to improve economic decision-making. DEO
provides a variety of labor market, economic, and demographic data such as
employment and wages, labor force, economic indicators, and population data.

The Strategic Planning Committee will hear a presentation regarding the job outlook
and demand in Florida from Ms. Adrienne Johnston, Chief, Bureau of Workforce
Statistics and Economic Research, at the Florida Department of Economic Opportunity.

Supporting Documentation Included: None

Facilitators/Presenters: Ms. Adrienne Johnston
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Strategic Planning Committee
January 29, 2020

SUBJECT: U.S. News and World Report Rankings

PROPOSED COMMITTEE ACTION

For information

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

The state of Florida has been recognized as the top state for higher education by U.S.
News and World Report annually since 2017. Additionally, the University of Florida,
Florida State University, and the University of South Florida have seen tremendous
success in improving their institutional rankings in U.S. News and World Report over the
last several years.

The Strategic Planning Committee will hear a presentation regarding the metrics
included in the U.S. News and World Report Rankings and how they align with the
Board’s Performance Based Funding Model. Mr. Troy Miller, Deputy Chief Data Officer,
will present this information.

Supporting Documentation Included: Additional Information on U.S.
News and World Report
Rankings

Facilitators/Presenters: Mr. Troy Miller
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Strategic Planning Committee
January 29, 2020

SUBJECT: Monitoring Pillars of Excellence Progress

PROPOSED COMMITTEE ACTION

For information

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution
BACKGROUND INFORMATION

The Strategic Planning Committee will hear a presentation regarding a process for
monitoring the expenditures of state funds provided to the State University System for
the Pillars of Excellence for 2020-21, specifically funding for the Preeminence and
Universities of Distinction components. Dr. Christy England, Vice Chancellor for
Academic and Student Affairs, will present the proposed plan.

Supporting Documentation Included: Draft monitoring plan

Facilitators/Presenters: Dr. Christy England
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Draft Plan for Monitoring Pillars of Excellence

Once the funding levels for Preeminence/National Rankings & Universities of Distinction are finalized,
Board staff will work with institutions on the following, to be presented to the Board’s Strategic Planning
Committee (SPC) in either June or September of 2020.*

e Arevised plan based on the actual funding amount(s).
e Revised rankings and performance metrics with historical data and projections for 3-5 years.

All universities will then submit quarterly updates on spending and hiring, which will be summarized and
presented to SPC based on the following tentative schedule outlined below. Academic and Student
Affairs staff and Budget staff will work collaboratively to develop templates for reporting to ensure
consistency and to facilitate the development of summaries for SPC.

Quarter | Due to Board Office Summary Available Present to SPC Notes
(approx.) (approx.)

Q1 November 15, 2020 December 5, 2020 January 2021 Q2 data will be in
(extra time included to work to Board office a
out any bugs in the reporting
of information; in 2021 the few days before
first quarter report would be the January
due Oct. 15 and presented in meeting but not
January 2022) ’

likely ready for
presentation

Q2 January 15, 2021 February 1, 2021 March 2021
Q3 April 15, 2021 May 1, 2021 June 2021
Q4 July 15, 2021 August 1, 2021 September 2021

Rankings and performance metrics will be updated annually and presented to SPC starting in either June
or September of 2021.

The above schedule may be adjusted at the discretion of the Board or Board staff as needed.

*The timing of the revised plans will be impacted by the following.

o Where and how the funds are allocated. For instance, if a lump sum is allocated to the Board
office for distribution then the institution award amounts may not be determined until June —so
plans would be presented in September. If the legislature specifies the amounts by institution,
then there may be time to develop and present the plans in June.

e  Whether actual spending plans need to be approved by the university boards of trustees.
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Strategic Planning Committee
January 29, 2020

SUBJECT: University of North Florida’s 2020-2025 Strategic Plan

PROPOSED COMMITTEE ACTION

Consider approval of the University of North Florida’s 2020-2025 Strategic Plan.
AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article 1X, Section 7, Florida Constitution; Board of Governors Regulation 1.001(3)(c)
BACKGROUND INFORMATION

Board of Governors Regulation 1.001(3)(c) requires that each University Board of
Trustees adopt a strategic plan in alignment with its mission and the Board of
Governors’ System Strategic Plan. University strategic plans are required to be
submitted to the Board of Governors for approval. The University of North Florida’s
2020-2025 Strategic Plan has been submitted for consideration. The strategic plan also
contains a cross-walk demonstrating that the institution’s strategic plan is aligned with
the Board of Governors’ 2025 Strategic Plan goals. Both documents were approved
November 1, 2019, by the University of North Florida Board of Trustees. If approved by
the Committee, it will be forwarded to the full Board for consideration.

Dr. David Szymanski, President of the University of North Florida, will provide an
overview of the plan.

Supporting Documentation Included: 1. University of North Florida’s 2020-2025
Strategic Plan
2. Alignment with State University System
Strategic Plan
3. Performance Based Funding Metrics

Facilitators/Presenters: Dr. David Szymanski
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Guiding Philosophy

The guiding philosophy behind UNF’s strategic plan embraces the following principles,
among others:

v' Student-Centered
Excellence
Innovation
Partnerships
Inclusion
Uniquely UNF
Goodness and Morality

S

UNIVERSITY of
NORTH FLORIDA
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UNF Strategic Map to Greatness

“ Top (100) Public University

- =

SUS Metrics  Student Wellbeing  Student Engagement
easures

] et Sucees
University of Healthcare Logistics Water Technology (STEM
Prominence 9=t o :

Institutional Research  Teaching Service  Athletics
Excellence

Student Experience
Research, Scholarship, and Creative Activities
Professional Environment
Community and Business Engagement
Organizational Effectiveness

Operational
Excellence

& Integrity Respect Accountability Innovation

UNF UNIVERSITY of
NORTH FLORIDA
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Strategic Goal, Mission, and Vision

Strateqgic Goal:

University of national prominence with north Florida as our catalyst and student
success as our mantra.

Mission:

Our student-centered mission is to create the next generation of thinkers,
leaders, and problem solvers with the knowledge and experience to uniquely
change the world.

Vision:

We will be the higher education nexus where diverse students, faculty, and
organizations from around the world collaborate and creatively innovate for the
advancement of society.

UNIVERSITY of U - l Il‘ [F
NORTH FLORIDA W“@»—

N




Board of Governors Committees and Meeting - January 29-30, 2020 - Strategic Planning Committee

Institutional Values

Value Statement:

We achieve excellence in all we do; we are an institution of uncompromising character; we
lead with humility, humanity, and integrity.

Institutional Values:

Integrity - We do the right thing for the right reason at the right time.

Respect - We treat everyone with kindness, we are informed by the perspectives of others,
and we draw strength from our differences.

Accountability - We are responsible for how the outcomes of our actions affect others and
our environment.

Innovation — We harness creativity and talent to turn challenges into opportunities and
problems into solutions in a uniquely UNF way.

UNIVERSITY of .
NORTH FLORIDA UWM@LJ_NF_
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Goal-Based Framework for Student Success

Academic and Administrative
Student Success: Excellence

Students succeed

a“-\zat'lonal Effective"

when they are % 0
provided with the tools —
and opportunities to G

o

make the most of their
experience, enabling
them tO reaCh and ‘Ommunity y sfent Professional

& Business Environment

exceed their goals. qebeN)  Success*
Transforming
Sch!

; e
UNIVERSITY of Qizatio active®
NORTH FLORIDA nal Eff
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Goals: Academic and Administrative Excellence

Research Excellence

Academic and Administrative . . . . . - . .
Excellence _Faculty research will be of high qual_lty_/, focusing on publications m_res.pected_ and premier
s journals, research grants from prestigious foundations, memberships in leading academies,

(@ i neg,

o ‘ 2 curations and performances in partnership with prominent organizations, as well as other
' professional outcomes demonstrating national leadership in one’s field.

Student rofessiona TeaCh i nq Excel Ience

Success*

Excellence is expected in every teaching effort with a focused approach on the quality of
instruction and student success. Each faculty member will demonstrate an ethos of student care,
kindness, and mentorship. Experiential learning will be the cornerstone of every classroom
experience.

Service Excellence

Faculty, staff, and students will engage in a culture of teamwork and continuous improvement,
recognizing the role outstanding service to both the university and the community play in making
UNF a university of distinction.

Athletic Excellence

UNF will compete at the highest level for conference, regional, and national championships. Our
coaches, staff, and student athletes will embody integrity and sportsmanship and demonstrate an

unwavering commitment to student-athlete wellbeing and academic success.
UNIVERSITY of
NORTH FLORIDA
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Goals: Student Experience

o e ntion
Excell .. .. : e : :
resTence Lead the nation in experiential learning by offering innovative academic programs of

o o, relevance augmented by community-based learning, study-abroad activities, student-faculty
; research experiences, practicums, and internships.

Precision Advising, Counseling, and Teaching

Student
Success* . . . . .
Offer students a holistic, personalized experience to ensure a smooth transition to college,
sustained academic progress, and timely graduation and career placement success.

Transforming

earch, lai

I
h, Scholars

Student Wellbeing

Promote the health and wellbeing of our students by providing both needed services and an
environment that fosters physical and emotional resilience.

Osprey Pride

Create a culture of Osprey Pride in all UNF activities on campus and beyond.

Cultural and Social Opportunities

Provide distinctive educational, cultural, and social opportunities for students by integrating
the campus with the surrounding community.

UNIVERSITY of
NORTH FLORIDA
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Goals: Research, Scholarship, and Creative Activities

Excellence Significantly elevate and transform UNF’s national reputation for research, scholarship, and

T g, creative activity to one of excellence associated with high-impact, high-quality publications,
exhibitions, awards, and fellowships.

Research Expenditures

Student
Success*

Significantly expand research expenditures, elevating UNF’s ranking among universities for
expenditures on research and development as measured, for example, in the annual NSF
HERD Report.

Graduate, Research Programs

Create transdisciplinary as well as other relevant discipline-specific master’s and doctoral
programs in alignment with the Board of Governors’ defined areas of strategic emphasis and
UNF’s research strengths.

Carnegie Classification

Achieve at least R2 High Research Activity Status in the Carnegie Classification of Institutions
of Higher Learning.

UNIVERSITY of
NORTH FLORIDA
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Goals: Professional Development

_ o Workforce Composition
Academic and Administrative
Attract and retain a vibrant and diverse group of faculty and staff that reflect the society in

O‘Qamzam""E"ecfive,,e% which we live, further seeking to create a culture of collaboration where resources are
shared to maximize impact.

Studer
Experience

Professional Development

Student Professional
Success* Environment

Provide a breadth of professional development and training activities to ensure faculty
growth and relevancy. This includes mentoring faculty and staff into positions of increased
v, Sonatt service leadership to enhance both their role in the success of the institution and our
practice of shared governance.

Assessment

Establish norms for performance evaluations that provide clear, consistent, and honest
feedback on efforts; rewarding and recognizing where people excel and constructively
identifying areas for improvement.

UNIVERSITY of
NORTH FLORIDA
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Goals: Community and Business Engagement

_ o Inspire Service
Academic and Administrative
Excellence Encourage community service engagement among all students through participation in

G St community-based learning experiences, voluntary service, or other appropriate forms as part
of UNF’s commitment to its Carnegie Classification for Community Engagement.

Studer
Experience

Experiential Learning

Student

Engage every student with community partners through either a curricular or co-curricular
program activity (e.g., practicum, internship, research) prior to graduation.

Transforming
earch, Scholars

Entrepreneurial Ecosystem

Achieve formal recognition for strength in applied research in community settings and with
private sector partners as part of UNF’s key role in the statewide entrepreneurial ecosystem.

UNIVERSITY of
NORTH FLORIDA
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Goals: Organizational Effectiveness

S
Excell . :
reeTense Seek monetary support through the UNF Foundation, government sources, and private

izational Effectj,
g aniza! chve"e@

o Y sector to support innovative academic programs, research, facilities, and student
scholarships.

Studer
Experience

Infrastructure

Student Professional
Success* Environment

Transform technology across the entire enterprise to meet the current and future needs of
the university and its constituents. Maximize efficiency across units by optimizing resource

i Sanor allocation, organizational structures, and streamlining workflows to accommodate a five-
year enrollment target of 20K students.

Marketing and Communication

Develop a unified brand strategy, consistent visual identity, and successful media
deployment to elevate UNF’s reputation as a world-class brand. Included is an internal
communication strategy that informs the campus community and promotes a culture of
engagement and collaboration.

UNIVERSITY of
NORTH FLORIDA
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Areas of University Distinction

“‘Matching Competencies to Needs, Students to Jobs”

Healthcare <(gu</ Logistics <gm/ ) Technology

‘ (STEM)

UNF’s Five Academic Colleges

-

UNIVERSITY of
NORTH FLORIDA
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Tracking Success and Driving Behaviors

b

SUS Performance-Based Funding Metrics

UNF’s Goal-
Achieving “excellence” and not just “improvement”
Targeted ambition of being a “10” on each metric

Specific Areas of Immediate UNF Emphasis (accessibility, affordability, completion):
Metric 3, Net Tuition & Fees per 120 Hours (cost of education)
Metric 4, Four-Year Graduation Rate
Metric 5, Academic Progress Rate (second-year retention)
Metric 7, University Access Rate (percentage of UGs with Pell grants)

Other, Internal UNF Metrics

Student Engagement Scores
Student Wellbeing Assessments
Faculty Wellbeing Assessments

Other, External Recognition Metrics

National Rankings of UNF (short-term goal of Top 100, public university)
National Rankings of UNF Programs

UNIVERSITY of
NORTH FLORIDA
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UNF Student Promise

With students as its focus, UNF will pursue UNIQUE approaches to:
v Experiential Learning:
Projects
Internships
International immersion
Business and community partnerships
Precision Advising, Counseling, and Teaching
Faculty Engagement, Student Research
Character Development, Problem-Solving

Graduate School Pathways

Continue to Produce Graduates to Support Florida’s Future Talent Needs

UNIVERSITY of Umq UNF
NORTH FLORIDA

b
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THE UNIVERSITY of NORTH FLORIDA
Greatness STARTS Here Strategic Plan
Alignment to Florida SUS BOG 2025 Goals

TEACHING & LEARNING
EXCELLENCE

BOG 2025 Goals
(Revised in 2019)

UNF 2025 Goals

1) National Rankings for Universities

1in Top 10 Liberal Arts
1in Top 10 Nation

1in Top 11-25 Nation

2 in Top 25-50 Nation

Top 100 Public University
(U.S. News & World Report)

2) Freshman in Top 10%
of Graduating High School Class

50%

25%

3) Professional Licensure & Certification
Exam Pass Rates Above Benchmarks

All Exam Pass Rates
Above Benchmarks

All Exam Pass Rates
Above Benchmarks

4) Quality Online Courses 100% 90%
5) Average Time to Degree 4.0 42
(for FTIC in 120hr programs)

6) Four-Year Graduation Rates 65% 549
(for Full--time FTIC)

7) Six-Year Graduation Rates 80% 64%
(for Full- and Part-time FTIC)

8) Percent of Bachelor’s Degrees Without 80% 87%
Excess Hours

9) Bachelor’s Degrees Awarded Annually 78 500 3.800
10) Graduate Degrees Awarded Annually 27,400 840
PRODUCTIVITY

11) Percent of Bachelor’s Degrees Awarded

to African-American & Hispanic Students 46% 23%
12) Number & Percent of Adult Aged 25+ 75,000 3,380
Undergraduates Enrolled (21%) (22%)
.13) Pt.ercent of Undergraduate FTE 40% 30%
in Online Courses

14) Number of Institutions with at least 30%

of Fall Undergraduates Receiving a Pell Grant All Institutions Above 30% 42%
15) Academ@ Prqgress Rate 90% 90%
(2nd Fall Retention with GPA>=2.0)

16) Pell Recipient Four-Year Graduation Rate 0 0
(for Full-Time FTIC) 54% 54%
17) FCS AA Transfer Three-Year Graduation 62% 62%

Rate
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STRATEGIC PRIORITIES FOR A KNOWLEDGE ECONOMY

18) Number & Percent of Bachelor’s Degrees

in Programs of Strategic Emphasis 4(55 ’0(22)0 %('52094())

19) Number & Percent of Bachelor’s Degrees 30,000 1,700

in STEM & Health (35%) (44%)

20) Number & Percent of Graduate Degrees

in Programs of Strategic Emphasis 18,200 240
(60%) (62%)

21) Number & Percent of Graduate Degrees 15,200 400

in STEM & Health (50%) (46%)

SCHOLARSHIP, RESEARCH, & BOG 202-5 Goals UNE 2025 Goals

INNOVATION (Revised in 2019)

EXCELLENCE

22) Faculty Membership in National 75 0

Academies

23) Faculty Awards 75 3

24) Percent of Undergraduates Engaged in New question on senior exit survey 18D

Research Spring 2020

PRODUCTIVITY

25) Total R&D Expenditures $3.0B $15M

26) R&D Expenditures funded from External $1.758 $8.25M

Sources

STRATEGIC PRIORITIES FOR A KNOWLEDGE ECONOMY

27) Number of Patents Awarded 410 5

Annually

28) Number of Licenses and Options 500 3

Executed Annually

29) Number of Start-Up Companies 60 5

Created

COMMUNITY & BUSINESS
ENGAGEMENT

BOG 2025 Goals
(Revised in 2019)

UNF 2025 Goals

EXCELLENCE

30) Number of Universities with the Carnegie
Foundation’s Community
Engagement Classification

All

Maintain classification
(earned in 2010)
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STRATEGIC PRIORITIES FOR A KNOWLEDGE ECONOMY

31) Percent of Bachelor's Graduates
Employed & Earning $30,000 or Continuing 80% 76%
Their Education

32) Median Wages of Bachelor’s Graduates
Employed Full-time One Year After $43,200 $43,200
Graduation

498
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Crosswalk from SUS PBF Goals to UNF Goals

SuUsS “10” UNF TODAY
SUS Metric Threshold (Jan. 2020)

GOALS

UNF 3-YR
(2022-2023)

UNF 5-YR
(2024-2025)

% UG Employed 72.8% 69.9%
UG Median Wages $40.7K $38.6K
Net Tuition & Fees* $9,000 $12,970
Four-Year Graduation* 50% 38.5%
Second-Year Retention* 90% 78.6%
Bach. Degree Strat. Emphasis  50% 54.3%**
UG Pell Recipients* 42% 30.7%
Grad Degree Strat. Emphasis  60% 52.7%
9. UG w/o Excess Hrs. 80% 83.1%
10. UG FTE in Online 27% 21%

1.
2.
3.
4.
5.
6.
7.
8.

74%
$41.0K
$10,280
50%
83%
60%
34%
60%
85%
27%

76%
$43.2K
$9,000
54%
90%
62%
42%
62%
87%
30%

* Reflects metric of emphasis within the strategic plan.

**Data highlighted in “yellow” reflects “10” excellence points for that metric.
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Strategic Planning Committee
January 29, 2020

SUBJECT: University of South Florida Consolidation Implementation Plan

PROPOSED COMMITTEE ACTION

For information

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution; Section 1004.335, Florida Statutes
BACKGROUND INFORMATION

The University of South Florida Tampa, the University of South Florida St. Petersburg,
and the University of South Florida Sarasota-Manatee campuses currently are
separately accredited by the Commission on Colleges of the Southern Association of
Colleges and Schools. Section 1004.335, Florida Statutes, requires that no later than
June 30, 2020, accreditation for all University of South Florida campuses are to be
consolidated and accredited as a single institution.

On March 27, 2019, the Strategic Planning Committee reviewed the University of South
Florida’s implementation plan that established a timeline for each step necessary to
terminate the separate accreditation. The implementation plan addressed, among other
considerations, degree offerings, the unique identity of each campus, budget
transparency and accountability, and research capacity at each campus.

Dr. Steven C. Currall, President of the University of South Florida, will provide an
update on the implementation plan.

Supporting Documentation Included: None

Facilitators/Presenters: Dr. Steven C. Currall
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AGENDA
Audit and Compliance Committee
Room 208
Turnbull Conference Center
Florida State University
555 West Pensacola Street
Tallahassee, FL 32301
January 29, 2020
3:00 p.m. - 4:00 p.m.
or
Upon Adjournment of Previous Meetings

Chair: Mr. Charlie Lydecker; Vice Chair: Mr. Kent Stermon.
Members: Frost, Huizenga, Jr., Levine

Call to Order and Opening Remarks Governor Charlie Lydecker

Minutes of Committee Meeting Governor Lydecker
Minutes: October 30, 2019

SUS Compliance Summary Ms. Julie Leftheris
Inspector General and
Director of Compliance

SUS Three-peat Findings Summary Ms. Leftheris

Florida Agricultural and Mechanical University Mr. Kelvin Lawson,
— Athletics Program Mid-Year Financial Update Chair
FAMU Board of Trustees
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OIGC Updates Ms. Leftheris

Concluding Remarks and Adjournment Governor Lydecker
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Audit and Compliance Committee
January 29, 2020

SUBJECT: Minutes of Committee Meeting held October 30, 2019

PROPOSED COMMITTEE ACTION
Approval of the October 30, 2019, Committee meeting minutes.
AUTHORITY FOR BOARD OF GOVERNORS ACTION
Article IX, Section 7, Florida Constitution
BACKGROUND INFORMATION

Committee members will consider approval of the minutes of the October 30, 2019
Committee meeting.

Supporting Documentation Included: Minutes: October 30, 2019

Facilitators/Presenters: Governor Lydecker
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MINUTES
BOARD OF GOVERNORS
STATE UNIVERSITY SYSTEM OF FLORIDA
AUDIT AND COMPLIANCE COMMITTEE MEETING
UNIVERSITY OF FLORIDA
GAINESVILLE, FL
OCTOBER 30, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Chair Tim Cerio convened the meeting of the Audit and Compliance Committee on
October 30, 2019, at 10:01 a.m., in the Grand Ballroom on the campus of the University
of Florida in Gainesville, Florida. The following Audit and Compliance Committee
members were present: Tim Cerio, H. Wayne Huizenga, Jr., Patricia Frost, Alan M.
Levine, Charles H. Lydecker, Edward A. Morton, Eric Silagy, and Kent Stermon. The
following members of the Board were also present: Shawn Felton, Zenani D. Johnson,
Darlene Jordan, Sydney Kitson, Brian Lamb, Ned C. Lautenbach, Steven Scott, and
Norman D. Tripp.

1. Call to Order
Mr. Cerio called the meeting to order.
2. Approval of Minutes

Mr. Lydecker motioned that the Committee approve the minutes of the Audit and
Compliance Committee meeting held August 28, 2019, as presented. Mr. Morton
seconded the motion. The minutes were approved.

3. Florida Agricultural and Mechanical University — Athletics Program Finance
Update

Florida Agricultural and Mechanical University’s (FAMU) Board of Trustees’ Chair Mr.
Kelvin Lawson was invited to update the Committee on the ongoing athletics cash
deficit issue. Mr. Lawson explained the most recent efforts regarding their corrective
actions. He stated that the university has reassembled a team to develop a plan that
includes aggressive expense reductions, reduced investment from Direct Support
Organizations as well as reduced support from other auxiliary programs such as the
Boosters Club to mitigate the athletics program budget deficit. He introduced the
university’s interim chief financial officer to provide more details.

FAMU'’s Interim Chief Financial Officer Mr. Richard Schweigert provided a timeline of
the athletics program’s projected expenses for the current year, which began at $10.2
million. However, he noted that after closer review, expenses are currently projected to
be approximately $10.8 million. He stated that he informed the President of the increase
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and was directed to implement spending controls and a hiring freeze. The budgeted
revenues and expenses were updated to be more realistic and conservative, which
resulted in a $2.4 million projected deficit. Mr. Schweigert gave an overview of the
interim financial controls put into place. He explained that the Board of Trustees has
been informed, involved, and engaged throughout the process. He noted that the
university has assembled an Athletics Assessment Team comprised of senior
management to identify expense reductions and develop a plan to achieve a balanced
budget to include more realistic support from university support organizations and a
reduction in the number of athletics programs and athletic scholarships. Mr. Schweigert
said they expect to cure the budget deficit this year.

Mr. Joe Maleszewski, FAMU’s Vice President for Audit, described the Athletics
Assessment Team’s efforts to identify expense reductions and implement the hiring
freeze. The team developed an in-depth framework for analyzing the associated
expenses for sports teams and squads, such as athletic staff salaries, scholarships, and
operational expenses. The assessment team identified $800,000 in cost savings along
with other cost-saving strategies to be considered.

Mr. Schweigert noted that expense controls will be implemented in November 2019 in
order to meet the $10.2 million athletics expense limit. Additionally, the university will
change the funding source for scholarships to rely more on Title IX funds and student
fees beginning in the 2020 spring semester. Mr. Schweigert identified several key
outcomes for the intercollegiate athletics program, including achieving a balanced
budget, university-wide involvement, and transparent engagement with stakeholders.
He said they believe they have developed a sustainable approach to addressing the
university’s athletics budget deficit.

4. OIGC Updates

Ms. Leftheris provided follow-up information to the Committee regarding a finding from
Florida Polytechnic University’s (FL Poly) Auditor General Operational Audit Report
(issued June 2018) related to unsupported administrative costs the university retained
from a legislative appropriation to develop an Anti-Hazing program. She explained that
the university previously reported that $330,000 would be returned to the State Treasury
as recommended in the audit. A recent letter from FL Poly’s President Mr. Randy Avent
addressed to Mr. Cerio, cited Sections 1013.74(6) and 1011.45, Florida Statutes, which
allow the university to expend reserve or carryforward balances from prior year
operational and programmatic appropriations for legislatively approved fixed capital
outlay projects. Thus, the university will be retaining the funds they previously reported
to the Committee they would be returning to the State Treasury.

Ms. Leftheris explained that recently, allegations of financial mismanagement and
budget discrepancies have been made related to Complete Florida Plus, which is a
statewide funded program within the University of West Florida. Many of the allegations
center around UWF’s use of state funds, earmarked for the Complete Florida Plus
Program, to cover university revenue shortfalls and address deferred maintenance

Page 2 of 3
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issues on campus. Ms. Leftheris provided a background on the program. She
explained that based on the alleged concerns, the university and the Board of
Governors have jointly procured the accounting firm Saltmarsh, Cleveland & Gund, to
investigate the Complete Florida Plus Program. The engagement will be overseen by
the Board of Governors Office of Inspector General and will focus on financial decisions
between the university and Complete Florida Plus and specifically their management of
state appropriated funds.

Ms. Leftheris noted that her office recently released a compliance report of Board of
Governors Regulation 3.001 Camus Emergency Management and its corresponding
statute Section 252.365, F.S., Emergency Coordination Officers; Disaster Preparedness
Plan. The purpose of the project was to evaluate the Board Office’s emergency
management staff's compliance with the regulation and statute. Ms. Leftheris noted that
the report contained several recommendations.

Ms. Leftheris explained that her office will soon undergo an assessment to accredit its
investigative function by the Florida Commission on Law Enforcement Accreditation.
She will inform the Committee of the assessment’s results once it is completed.

Ms. Leftheris noted that the Board Office recently underwent an operational audit by the
Florida Auditor General that is performed on a three-year cycle. She summarized the
three audit findings, recommendations, and Board Office response that resulted from
the audit.

5. Concluding Remarks and Adjournment

Mr. Cerio asked Board members if anyone had any questions or comments. Hearing
none, the Audit and Compliance Committee was adjourned at 10:44 a.m.

Timothy Cerio, Chair

Lori Clark, Compliance and Audit Specialist

Page 3 of 3
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Audit and Compliance Committee
January 29, 2020

SUBJECT: State University System of Florida Compliance Summary

PROPOSED COMMITTEE ACTION

Information only

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

The Board of Governors Inspector General and Director of Compliance, Julie Leftheris,
will provide Committee members with a summary of the compliance coverage for fiscal
year 2018-2019 for State University System of Florida universities.

Supporting Documentation Included: PowerPoint Presentation

Facilitators/Presenters: Ms. Julie Leftheris
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Audit and Compliance Committee
January 29, 2020

SUBJECT: State University System of Florida Three-peat Findings Summary

PROPOSED COMMITTEE ACTION

Information only

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

The Board of Governors Inspector General and Director of Compliance, Julie Leftheris,
will provide Committee members with a summary of the three-peat findings identified by
the Auditor General during since fiscal year 2018-2019 for State University System of
Florida universities.

Supporting Documentation Included: PowerPoint Presentation

Facilitators/Presenters: Ms. Julie Leftheris
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Audit and Compliance Committee
January 29, 2020

SUBJECT: FAMU Intercollegiate Athletics Program Mid-Year Financial Update

PROPOSED COMMITTEE ACTION

Information only

AUTHORITY FOR BOARD OF GOVERNORS ACTION
Article IX, Section 7, Florida Constitution
BACKGROUND INFORMATION
Florida Agricultural and Mechanical University Board of Trustees Chair, Kelvin Lawson,

will provide Committee members with an update on the university’s intercollegiate
athletics program’s finances.

Supporting Documentation Included: PowerPoint Presentation

Facilitators/Presenters: Mr. Kelvin Lawson
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Audit and Compliance Committee
January 29, 2020

SUBJECT: OIGC Updates

PROPOSED COMMITTEE ACTION
Information only
AUTHORITY FOR BOARD OF GOVERNORS ACTION
Article IX, Section 7, Florida Constitution
BACKGROUND INFORMATION

The Inspector General and Director of Compliance, Julie Leftheris, will provide
Committee members with an update of her office’s recent and upcoming activities.

Supporting Documentation Included: None

Facilitators/Presenters: Ms. Julie Leftheris
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AGENDA
Facilities Committee
Room 208
Turnbull Conference Center
Florida State University
555 West Pensacola Street
Tallahassee, Florida 32301
January 29, 2020
4:00 p.m. to 4:30 p.m.
or

Upon Adjournment of Previous Meetings

Chair: Mr. H. Wayne Huizenga, Jr.; Vice Chair: Mr. Steve Scott
Members: Felton, Kitson, Lautenbach, Lydecker, Silagy

Call to Order and Opening Remarks Governor H. Wayne Huizenga, Jr.

Minutes Oct. 3 & Oct. 30

FIU Housing Bonds Reauthorization

FSU Panama City P3 Housing

Concluding Remarks and Adjournment
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STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
Facilities Committee
January 30, 2020

SUBJECT: Minutes of Meetings held October 3, 2019 and October 30, 2019

PROPOSED COMMITTEE ACTION

Approve the minutes from the meetings held on October 3, 2019 and October 30, 2019.

AUTHORITY FOR BOARD OF GOVERNORS ACTION

Article IX, Section 7, Florida Constitution

BACKGROUND INFORMATION

Committee members will review and approve the minutes of the Facilities Committee
and the Joint Budget and Finance and Facilities Committee meetings held on October
3, 2019, at University of Central Florida; and the Facilities Committee meeting held on
October 30, 2019, at the University of Florida.

Supporting Documentation Included: Minutes: October 3, 2019 and October 30,
2019
Facilitators/Presenters: Governor H. Wayne Huizenga, Jr.
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MINUTES
STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
FACILITIES COMMITTEE
UNIVERSITY OF CENTRAL FLORIDA
ORLANDO, FLORIDA
OCTOBER 3, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Governor H. Wayne Huizenga, Jr., Chairman, convened the Board of Governors
Facilities Committee meeting at 12:01 p.m. (ET), on October 3, 2019. The following
members were present: Shawn Felton, Darlene Jordan, Sydney Kitson, Ned
Lautenbach, Charles Lydecker, Edward Morton, and Eric Silagy. Other Board members
present included: Tim Cerio, Zenani Johnson, Brian Lamb, and Steven Scott.

1. Call to Order and Opening Remarks

Chairman Huizenga called the meeting to order.

2. Minutes of Committee Meeting: Governor Huizenga

Governor Kitson moved that the Committee approve the minutes of the Facilities
Committee meeting held August 28, 2019, at Florida Gulf Coast University. Governor
Kitson moved to approve, Governor Jordan seconded the motion, and it passed
unanimously.

3. USF Mixed Use Lab and Office Building Bond Authorization

Chairman Huizenga called on Assistant Vice Chancellor, Chris Kinsley, to discuss the
item for USF. Mr. Kinsley stated that the resolution authorizing the USF Financing
Corporation to issue $27,000,000 of revenue bonds for construction of a new
multipurpose lab and office facility in the USF Research Park is in line with the
university’s mission and complies with all aspects of the SUS Debt Guidelines. The
university provided documentation showing that there is a strong demand for space in
the Research Park. The Research Park entity is contributing $15M equity to the deal
that will be used to customize the space as they bring on tenants. Leasing will begin six
months before completion of the project. Mr. Kinsley advised that research parks have
performed well.

Chairman Huizenga added that Bond Finance had no other comments other than to
state that if the university was to lease space that it would be done at a market rate and
would be paid for by funds that were allowed to be utilized for the project. Mr. Kinsley
added that the university would be able to use funds that were legally permissible and
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that has been added to the resolution to further say that USF will comply with the
existing law regarding leasing of space.

Chairman Huizenga opened the floor for questions about the project. Hearing no
qguestions, the Chairman called for a motion to approve a Resolution of the Board of
Governors authorizing the USF Financing Corporation to issue $27,000,000 of revenue
bonds on behalf of the University of South Florida for the purpose of constructing a new
multi-use lab and office facility in the USF Research Park. Governor Kitson moved to
approve, Governor Jordan seconded.

Governor Lydecker asked about the project going before the Legislature. Mr. Kinsley
advised that the project will go before the full board at the end of the month meeting
assuming it is approved by the Facilities Committee today. He explained that there are
two types of debt. If it is State of Florida, State Board of Administration, Division of Bond
Finance issued bonds, it does have to go to the Governor and Cabinet for final
ratification after Board of Governors approval. The bonds in this case are being issued
by the University of South Florida Financing Corporation, so once approved by the
Board of Governors, the DSO can immediately issue with no further approvals. There
is also State of Florida issued and DSO issued debt and the process and the guidelines
are the same. DSO deals do not go to the Governor and Cabinet. Mr. Kinsley
explained that half of the deals seen before the Facilities Committee are Bond Finance
issued deals and half are not. Mr. Kinsley then called on Mr. Lechner to discuss the
rate on this transaction.

There being no further discussion, the Chairman asked if all were in favor and if there
were any opposed. The motion passed with approval by all members present.

4. Review of PECO Projects and PECO Points

Chairman Huizenga advised that the annual review of PECO projects will provide great
examples of how state PECO funding could advance numerous projects. Chairman
Huizenga advised that, as a result of Senate Bill 190, the format of the presentations will
change and align with the PECO points system.

Chairman Huizenga recognized Mr. Kinsley to present the projects that have received
prior funding and the university will present projects not yet funded. Projects on the list
with no PECO points will not be presented.

Documents related to each presentation can be found at:
https://www.flbog.edu/session/facilities-committee-6n3drvio/

Each presentation may also be viewed by visiting the media archive at:
https://thefloridachannel.org/videos/10-3-19-florida-board-of-governors-meeting-part-2/
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5. Space Needs Calculation Methodology Report

Mr. Kinsley and Dr. Jon Rogers were acknowledged to present on the Space Needs
Calculation Methodology Report. Dr. Jon Rogers advised that the legislative proviso
asked the Board to review the space needs calculation methodology to look for
efficiencies and improvements. Dr. Rogers stated that a survey went out and was
completed by each of the twelve universities. According to Dr. Rogers, the most
important part was the site visit. The team visited five campuses that enabled the team
to sit with the academic administrators and facilities planners. The site visits enabled
the team to determine the situation on campus and figure out what the universities’
needs were. A variety of university space was viewed, including new space, unsuitable
space, and renovated space that showed how the universities are trying to adapt the old
space to the current way in which faculty are teaching and students are learning.

Dr. Rogers then discussed the issues and recommendations section. The primary issue
related to addressing the calculations of space, the formula that is used in the process,
and how it is outdated. The resulting recommendation is to have the facilities planners
come together and take a look at the formula, the factors used in the formula, and how
the space is calculated. One of the other issues is how research space is calculated.
Dr. Rogers stated that we are asking the Vice Presidents for Research to make
recommendations. The next recommendation deals with utilizing the campus master
plans and better aligning it with the accountability plan. Dr. Rogers added that there is
also a recommendation to include the distinctive entities such as research schools and
IFAS type entities in the needs assessment process as their need for space is not being
met. In conclusion, Dr. Rogers said that we are recommending the creation of a Space
Task Force.

Chairman Huizenga stated that the recommendations made sense. The Chairman
thanked all the universities for pulling this together, especially considering the time that
was allotted to conduct the study and stated that hopefully the report helps show that
we have an amazing system and that we really need to invest in the physical part of the
facility as well.

Lastly a presentation was provided highlighting pictures taken from the site visits.

Mr. Kinsley noted that we are not capturing the differences of the quality in the space
and the pictures show how much more you can do with flexible modern space versus
space that is outdated. The Chairman concluded that all space is not created equally
and that satisfactory space is not necessarily satisfactory.

Chairman Huizenga opened the floor for questions. After a short discussion with
Governor Lautenbach, Chairman Huizenga called for a motion to approve the Space
Needs Calculation Methodology Report. Governor Lautenbach moved to approve,
Governor Jordan seconded, and the motion passed unanimously.
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6. Proposed Amendment to Board Requlation 14.0025 Action Required Prior to
Fixed Capital Outlay Budget Request — Review of Comments and Consideration
of Modified Language

Chairman Huizenga invited Mr. Kinsley to advise on the status of the regulation.

Mr. Kinsley advised that very few written comments have been received from the
universities. He advised that the language has been reviewed very carefully since this
was a discussion of how much authority to delegate to the Chancellor to make changes
to the budget. Additionally, we have also had the benefit of reviewing all the FCO and
Carry Forward plans. Mr. Kinsley advised that this matter should be deferred until the
next meeting, in terms of moving forward with the final approval, so that the staff can
work on more refined language and then re-notice at the next meeting. Chairman
Huizenga concurred and advised that we will take the issue up at the next meeting.

7. Concluding Remarks and Adjournment

There being no further business, Chairman Huizenga adjourned the meeting at
1:55 p.m. (ET), on October 3, 2019.

Chris Kinsley, Assistant Vice Chancellor H. Wayne Huizenga, Jr., Chair
Facilities
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MINUTES
STATE UNIVERSITY SYSTEM OF FLORIDA
BOARD OF GOVERNORS
FACILITIES COMMITTEE
UNIVERSITY OF FLORIDA
GAINESVILLE, FLORIDA
OCTOBER 30, 2019

Video or audio archives of the meetings of the Board of Governors
and its Committees are accessible at http://www.flbog.edu/.

Governor H. Wayne Huizenga, Jr., Chairman, convened the Board of Governors
Facilities Committee meeting at 9:30 a.m. (ET), on October 30, 2019. The following
members were present: Shawn Felton, Darlene Jordan, Sydney Kitson, Ned
Lautenbach, Charles Lydecker, Edward Morton, and Eric Silagy. Other Board members
present included: Tim Cerio, Patricia Frost, Zenani Johnson, Brian Lamb, Alan Levine,
Steven Scott, Kent Stermon, and Norman Tripp.

1. Call to Order and Opening Remarks

Chairman Huizenga called the meeting to order. Chairman Huizenga advised that the
minutes from the meeting held on October 3, 2019, will be provided at the next meeting.
Two action items, the USF Research Park Bonds and the Space Needs Calculation
Methodology Report, were approved and will be reported out to the full Board later this
afternoon.

2. Preliminary Selection Group Projects

Chairman Huizenga advised that at the last meeting the Committee took no action on
the Preliminary Selection Group list and, following the meeting, the staff made a few
technical changes which changed the final points total, but the general rank order of the
projects remained the same.

Governor Huizenga opened the floor for questions. Hearing no questions, Governor
Huizenga called for a motion to approve the Preliminary Selection Group and
associated Points Methodology. Governor Jordan moved to approve, Governor Felton
seconded the motion, and the motion passed unanimously.

3. Amend the 2020-2021 Fixed Capital Outlay Legislative Budget Request

Chairman Huizenga called on Assistant Vice Chancellor, Chris Kinsley, to explain each
of the three elements of the agenda item. Mr. Kinsley advised that the three items
included the Public Education Capital Outlay (PECO) request, the supplemental request
from General Revenue, and an amendment to the Capital Improvement Trust Fund
(CITF). Also mentioned as an informational item was the incomplete projects list.
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Mr. Kinsley explained that the incomplete projects list is a new requirement under
Senate Bill 190 and Florida Statute 1001.706 (12)6(d), which states that the Board shall
maintain a list of projects that have not been fully funded by the Legislature. Mr. Kinsley
stated that the list is very important should a university decide to use Carry Forward
funding to finish a project on the incomplete project list. It is important to begin to
maintain this list to demonstrate that a university is putting funds toward a project that is
on the incomplete project list and if the university completes the project it can be
removed from the incomplete project list. Mr. Kinsley provided the Committee with a
suggested list format for informational purposes and advised that we will work with the
institutions to more fully fill out the information on this list and document the date the
project started and the date the project obtained a certificate of occupancy.

Mr. Kinsley then discussed the Capital Improvement Trust Fund. The Committee
adopted a budget of $44M back in August based on last year's numbers as a result of
not having the financial statements or the fund balance. Now that the information has
been received, Mr. Kinsley stated we can now recommend a budget of $48M and noted
that the increased budget is a result of increased enrollment, not a result of an
increased fee.

Next, Mr. Kinsley explained that, through the PECO estimating conference, a cash
allocation estimate is provided to the Board. The Board is required to adopt a list of
projects that match up with the allocation numbers. The numbers over the next three
years are currently projected at $110M for 2020-2021, $106M for 2021-2022, and
$123M for 2022-2023. Those numbers could potentially change; however, since it is a
cash estimate, it is unlikely those numbers will change more than a few percentages up
or down. It was proposed that the entirety of those balances over the next three years
be devoted totally to the projects that were presented and have been assigned points by
this Committee. Mr. Kinsley advised that we have started with the highest ranked
project and gone down the list as far as possible with the allotted funds in year one and
then progressed to year two, proceeding down the list and finishing any projects that
had remaining funding until the funds ran out, and finally proceeded to do the same in
year three. There are two exceptions to that process. The recommendation is that no
funding be provided at this time to UF’s Music Building, which is the number two request
for the University of Florida, and also the number two request of New College for the
Caples House that was discussed by the Committee at the October 3, 2019, meeting,
which reduced the figure from $10.3 to $1.2M and put in year three.

Finally, Mr. Kinsley stated that the recommendation from staff for funding Maintenance,
Repair, Renovation, and Remodeling, which in the past has come from PECO, but was
not appropriated last session, would come from General Revenue as a special
supplemental request. He further explained, that would allow us to get on track with the
Carry Forward and that the $50M would provide almost $300M, and over ten years we
would be able to cover the $3B estimate of maintenance we have gotten from
Sightlines. Mr. Kinsley noted, that is dependent upon if we are able to have the Carry
Forward over the next ten years, if we get the appropriation, and if our maintenance
backlog does not continue to increase.
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Chairman Huizenga asked a question about CITF and the breakout of UFO, which Mr.
Kinsley explained was referring to University of Florida Online which does assess the
CITF fee which is used to support services for the University of Florida Online Students.

Chairman Huizenga questioned whether the Carry Forward would be the same next
year. Mr. Kinsley responded by stating we have no way of telling the amount of Carry
Forward that will be available at the end of June 30, 2020, as one of the components
that make planning for maintenance difficult, is the lack of certainty. This is one reason
why the state component has been so important as the universities could depend on a
base of funding that was dedicated for maintenance and plan for the most critical
projects. Mr. Kinsley proceeded to explain that not knowing how much Carry Forward
would be available on June 30, 2020, means that universities will have to wait to look at
all the competing priorities for that Carry Forward that, based on our process, may not
be known until September. While physical plant may know what the needs are, they do
not know what their base will be.

Chairman Huizenga explain