SUS Campus Security Risk Assessment

Criteria
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Pursuant to section 1006.601 (4)(c), Florida Statutes:

The campus security risk assessment tool should include a robust methodology for
identifying risks and prioritizing future mitigation efforts. The tool must include the
following minimum criteria:

1. Infrastructure & Technical Systems

e Evaluate building types, intended operational uses, safety and
security systems, and emergency backup capabilities to ensure
continuity of operations

e Assess computer systems and identify external factors that could
impact emergency response efforts

2. Safety & Mitigation Systems

¢ Review of all mitigation efforts, including safety and communication
plans, metal detectors or other physical screening devices, mass
communication capacities, weapon detection systems, and other risk
mitigation systems

3. Access Control & Physical Security

e Review of institutional access policies and procedures to buildings,
laboratories, research facilities, sensitive equipment, and other
critical areas within an institution

4. Outdoor & Multi-Use Spaces

e Account for outdoor spaces owned or operated by a university,
including athletic facilities, parking garages, recreational areas, green
spaces, and other such open areas under the institution’s purview

5. Law Enforcement Integration

e Review institutional threat management plans, suspicious activity
reporting mechanisms, and up-to-date building blueprints

¢ Review law enforcement access points, partnerships, and the
integration of School Guardians, if applicable

6. Emergency Management

e Assess the effectiveness of the institution’s incident command
structure, succession plans, emergency and incident response
trainings, and post-incident recovery plans
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